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Foreword

S A MEMBER OF THE NATIONAL COMMISSION ON
Terrorist Attacks upon the United States (commonly
known as the 9-11 Commission) and the Joint House-Sen-
ate September 11 Inquiry, I spent nearly two-and-a-half
years investigating the events of September 2001. Like my
colleagues, I believed that a fair, vigorous inquiry was essential to deter-
mining whether the attacks could have been prevented and what govern-
mental changes were needed as a result.

Throughout that period, I worked closely with Michael Jacobson, one
of the few staff members to serve as counsel on both investigations. He
played a key role in the investigation of the FBI's counterterrorism efforts
and the September 11 plot itself. Within the Joint Inquiry, he served on the
investigative team that uncovered a series of significant pre-September
11 FBI failures. These included the infamous “Phoenix memo,” in which
an Arizona-based FBI agent wrote headquarters in July 2001 regarding a
number of concerns, such as suspected al-Qaeda members engaging in
flight training; FBI headquarters’ misunderstanding of the Foreign Intel-
ligence Surveillance Act (FISA) and unwillingness to push for a FISA war-
rant in the investigation of Zacarias Moussaoui, despite protests from the
Minneapolis FBI office; and the eventual hijackers’ contact with numerous
individuals known to the bureau, including an FBI informant. In his book
Intelligence Matters, Senator Bob Graham, co-chair of the Joint Inquiry,
credited Jacobson for the latter discovery, referring to it as “remarkable
investigative sleuthing.”

While serving on the 9-11 Commission, Jacobson aggressively followed
up on his work with the Joint Inquiry. He faced a particularly daunting
task while working on a team tasked with piecing together the Septem-
ber 11 plot, which involved absorbing the massive amount of information
the government had already gathered while conducting additional inves-
tigations to complete the story. Following evidentiary trails wherever they
led, Jacobson and his fellow team members traveled to the Middle East,
Europe, and throughout the United States, reviewing documents, inter-
viewing the hijackers’ associates, and familiarizing themselves with the
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neighborhoods in which the terrorists lived. In the end, the commission-
ers and staff succeeded beyond what many thought was possible, produc-
ing a riveting, definitive report on the September 11 plot and garnering a
National Book Award nomination.

Jacobson brings many of these same investigative skills to bear in this
new and timely monograph on U.S. and European counterterrorism efforts.
The book expands on the work of the Joint Inquiry and 9-11 Commission
in several respects. While those investigations analyzed the FBI’s intelli-
gence capabilities in the war on terror, Jacobson’s study evaluates both FBI
and Justice Department counterterrorism efforts from a law-enforcement
perspective, focusing on America’s ability to prosecute suspected terror-
ists. The book also explores how the role of law enforcement has evolved
since September 11 and assesses the effectiveness of these changes.

The 9-11 Commission and Joint Inquiry also regarded European coun-
terterrorism efforts as important areas of investigation. After all, it is well
known that three of the principal hijackers lived in Hamburg, Germany,
before moving to the United States to train and carry out the attacks. As
part of the investigation of this “Hamburg cell,” Jacobson traveled to Ger-
many twice, representing first the Joint Inquiry and then the 9-11 Com-
mission. During the course of these and other investigations, we deter-
mined that the German government faced significant legal barriers prior
to September 11 that restricted its ability to investigate Islamist terrorist
activity. We also concluded that the German government had not consid-
ered Islamist terrorist groups a serious threat and was unwilling to devote
resources to targeting them. In this monograph, Jacobson describes the
numerous steps that Germany has since taken—including legislative and
structural changes—to tackle the systemic problems exposed by the Sep-
tember 11 attacks. Despite these changes, he notes, Germany continues to
face serious difficulties in its efforts to prosecute suspected terrorists, simi-
lar to the United States and Britain.

The 9-11 Commission also examined law enforcement systems overseas
as part of its effort to determine whether the FBI should retain primary
jurisdiction over domestic counterterrorism. Britain received special atten-
tion because of the similarities between its legal system and our own, and
because of the stellar reputation of its domestic intelligence agency, MI-5.
In fact, for a time, many U.S. lawmakers, outside experts, and media outlets
framed questions relating to U.S. domestic intelligence in terms of whether
America needed its own version of MI-5. Jacobson’s monograph goes fur-
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ther and examines the changing relationship between MI-5 and British law
enforcement entities. He shows, for example, how the traditional barriers
between intelligence and law enforcement in Britain are being broken down,
as they are in Germany and the United States. This type of comparative anal-
ysis would have been very useful to the 9-11 Commission as it formulated its
domestic intelligence policy recommendations.

The monograph also helps illustrate another vital lesson of Septem-
ber 11: that terrorists based in Europe can have a dramatic impact on U.S.
national security. Terrorist activity has only increased in Europe during
the time period covered by this study (from the September 11 attacks to
June 2005). More recent events, including the London bombings and the
disruption of numerous terrorist cells by European authorities over the
past year, all confirm Jacobson’s conclusion that “Europe has become one
of the most important battlegrounds in the global fight against Islamist
terrorism.”

For centuries, the surest course for national security involved accu-
mulating military power and using diplomatic skill to build alliances that
would deter attack. Now, however, the actions of al-Qaeda and other jihad-
ists have shown us with stunning clarity that new strategies are needed.
Policymakers in both Europe and the United States should pay close atten-
tion to new ideas. The policy prescriptions offered in this monograph are
straightforward, reasonable, and achievable; implementing them would be
an important step toward strengthening our security and restoring a sense
of safety for Americans wherever they reside or travel.

Tim Roemer
Former congressman and 9-11 Commission member






Author’s Note

HIS BOOK IS INTENDED AS A TIME-BOUND STUDY,
examining U.S. and European counterterrorism efforts from
the September 11 attacks until June 2005, when I returned to
federal government service. It does not include analysis of
events that occurred after that period.

Of course, several relevant developments have unfolded in the United
States and Europe since June 2005, including additional arrests and pros-
ecutions of suspected terrorists, noteworthy legal changes, key judicial
decisions, and both failed and successful terrorist attacks. Although these
developments are certainly important, I believe that the underlying analy-
sis and conclusions in this book remain both accurate and timely. Indeed,
many recent events validate its arguments, particularly those regarding the
growing European terrorist threat and the ongoing difficulties associated
with prosecuting suspected terrorists on both sides of the Atlantic. More-
over, the similarities between U.S. and European counterterrorism efforts
still receive little attention, even as both parties continue to employ similar
approaches in several key areas.

In light of these facts, the recommendations outlined in the chapters
that follow—which are intended as practical, workable solutions to the
common problems that the U.S. and European governments face—remain
applicable today. Note, however, that the views expressed in this book are
my own and not necessarily those of the U.S. government.

Michael Jacobson
May 2006






Executive Summary

INCE THE ATTACKS OF SEPTEMBER 11, 2001, MUCH

attention has been devoted to the effectiveness of U.S. coun-

terterrorism efforts, with particular focus on whether the

government has improved its ability to prevent devastating

terrorist attacks. The American public and media are espe-
cially concerned about the government’s efforts to neutralize the terror-
ist threat emanating from the Middle East and from unidentified domes-
tic cells. At the same time, the United States has traditionally viewed the
terrorist threat in Europe, and the counterterrorism efforts of individual
European countries, as secondary in importance.

This perspective may—and probably should—shift in the years to come.
Europe has become one of the most important battlegrounds in the global
fight against Islamic terrorism, and what happens there has a direct impact
on U.S. national security. As the September 11 attacks illustrated, terror-
ists living and training freely in Europe, undisturbed by European security
services, can pose the greatest danger to the United States.

When comparing U.S. and European counterterrorism efforts, observ-
ers on both sides of the Atlantic tend to emphasize the differences between
the two approaches. Many Europeans believe that the United States has
abandoned the rule of law and resorted to almost exclusively military
means in its counterterrorism efforts. For their part, many Americans per-
ceive Europe as being soft on terrorism and unwilling to take the tough
measures necessary to confront the terrorist threat.

Lost amid this often-heated rhetoric are the significant commonalities
between the United States and several European countries in the terrorism
arena. In particular, the United States, Germany, and Britain have adopted
certain similar approaches to combating terrorism and have often encoun-
tered the same difficulties. Most significantly, U.S., German, and British
law enforcement authorities and prosecutors are now primarily respon-
sible for preventing terrorist attacks, not merely bringing perpetrators to
justice after the fact. As a result, law enforcement agencies are often made
aware of domestic intelligence operations at a far earlier stage than in the
past, and consequently are able to take action much sooner. In all three
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countries, authorities were able to assume this more proactive posture in
part because of legislation passed in the wake of the September 11 attacks.

This paradigm shift was driven largely by the realization among law
enforcement and intelligence officials that terrorism of the type perpe-
trated by al-Qaeda and its affiliates represents a new type of threat. Before
September 11, when the potential consequences of terrorist attacks were
deemed less devastating, authorities were willing to watch terrorist sus-
pects for lengthy periods rather than apprehending them immediately,
in an effort to determine the exact details of a given plot. Now, however,
authorities realize that they can no longer afford to take that chance.

Despite this policy shift, the United States, Germany, and Britain have
all struggled in their post-September 11 efforts to target and prosecute sus-
pected terrorists via law enforcement methods. The factors contributing to
these problems are similar in all three countries.

First, there is a great deal of pressure to disrupt terrorist cells much
earlier than in the past, well before they begin to execute an attack. As a
result, the governments in question often prosecute individuals based sim-
ply on a belief that they are involved in terrorist activity, even though the
exact details of their intentions may be unknown or too difficult to prove
in court. ,

Second, for a variety of reasons, it is often problematic to use intelli-
gence information in the course of a prosecution. Hence, authorities often
face the difficult question of whether improving the chances of a given
prosecution is worth exposing a particular source or method.

Third, prosecutions are increasingly becoming an international
endeavor. Terrorist suspects often travel or have ties to numerous coun-
tries, and the cooperation of many governments is required for a successful
prosecution. Complicating this task is the fact that there are many cases in
which certain governments do not want their cooperation made public.

Fourth, not all countries have laws that are well designed for prosecut-
ing suspected terrorists. Gaps remain even in countries like the United
States, Germany, and Britain, which have made significant legal changes
since September 11. Such laws need to be frequently reviewed and updated
as the terrorist threat changes and as warranted by other developments.

These problems are not easy to solve. It is difficult enough for the United
States to resolve the thorny issues associated with its own efforts to pros-
ecute suspected terrorists, let alone to work with Europeans in address-
ing challenges they have encountered. Yet, given the fact that U.S. national
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security depends in part on the effectiveness of European counterterror-
ism efforts, Washington must attempt to succeed on both fronts.

There are several ways in which U.S. policymakers can improve their
efforts to work with European authorities on these issues:

1. Focus on commonalities. Washington should shift attention away
from the differences between the U.S. and European approaches to ter-
rorism and focus more on their shared methods and problems. This
would be a vitally important step toward showing skeptical American
and European audiences that their governments are not as far apart as
has been publicly portrayed.

2. Initiate strategic collaboration. Washington should also push for
greater collaboration with Europe in tackling the difficult strategic
issues with which they both have struggled. For example, they could
create a special commission to study relevant issues and push for needed
changes. Ideally, this commission would include representatives of the
United States, the European Union (EU), and individual EU member
states. Washington and key EU countries should also expand their use
of strategies that have proven effective and encourage the rest of the EU
to adopt them as well. These strategies include aggressively prosecuting
terrorist suspects for nonterrorism-related crimes, ramping up efforts
to criminalize and prosecute “material support” activity, and making
counterterrorism a higher priority for law enforcement agencies and
prosecutors.

3. Improve tactical cooperation. Although tactical counterterrorism
cooperation between the United States and Europe has been good since
September 11, it could certainly be improved further. Given the increas-
ing difficulty of prosecuting terrorist suspects without help from foreign
governments, it is essential that all parties remove obstacles to interna-
tional cooperation in the law enforcement and prosecutorial arenas. For
Europe, this would involve ensuring adequate protection of classified
information during the course of trials and lengthening sentences for
terrorism convictions. For its part, the United States should consider
removing the death penalty as an option for terrorism prosecutions in
which international cooperation is needed, given the widespread antip-
athy toward capital punishment in Europe.
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4. Encourage the EU to play a greater role. Although many are dismis-
sive of the role the EU has played in the national security arena, it is
crucial that the United States work closely not only with individual EU
states, but also with the EU as an entity. Where possible, Washington
should urge the EU to assume a greater role in European counterter-
rorism activities. The United States should also take advantage of the
“bureaucratic peer pressure” prevalent in the EU by asking countries
with strong counterterrorism capabilities to spur their weaker neigh-
bors toward improvement.

The ongoing struggles experienced by policymakers and law enforce-
ment authorities on both sides of the Atlantic also suggest a number of
key counterterrorism measures that Washington can take independently
of Europe:

1. Consider legisiative solutions to facilitate prosecution of sus-
pected terrorists. The U.S. government should consider whether there
are legislative measures—including fundamental reform of the criminal
justice system—that would allow it to effectively prosecute all suspected
terrorists. Despite the heated public debate surrounding related issues
such as the USA PATRIOT Act and the Guantanamo Bay detentions,
no fundamental legislative overhaul has been proposed, whether due to
the challenges inherent in it or to the implied perception that the system
itself is sacrosanct. Even if it is ultimately decided that enacting this type
of sweeping reform is not the right solution, considering—and publicly
debating—major legislative solutions is essential. Accordingly, Washing-
ton should examine a wide range of legislative proposals to address coun-
terterrorism shortcomings, both broad and more narrowly tailored.

2. Remove politics from counterterrorism prosecutions. To the extent
that judges—and, even more so, juries—regard the government’s coun-
terterrorism efforts as politicized, Washington is likely to encounter
great difficulty in bringing successful counterterrorism prosecutions.
To address these issues, Washington should adopt two policies:

m Comment as little as possible publicly about counterterrorism cases
until after conviction. Indictments should be allowed to speak for
themselves.
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m Be far more cautious in its use of counterterrorism statistics. Policy-
makers should take great care to ensure that such statistics are accu-
rate and not exaggerated in any way. Moreover, while it is important
to release statistics of this sort, trumpeting them publicly often gives
them political overtones.

3. Ensure that prosecutors are sufficiently independent from law
enforcement. Although Washington must find a way to maintain the
close ties that developed between prosecutors and law enforcement in
the wake of the September 11 attacks, it must also ensure that prosecu-
tors are sufficiently independent to make objective judgments about the
merits of a given case.

Through these and other important steps, the United States can help
improve efforts to curb terrorist activities on both sides of the Atlantic.
All such efforts are vital to U.S. national security, regardless of who is car-
rying them out—U.S. agencies, European authorities, or, ideally, both in
concert.






Introduction

HIS STUDY FOCUSES ON THE ROLE OF U.S. COUNTER-

terrorism efforts in law enforcement and prosecution since

September 11, comparing them with similar efforts in Britain

and Germany. We focus primarily on those law enforcement

and prosecution entities in each country that play the most
important role in counterterrorism, and not on agencies more tangentially
involved.

In the United States, law enforcement and prosecution of counterter-
rorism are handled primarily by the Federal Bureau of Investigation (FBI)
and the Justice Department. While many federal and state law enforcement
agencies now play a larger role in counterterrorism than they did before
September 11, the dominant agency in this arena remains the FBI, because
of its size and jurisdiction. The FBI has 29,000 employees, with 56 offices
in the United States and nearly 50 more overseas—easily dwarfing other
law enforcement agencies in scope. The FBI also has the broadest jurisdic-
tion of any of the federal law enforcement agencies, both in the counter-
terrorism arena and in other areas. The FBI has lead U.S. responsibility in
investigating counterterrorism, and also has jurisdiction for investigating
the illegal drug trade, kidnapping, white-collar crime, and counterintel-
ligence, among other matters. In terms of counterterrorism prosecutions,
federal prosecutions in the United States are conducted by the Justice
Department, which consists not only of its main offices in Washington,
but of 93 individual federal prosecutors’ offices throughout the country.

In Britain, counterterrorism law enforcement operations are handled
mainly by the Metropolitan Police of New Scotland Yard—which has both
investigative and coordinating responsibility—and by the police “Special
Branches.” Each of Britain’s 43 police constabulatories has its own Spe-
cial Branch, responsible for counterterrorism and other national security
investigations. The Metropolitan Police and the various Special Branches
all report to the Home Office, an agency roughly analogous to the U.S. Jus-
tice Department. Counterterrorism prosecutions in the United Kingdom
are carried out by the Crown Prosecution Service, in conjunction with
nongovernmental barristers.
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In Germany, counterterrorism law enforcement operations are pri-
marily the responsibility of the federation’s 16 states, each with its own
law enforcement agency (Landeskriminalamt, or LKA). The German fed-
eral law enforcement agency (Bundeskriminalamt, or BKA) also plays an
important role in counterterrorism. Each state has its own Interior Minis-
try overseeing the local LKAs, while the federal Interior Ministry super-
vises the BKA. Counterterrorism cases are generally prosecuted by the
federal prosecutor’s office, which is responsible solely for national security
matters, such as espionage and terrorism prosecutions. The federal prose-
cutor’s office is under the purview of the federal Justice Ministry.

The terms “law enforcement” and “prosecutor” are used liberally
throughout this monograph. Though these categories could include a
wide variety of agencies beyond those listed above in each of these coun-
tries, they are generally used here to refer to the agencies most integrally
involved in counterterrorism. There are, not surprisingly, some difficul-
ties in making direct comparisons between the United States, Germany,
and Britain in the counterterrorism arena. Probably the most important
limitation in this regard is that the United States has a different domes-
tic structure for countering terrorism than other Western democracies.
In Britain, France, and Germany, for example, responsibility for gathering
intelligence on terrorist threats and criminal investigations is shared by
a domestic intelligence and law enforcement agency. The domestic intel-
ligence agencies, such as MI-5 (or British Security Service) in the United
Kingdom, the Direction de la Surveillance du Territoire (DST) in France,
and the Bundesamt fiir Verfassungsschutz (BFV) in Germany, do not have
the powers of arrest. The FBI, by contrast, has both criminal law enforce-
ment and intelligence responsibilities in the counterterrorism arena.' This
study will focus more on the FBI's law enforcement duties, and less on
its intelligence responsibilities or capabilities. Other important differences
between the U.S. and European systems make direct comparisons and rec-
ommendations difficult. For example, Britain, unlike the United States and
Germany, is not a federal system; Germany, unlike the United States and
Britain, operates under a civil law—and not a common law—system.*

This study focuses primarily on domestic aspects of the U.S., British,
and German counterterrorism efforts, though there will be limited dis-
cussion about law enforcement agencies’ cooperation and coordination
with the foreign intelligence agencies—the Central Intelligence Agency
(CIA) in the United States, the BND (Bundesnachrichtendienst) in Ger-
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many, and MI-6 (or Secret Intelligence Service) in Britain. In the case
of the United States, where the FBI has responsibility for both domes-
tic law enforcement and intelligence, this limited approach will largely
mean exploring the relationship between the FBI's law enforcement and
intelligence elements.

While this study compares U.S. counterterrorism efforts since Septem-
ber 11 with those of Western Europe, a review of every European country’s
efforts would have precluded in-depth research or analysis. Therefore, this
study uses a “case study” approach, focusing on two European countries—
Germany and Britain—as examples. Still, this monograph will touch on
the efforts of other European countries, and will offer a brief assessment
of the evolving role of the European Union (EU) in the counterterrorism
arena. It may be argued that Britain, in particular, is not representative
of broader European views, and is far more similar to the United States
than any other European country, but similar arguments could be made
for other European countries. Given that every European nation has its
own culture, priorities, and history, it would be hard to identify one coun-
try whose counterterrorism efforts are perfectly representative of a “Euro-
pean” approach.

Since the study looks at the role of the criminal justice system in coun-
terterrorism, an important part of the research was trying to understand
how the subject countries’ approaches were shaped by their underlying
legal systems. It therefore made sense to consider a country with a civil
law system, like Germany, and one with a common law system similar to
that of the United States, like Britain. Conventional wisdom often holds
that countries with very different legal systems can teach each other very
little on criminal justice issues. The systems are so different, it is frequently
argued, that comparisons and analogies between them are generally not
useful. While direct analogies can indeed be difficult to make, this study
aims to show that different underlying legal systems do not preclude note-
worthy similarities, and that the United States and its European allies can
learn important lessons from one another, and can collaborate to more
effectively tackle problems we all face.

Notes

1. For a more thorough study of how the U.S. domestic intelligence structure compares
with those of other Western democracies, see Peter Chalk, William Rosenau, Confront-
ing the Enemy Within: Security Intelligence, the Police, and Counterterrorism in Four
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Democracies (Santa Monica, Calif.: RAND, 2004). Available online (http://rand.org/
pubs/monographs/2004/RAND_MG100.sum.pdf).

In civil law systems, comprehensive codes and statutes make up the body of law, and
judicial decisions have little impact in shaping the law. In common law systems, on the
other hand, while federal and state legislatures pass laws, courts play the most impor-
tant role in shaping the law due to the concept of the “precedence” of legal decisions.
Common law systems also use juries in both civil and criminal cases, while in civil law
systems the judges always play this role. The United Kingdom and the United States
have common law systems, while continental European, Latin American, and many
other countries have civil law systems. Judge Peter Messitte, “Common Law vs. Civil
Law Systems,” Issues of Democracy 4, no. 2 (U.S. Information Agency, December 1999);
available online (http://usinfo.state.gov/journals/itdhr/0999/ijde/ijde0999.pdf).



The Importance of European
Counterterrorism to U.S.
National Security

INCE THE SEPTEMBER 11 ATTACKS, THERE HAS BEEN
considerable focus in the United States on the effectiveness
of the government’s counterterrorism efforts, particularly
on whether the United States has improved its capability to
prevent devastating terrorist attacks. The American public
and media have been most concerned about their government’s ability to
neutralize the terrorist threat emanating from the Middle East, and from
unidentified cells within the United States. European counterterrorism
efforts, on the other hand, have often been viewed as secondary in impor-
tance. This perspective may, and should, shift in the years to come. Europe
has become one of the most important battlegrounds in the global fight
against Islamic terrorism, and what is happening in Europe can have—and
already has had—a direct impact on U.S. national security. Europe’s battle-
ground status should not concern only Europeans; experts agree that many
of the terrorists living and training in Europe are likely plotting attacks
against U.S. targets, in addition to European ones. As the September 11
attacks illustrated most vividly, terrorists based in Europe, undisturbed by
European security agencies, may pose the greatest threat to U.S. security.
What makes this issue one of even higher importance to the United States
is that the counterterrorism efforts of European Union (EU) member states
remain uneven. While some EU countries take the terrorism threat seri-
ously and have strong intelligence and law enforcement capabilities, not all
do. Moreover, cooperation and coordination on counterterrorism within
Europe is problematic—a particularly dangerous vulnerability given the
ease of movement and travel across EU boundaries. These vulnerabilities
should be of great concern not only to Europeans themselves, but to U.S.
policymakers as well. Consequently, an assessment of European countries’
post-September 11 counterterrorism efforts—in this case focusing on Ger-
many and Britain—is much more than an academic exercise.

Europe As Battleground
The March 11, 2004, Madrid bombings, which killed 191 people, provided
the first striking evidence of an Islamist terrorist problem in Europe after
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September 11. Over the past several years, suspected terrorist plotters have
also been arrested in almost every Western European country, including
Italy, Britain, Germany, Spain, Holland, and Belgium. Despite the arrests,
European counterterrorism experts believe that there may still be more
than 1,000 suspected terrorists currently living and operating in Europe.
Dutch security officials, for example, believe they know of approximately
150 people with both connections to terrorist organizations and the ability
to conduct terrorist operations against Holland.' One observer has noted
that while Europe was previously viewed as a “relative backwater in the
war on terror, Europe is now in the frontline.”?

Though the Madrid attack was the first truly spectacular terrorist opera-
tion in Europe following September 11, a much smaller attack later in 2004
may more accurately illustrate the threat many European countries face.
In November of that year an Islamist activist murdered Theo Van Gogh,
a Dutch filmmaker who had recently made a controversial film criticiz-
ing the treatment of Muslim women.? Dutch police have since arrested
the alleged perpetrator, Muhammad Bouyeri, and his associates, who
reportedly have ties to the al-Qaeda-linked Moroccan Islamic Combat-
ant Group. The attack is important because the alleged perpetrator and his
associates are not foreign jihadists, but Dutch citizens raised in Holland.
Thus, the Van Gogh attack illustrates a disturbing new trend in Europe,
that of young European-born Muslims who have turned to radical Islam as
a consequence of alienation and disenfranchisement from European soci-
ety. Holland is not the only western European country to have a “parallel
society” of Muslims, many of whom are born in Europe and are EU citi-
zens, but remain poorly integrated into mainstream life. As Robert Leiken
writes, “The murder of filmmaker Theo Van Gogh by a Dutch Muslim of
Moroccan descent served notice for a new generation of mujahideen born
and bred in Europe and the object of focused al-Qaeda post-9-11 and post-
Iraq recruitment

Britain faces a particularly serious terrorist threat; many experts believe
the United Kingdom is the second highest priority target for Islamist ter-
rorists, after the United States.” During an early 2005 British parliamen-
tary debate over a proposal to establish “control orders” (a form of far-
reaching security measures) for suspected terrorists, it became clear just
how serious the British security officials believe the terrorist threat to be.
Despite widespread criticism, Prime Minister Tony Blair refused to grant
many of the compromises demanded by the opposition, arguing that
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police and security services had advised him not to dilute the laws. As he
noted, “Should any terrorist attack occur, there will not be a debate about
civil liberties; there will be a debate about the advice that the government
received, and about whether they followed it”® According to Sir John Ste-
vens, the former chief of New Scotland Yard, the terrorist threat was so
serious that there were “at least 100 Osama bin Laden-trained terrorists
walking Britain’s streets,” adding that he believed the number to be closer
to 200.” In addition to demonstrating the gravity of the threat, Stevens’s
comments also illustrate how the British perception of the threat has
changed in recent years. In the immediate wake of September 11, UK offi-
cials believed that the threat to Britain was largely an external one—that
is, coming from non-British citizens. For this reason, Parliament passed
legislation containing a provision allowing indefinite detention of foreign
nationals; British citizens were not considered a likely problem. But in the
past few years, the British government has come to realize that the threat
is also very much an internal one. Indeed, a small number of British Mus-
lims have been drawn into extremism, and have even been pulled into the
operational realm.®

Several factors have contributed to the rapid rise of Islamic fundamen-
talism in Britain. In the United Kingdom, there is an increasing number
of second and third generation British Muslims—most from South Asia—
who are alienated from mainstream British society. This demographic
trend is amplified by the number of already radical Muslims who have
moved to Britain over the past decade to take advantage of the UK’ lib-
eral political asylum laws. Britain’s immigration policies have also allowed
communities to import Muslim imams from abroad quite easily, many of
whom preach extremist ideologies. This “explosive combination” of fac-
tors has resulted in an environment in which “fundamentalist ideology is
mainstream ideology”®

Some of the extremists who have immigrated to Britain are from North
Africa. In fact, the largest number of North Africans arrested since Sep-
tember 11 were detained on British soil. Some observers believe that this
pattern demonstrates a shift in immigration patterns for North Africans,
who have historically preferred France to Britain, but who may now be
finding the security regime in France overly harsh. (Until recently, the
British were far more reluctant than the French to crack down on extrem-
ism.'®) Whatever the reason for the growing radicalization of this group,
it is clear that there are now many native-born British Muslims who have
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become radicalized while living in Britain. For example, two British citi-
zens (one of whom was native born) were involved in a May 2003 suicide
attack in Israel.'! Two other well-publicized examples have also illustrated
this relatively new phenomenon. Saajid Badat, a twenty-five-year-old Brit-
ish-born associate of shoe bomber Richard Reid, likely became radical-
ized in the late 1990s at a South London mosque. He then spent two years
at an al-Qaeda training camp in Afghanistan. Senior Metropolitan police
official Peter Clarke discussed Badat’s radicalization after his guilty plea
for conspiracy to blow up an aircraft: “We must ask how a young British
man was transformed from an intelligent, articulate person who was well
respected into a person who has pleaded guilty to one of the most serious
crimes that you can think of*?

The case of Ahmed Omar Saeed Sheikh offers an even more strik-
ing and surprising example of a young British Muslim who chose the
path of extremism. Sheikh was born in London in 1973 to parents who
had arrived from Pakistan in the late 1960s. His father was a success-
ful businessman, and Sheikh was educated at exclusive British private
schools, including the London School of Economics, where he studied
math and statistics before dropping out. At some point, Sheikh became
involved with extremist elements, joining the Pakistani terrorist group
Harkat-ul-Mujahedin (HUM), and eventually making his way to the al-
Qaeda camps in Afghanistan.'? In an interview with a Pakistani maga-
zine, Sheikh acknowledged that while in Afghanistan he met several
times with Osama bin Laden.'* After joining the HUM, Sheikh partici-
pated in an attempted kidnapping of Western tourists in Pakistan, an
operation designed to secure the release of a HUM member who had
been imprisoned by the Pakistani government. During the course of the
operation, Sheikh was captured by police and imprisoned. Demonstrat-
ing how valuable a member Sheikh had become, the HUM conducted
two subsequent operations designed to free Sheikh, including a 1999
aircraft hijacking through which the terrorist group successfully negoti-
ated the release of Sheikh and one other HUM member. Once free from
prison, Sheikh resumed his terrorist activities, allegedly participating in
the murder of Wall Street Journal reporter Daniel Pearl.'> Sheikh was
convicted by a Pakistani court of this crime, and sentenced to death. He
is currently appealing his conviction.'®

Though Germany’s internal threat may not be as serious as that facing
Britain or France, the head of counterterrorism for the German federal
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police has said, “Germany cannot be ruled out as a target.” In fact, the Ger-
mans believe that they have prevented four or five domestic terrorist attacks
since September 11."” The country has increased in appeal as a target of
Islamic terrorists because of its military cooperation with the United States
in Afghanistan, and because of Germany’s increasingly aggressive counter-
terrorism efforts. Consequently, there have been at least several examples
of Islamic groups targeting German interests directly, including at least two
attacks on German troops in Afghanistan, and an attack on German tourists
in Tunisia. More likely, perhaps, than an attack on German targets per se is
an attack on U.S., British, or Israeli interests located in Germany. A num-
ber of groups operating within Germany could conduct such an operation.
For example, Ansar al-Islam, an Iraqi terrorist group funded in part by al-
Qaeda, has a particularly strong presence in Germany and has been using
the country both as a base to conduct internal attacks and as a recruitment
ground for young Muslims it can direct to fight in Iraq. For example, three
members of an Ansar cell with “close contact to the highest leadership cir-
cles” of the organization were arrested in December 2004. German officials
believe that they were planning to assassinate interim Iraqi Prime Minis-
ter Ayad Allawi during his visit to Germany. In December 2003, German
authorities arrested an individual in Munich whom they accused of facilitat-
ing the travel of approximately a dozen fighters to Iraq, and also of helping
injured Ansar members return to Europe for medical treatment. Germany
believes that between ten and fifty individuals from Bavaria alone have gone
to Iraq to aid the insurgency.'®

According to German estimates, the number of individuals active in
radical Islamist organizations in Germany slightly increased during 2003,
and by 2004 stood at almost 32,000.* Among these 32,000 are members
of al-Qaeda’s networks, including Abu Musab al-Zarqawi’s terrorist group.
By and large, most of these groups’ activities in Germany focus on pro-
viding logistical support and militant recruitment, not actual operational
planning. There are notable exceptions, however. Germany believes that
Zarqawi instructed his network to plan attacks on Jewish and Israeli facili-
ties in Germany. In 2002, German authorities disrupted this plot, arresting
twelve members of the network.?® In late January 2005, German authorities
arrested two suspected al-Qaeda members, charging them with belonging
to a foreign terrorist organization. German officials allege that the men
were not only planning suicide bombings in Iraq, but had also planned to
purchase a small amount of enriched uranium.*' According to the Ger-
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man internal security service, the Muslim Brotherhood, Hamas, and Hiz-
ballah are also active in Germany.*?

That these groups were all operating in Germany was a revelation to
German officials. Before September 11, the general perception in Germany
was that there was not much radical Islamist activity in the country, whose
foreign residents are mostly Turkish nationals who moved to Germany as
“guest workers,” beginning in the 1960s. The conventional wisdom at the
time was that Turks, whose home country is a secular Muslim state, tended
not to become radicalized.*® Perhaps owing to the dominance of Turkish
immigration, there was less focus in Germany on non-Turkish nationals
from the Middle East who had settled there.

In fact, the driving force behind the increased radicalization in Ger-
many has been the immigration of radical Muslims from the Arab world.
Germany has hosted many extremist imams trained in the Middle East
and then sent to preach in Germany.** These imams have played an impor-
tant role in the radicalization of German Muslim communities, in some
cases successfully radicalizing elements of the Turkish population. Many
German Turks are out of work and not well integrated into German soci-
ety—an unfortunate fact that is partly attributable to German immigra-
tion laws. (Most Turks living in Germany are not German citizens because
until 1999 being born in Germany did not qualify one for citizenship.?®)
As a result, Germany’s Turkish residents may feel more vulnerable and
become, in some cases, receptive to radical ideologies.*®

Europe is likely to maintain its status on the front lines of global ter-
rorism for the foreseeable future. In fact, many observers believe the
terrorist threat in Europe will only increase in the coming years. The
Muslim population in Europe, which currently numbers approximately
twenty million, is increasing at a much faster rate than the rest of the
European population. As the Muslim community in Europe increases,
integration may become even more difficult—further alienating the
Muslim communities. There is also the danger of an anti-Muslim back-
lash in some Western countries, a regrettable phenomenon that will also
undermine governmental efforts toward integration. Underscoring the
importance of European Muslims in the global ideological struggle,
French scholar Gilles Kepel wrote in his most recent book that “the war
for Muslim minds around the world may turn on the outcome” of the
European governments’ efforts to integrate the growing and increasingly
radical Muslim populations in Europe.*’
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Al-Qaeda’s Expanded Target List
Increased radicalization and disenchantment of Muslim youths in Europe
is only one of several factors behind the increased terrorist threat there.
Europe’s status as a terrorism battleground is heightened by al-Qaeda’s
apparent decision to broaden its target list beyond the United States and
across the Western world.?® In a November 2002 audiotape, an individual
believed to be Osama bin Laden specifically identified as acceptable targets
European countries such as Germany, France, Italy, and Britain, as well as
Canada and Australia. Bin Laden’s supporters have heeded his call, con-
ducting or attempting attacks on numerous European targets. These have
included trains in Madrid, German citizens in Tunisia, French oil tank-
ers off the Yemeni coast, and British targets in Turkey. While American
targets undoubtedly remain a high priority, the United States is no longer
alone atop the target list.”” As Jonathan Stevenson writes, “Broadly con-
strued, Europe may be al-Qaeda’s highest-value ‘field of jihad’ other than
the United States*°

Before September 11, al-Qaeda and bin Laden were focused solely on
attacking the United States and American interests. Targets included U.S.
embassies in Kenya and Tanzania, the USS Cole and USS The Sullivans in
Yemen, and, of course, the Pentagon and World Trade Center. The Sep-
tember 11 attacks were the culmination of a series of increasingly violent
al-Qaeda attacks on U.S. targets and represented the successful redirec-
tion of Sunni extremist groups’ focus from their own governments to the
United States. Before the rise of al-Qaeda, for example, Algerian Sunni
extremist groups were intent on attacking the Algerian government, while
like-minded Egyptian groups were focused on overthrowing the Egyptian
regime.*' Bin Laden believed this to be a wrongheaded strategy, arguing
that attacks against the United States were more potent, America being the
“head of the snake” *?

Terrorists in Europe Targeting U.S. Interests

September 11 was proof positive that terrorist activity in Europe can have
an immediate and catastrophic impact on the United States. The four core
members of the September 11 conspiracy’s “Hamburg cell,” as they are now
known, spent years in that German city. They were part of a group of radi-
cal Muslims who met often to discuss and share anti-American sentiments.
One of the hijackers’ Hamburg associates, Muhammad Haydar Zammar,

reportedly took credit for influencing the cell members, and encourag-
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ing them to participate in jihad. Zammar was a prominent figure in the
German Muslim community, and U.S. and German intelligence agencies
were well aware of him by the late 1990s.>* However, prior to September
11, significant legal barriers restricted Germany’s ability to target Islamic
fundamentalism. The 9-11 Commission concluded that al-Qaeda was able
to exploit “relatively lax internal environments in Western countries, espe-
cially Germany”**

While September 11 is the most extreme example of how events in
Europe can impact the United States, it is far from the only one. In fact, as
one al-Qaeda expert testified, “Every single attack carried out or attempted
by al-Qaeda throughout the world has some link to Europe, even prior to
September 117°° This sentiment was echoed by noted al-Qaeda expert Peter
Bergen during congressional testimony, when he said, “The greatest threat
to the United States from al-Qaeda, its affiliated groups, or those animated
by al-Qaeda’s ideology emanates from Europe.” Future attacks against U.S.
interests are, in Bergen’s view, “likely to have a European connection.”*¢
There are numerous examples since September 11 of suspected terrorists
arrested in Europe on suspicion of plotting to attack U.S. interests—both
in Europe and elsewhere. In March 2005, a French court convicted six
Islamic extremists of conspiring to carry out a suicide bombing against
the U.S. embassy in Paris. They were sentenced to prison terms of between
three-and-a-half and ten years. The group of young men—most were in
their twenties and thirties—included both immigrants from North Africa
and Muslim converts. Several of their other associates, including the per-
son who had apparently been selected as the suicide bomber, had earlier
been convicted of terrorism charges in Belgium and Holland. The Paris
embassy plot underscores that the threat to the United States in Europe
is a pan-European one, and is not restricted to one country. Although the
attack was to take place in France, this group also had cells in Belgium
and Holland, according to prosecutors. In addition, the plotters spent time
in radical mosques in Britain, where they were taught by Abu Qatada, an
extremist imam detained by the British after September 11.*

Recent events in Europe have demonstrated that jihadists in Europe
continue to pose a great potential danger not only to U.S. interests in
Europe, but to the territorial United States as well. For example, in August
2004, British authorities arrested eight terrorist suspects, charging them
with planning an attack using “radioactive materials, toxic gases, chemi-
cals, and/or explosives” One of the suspects, Dhiren Barot, was accused
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by Britain of having “reconnaissance plans” of buildings in New York
and Washington, including the Citigroup building, the New York Stock
Exchange, and the International Monetary Fund headquarters in Wash-
ington. Barot and a second person, Nadeem Tarmohammed, were charged
with having reconnaissance plans for the Prudential building in New York
as well. They were charged under a provision of Britain’s 2000 Terrorism
Act making it a crime to have documents useful to a person planning to
commit a terrorist act.>® FBI officials subsequently announced they were
trying to retrace Barot’s steps because he spent time in New Jersey in 2000
and 2001. The bureau stated that it was focused particularly on determin-
ing whether any of Barot’s associates remained in the area.*’

In addition to the threat of traditional terrorist attacks by European
Muslims, it now appears that many young Muslims in Europe are being
recruited to fight in the insurgency in Iraq. Ansar al-Islam, according to
European intelligence officials, operates a large-scale recruiting network in
Europe for this purpose. In 2003, Italian police arrested a dozen suspected
Ansar members, alleging that they had smuggled approximately two hun-
dred people into Iraq from Europe. These arrests led investigators to Ansar
members in other European countries, including Sweden, Britain, and
Germany.*® European jihadists who have fought in Iraq may represent a
particularly serious future threat to U.S. and European national security.
As the State Department observed in its “Country Report on Terrorism
2004,” foreign jihadists are attempting to transform Iraq into this gener-
ation’s Afghanistan, a “melting pot for jihadists from around the world, a
training ground, and an indoctrination center”*' The end result may be
that many of these jihadists return to their home countries more experi-
enced, better trained, and perhaps more inspired to commit violence. They
may then form their own terrorist cells, or help improve the capabilities of
groups already in place.

J. Cofer Black, the former State Department Coordinator for Counter-
terrorism, has agreed that insurgency experience has made jihadists far
more dangerous, noting that “not so many have to get past you when they
are trained so well in explosives.” Black predicted that Iraq-experienced
jihadists will have a dramatic effect on Europeans and Americans: “The
quality of our lives will change to a certain extent, as measures previously
considered needed (only) in forward areas will increasingly be ...adopted
in our home countries” Roger Cressey, former deputy counterterrorism
coordinator for the White House, assessed these jihadists’ threat from a
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different angle. He argued that they are now used to “being hunted in a
much more aggressive fashion than by law enforcement” and, as a result,
have developed skills to elude detection that will make them difficult to
track or detain if they leave Iraq.** As Black implied, these developments
could have serious ramifications for the security of the continental United
States. Many current insurgents in Iraq are citizens of European countries,
and as such can enter the United States under the Visa Waiver Program.
Many also speak English, have experience living in Western countries, and
are computer savvy.*?

Remaining Problems with European

Counterterrorism Efforts

The mounting terrorist threat from groups based in Europe is caused in
part by unsatisfactory counterterrorism measures across the EU. While
some European countries such as Germany and Britain have been aggres-
sive since September 11 in improving their counterterrorism capabilities,
many other European countries have not made comparable changes. In
fact, senior U.S. administration officials have been publicly critical at
times of EU counterterrorism efforts. In testimony before the Senate For-
eign Relations Committee in March 2004, Cofer Black pointed out that
although Europe has been a “solid partner” in the war on terrorism, “sig-
nificant deficiencies remain” in its counterterrorism efforts. Black cited a
wide array of problems, including inadequate counterterrorism legisla-
tion; difficulties in prosecuting terrorist suspects; strict privacy laws that
can complicate counterterrorism investigations; lax sentencing guidelines;
varying immigration policies among EU member states; and differing per-
spectives on what constitutes legitimate political or charitable activity, as
opposed to terrorism support.** According to him, these deficiencies arise
at both the member state and pan-European level.

At the member state level, the problems are attributable both to defi-
ciencies in capability and to a lack of interest in counterterrorism. Many
EU members simply do not have an adequate law enforcement or intelli-
gence capability to handle a major terrorist threat.** Moreover, while Ger-
many and Britain may now better appreciate the terrorism threat, other
European countries are less cognizant of the danger and regard it primar-
ily as a thorn in the side of the United States. For example, the Scandi-
navian countries, according to one expert, view terrorism as “something
exotic, down there in the South”*® According to a senior EU official, of the



Michael Jacobson 15

twenty-five EU member states, probably fewer than ten have a real interest
in counterterrorism.*’

The Netherlands is often cited as an example of a country that has had
difficulties coping with an increased internal terrorist threat, a problem
conceded even by Dutch security officials. Dutch counterterrorism offi-
cials have noted that while they are aware of approximately 150 suspected
terrorists, the country lacks the resources to closely monitor all of them.
In the case of alleged Van Gogh assailant Muhammad Bouyeri, this lack
of resources may have had serious consequences. Dutch officials acknowl-
edge that they were aware of Bouyeri’s extremist sympathies prior to his
alleged actions, but assessed him as an unlikely terrorism candidate.*® The
Dutch have also had trouble over the past several years in their attempts to
prosecute terrorist suspects. A Netherlands court, for example, acquitted
Samir Azzouz, an eighteen-year-old Dutch Muslim charged with “making
preparations for terrorist attacks.” Law enforcement authorities believed
that Azzouz was a member of the so-called “Hofstad” group, which
included Bouyeri and his associates. Azzouz was charged after the police
raided his house and discovered possible targeting information on various
Dutch facilities, including the Amsterdam airport, a nuclear power plant,
and the lower house of Parliament. In acquitting Azzouz, the court found
that there was not enough evidence to convict him of the terrorism-related
charges, though he was convicted of illegal arms possession.*

There have been other unsuccessful cases in the Netherlands in which
the proceedings against terrorist suspects have ended before reaching the
trial stage. In October 2003, Dutch police detained four individuals who
were identified by Spanish police in an unrelated raid. According to the
Los Angeles Times, one of the suspects was in possession of bombmaking
materials, and Spain warned the Netherlands of a “plot in the works.” Nev-
ertheless, Dutch prosecutors released the four for lack of evidence. The Los
Angeles Times article suggests that this situation is hardly atypical for the
Dutch, and that European police agencies have intercepted communica-
tions in which terrorist suspects are “scoffing” at the laxness of the Nether-
lands’ terrorism-related laws.>°

Dutch commitment to prosecuting suspected terrorists might again be
tested in the near future. The government is preparing to prosecute addi-
tional members of the Hofstad group, and observers have noted that the
outcome in the Azzouz case “does not bode well” for the government’s pro-
ceedings against the other alleged members of his group.** The Dutch gov-
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ernment recently addressed the problem, passing a terrorism bill that gives
law enforcement far more powers—though this bill still requires parliamen-
tary approval as of this writing. Even if the bill passes, however, its effective-
ness will be determined by how aggressively Dutch law enforcement agen-
cies and prosecutors take advantage of their increased power.** Given the
ease of travel throughout Europe, these issues should concern not only the
Dutch, but other European countries and the United States as well.

In addition to gaps at the member state level, internal European coop-
eration and coordination on counterterrorism remain problematic.
French terrorism investigator Jean-Louis Bruguiere has complained that
information sharing in Europe is often laborious, when action is required
“in real time” Other experts have noted that intelligence agencies are still
hesitant to share information with their EU counterparts, because of con-
cerns about protecting sources.>® According to Bruguiere, entities such as
Europol, the EU-wide police agency, had not yet reached their full poten-
tial.** The Madrid bombings, according to Antonio Vitorino, the former
EU commissioner for justice and home affairs, were a “wake-up call” that
illustrated the need to fix “old rivalries” among European intelligence and
law enforcement services. Vitorino conceded, however, that “we cannot fix
this overnight” and that “the sharing of intelligence among member states
is still far from desirable”**

Europe’s internal information sharing problems are particularly trou-
bling given the ease of movement and travel across the European Union.
With few internal borders, once an individual has made it into one mem-
ber country, he can freely travel to most others in the union. Consequently,
Europe’s counterterrorism efforts are, to some extent, only as good as
its weakest link. Consider the wide-ranging travels throughout Europe
of Rabei Osman Sayed Ahmed, an Egyptian radical arrested by Italian
authorities in June 2004. The Washington Post reported that Ahmed, who
was first detained by the Germans in 1999 and placed in a camp for asy-
lum seekers, left the camp several weeks prior to the September 11 attacks.
From then until his arrest, according to the Washington Post, Ahmed alleg-
edly attended fundamentalist mosques, recruited for suicide missions, and
played a “key role” in planning the Madrid attacks. Ahmed was able to
engage in these activities despite being reportedly tracked by at least three
separate European countries. One personal conversation intercepted by
Italian authorities revealed his confidence in being able to travel uncon-
cerned and free throughout Europe: “I know who they are, but they don’t
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know who I am. You confuse them, they won’t know where you came
from ... You're clandestine, but you move around with no problem.*®

Intelligence cooperation among EU states is even more essential when
we consider that many terrorist cells are not based in one specific European
country; rather, they tend to be scattered across the continent. Regardless
of the effectiveness of any individual EU state, counterterrorism efforts
cannot succeed without assistance and coordination from other member
states. Several notable examples help illustrate how a terrorist network can
operate across multiple EU countries and why this geographic feature is
such a serious challenge for any state to handle individually.

Six individuals were convicted in 2005 of plotting to blow up the U.S.
embassy in Paris. According to the prosecutors, the convicted six, and
their associates, had set up covert cells in multiple countries, including
France, Belgium, and the Netherlands. Many of the plotters had also spent
considerable time in Britain. When France decided soon after September
11 to disrupt the cell, French authorities had to secure the cooperation of
law enforcement counterparts in Belgium, the Netherlands, and Spain,
who arrested the suspect present in their respective countries. Ultimately,
in addition to the six people convicted in France, other cell members were
prosecuted in the Netherlands and Belgium.>’

During an arrest in Paris in late 2002, police found several suspicious
items in the apartment of the suspects, including a chemical and biological
warfare suit and some liquid chemicals. French authorities subsequently
arrested twenty-five people, some of whom they believed had trained in
Afghanistan. During their investigation, the French also discovered some
connections to individuals in Britain, which information they passed to
British authorities. Acting on this tip, UK officials conducted multiple
raids throughout the country. Computer disks seized during one of the
British searches pointed to additional connections in Spain. After receiv-
ing this information from Britain, Spanish authorities conducted their
own raids, in which sixteen more suspects were arrested. Italy also became
involved after finding in a Verona apartment the names of some of the
British suspects.*®

While the above two transnational terrorist networks were disrupted
before they were able to strike, European counterterrorism has not
always been so successful. European authorities now attribute a number
of the post-September 11 attacks to a group believed to be increasingly
operating across national boundaries. The Moroccan Islamic Combatant
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Group, loosely tied to al-Qaeda, has been linked to attacks in Madrid,
Casablanca, and the Netherlands. Counterterrorism officials now regard
this group as much larger and more dangerous than they had previously
realized; unfortunately, they have as yet been unable to locate many
of the group’s leaders, despite fairly intensive efforts.>® Without better
cooperation and coordination among European security services, it is
unlikely that the Europeans will have great success in combating such
loose extremist networks.

Although the Madrid attack was the first spectacular post-September
11 evidence of a terrorist threat in Europe, it did not have as much of an
impact elsewhere in Europe—either at the member state or pan-European
level—as might be expected. Many European countries viewed the Madrid
attack as a primarily Spanish problem.*® Spain, after all, had always been a
focus of al-Qaeda’s attention, as it contains land that was once part of the
Islamic caliphate. Unlike many European countries, Spain also provided
military assistance to the United States in Iraq. In fact, in March 2003, an
al-Qaeda member warned Spain to stay out of Iraq, noting, “The wound of
the occupation of Andalusia [Spain] has not healed”*

The murder of Theo Van Gogh in the Netherlands appears to have
been a far more powerful wake-up call for many European countries. The
Netherlands considered itself safe from terrorist attacks, given its toler-
ance toward minorities. In fact, as one observer noted, “No Western coun-
try had gone further than the Netherlands in-accommodating its Muslim
immigrants”®? The attack and subsequent mosque burning hit home not
only in the Netherlands, but also in other European countries with Muslim
populations that were seemingly less well integrated. The attack sparked
particular concern in Germany, which has a sizeable and fairly segregated
Muslim population, largely Turkish. Dieter Wiefelspiitz of Germany’s
Social Democratic Party put it bluntly, stating, “Holland is everywhere,”
in reference to the Van Gogh attack.®® In fact, a poll conducted two weeks
after the attack found that 57 percent of Germans believed that there was
a “very high risk” that such an attack would also occur in Germany.** The
topic of “parallel societies” had long been taboo in Germany, but after
the attack it became acceptable for politicians to discuss more openly the
problem, and potential solutions.®® As of this writing, however, it is still
far too early to judge the extent to which the Van Gogh attack will prompt
serious reform and counterterrorism improvements both in the European
member states and at the pan-European level.
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Progress in European Counterterrorism Efforts

In theory, the European Union is the governmental body best positioned
to address Europe’s counterterrorism deficiencies, both at the member
state and pan-European levels. However, while the union has gradually
assumed a greater role in European counterterrorism efforts since Septem-
ber 11—a trend that appears likely to continue—it still plays only a limited
and narrow role in European counterterrorism efforts overall. Since Sep-
tember 11, the European Union has made a greater effort to assume a role
in the justice and home affairs arena, with some success. The most widely
publicized development was the creation of a European counterterrorism
“czar” in May 2004, in the wake of the Madrid train bombings. Appointed
to this position was Gijs De Vries, a former Dutch interior minister and
member of the European Parliament. De Vries was charged with coordi-
nating the development of EU-wide counterterrorism policy.

Before September 11 the European Union played almost no role in crimi-
nal justice matters, a category that included counterterrorism. The 1992
treaty establishing the union created three separate areas—or “pillars”—for
EU policy. The union’s primary authority at setting policy fell under the first
pillar, which covers economic, social, and environmental issues. The Euro-
pean Union’s power was slightly more limited in the second pillar, which
included foreign policy and military matters. The third pillar covered “jus-
tice and home affairs” matters, including counterterrorism, and the union’s
authority in this arena was far more limited than under the other two. Mem-
ber states tended to regard the third pillar as highly sensitive, with national
sovereignty implications, as it involved police and intelligence matters; they
were unwilling to cede power in this arena to the EU*

While the appointment of De Vries was the most publicized EU coun-
terterrorism accomplishment since September 11, probably the most
important development to date has been the creation of a European Arrest
Warrant (EAW), which is intended to help member states combine law
enforcement efforts across national borders, using common definitions
and procedures. In the past, the issue of “dual criminality” has led to many
highly public extradition battles between EU member states. Under this
old principle, member states would extradite someone only if the alleged
matter was a crime both in the state sending the extradition request and
in the recipient state.” The EAW law—which is now the law in every EU
member state but Italy—was intended to replace this extradition sys-
tem. When faced with an EAW, a judge is supposed to grant extradition
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requests, with minimal review, regardless of whether the extraditing state’s
charge is considered a crime in the judge’s state.®® The EAW law appears to
be already having a salutary impact on law enforcement, and has been used
successfully in a number of cases. For example, Britain received and suc-
cessfully processed approximately fifteen requests in the first three months
after the law was passed.®” Germany has also successfully used this new
law in a number of cases, although the defendant in one case contested the
legality of his expulsion. This case is currently pending before the German
Constitutional Court.”® The European Commission released an evaluation
report in February 2005, declaring that the EAW had “broadly achieved its
objectives.””!

The most prominent use to date of an EAW was in the case of Youssef
Belhadj, a suspected al-Qaeda spokesman implicated in the Madrid train
bombings. Belhadj was arrested by Belgian authorities in response to an
EAW issued by the Spanish government. Belhadj lost his challenge of the
legality of the EAW, and was deported to Spain.”? The EAW still faces some
obstacles, however, before it can be considered a proper success. The Euro-
pean Commission has identified a number of problems in its evaluation,
which have impeded the development of the EAW. For example, some
member states have placed their own limitations on the application of the
EAW, which may ultimately reduce its effectiveness.”® Similarly, the Euro-
pean Union has debated whether to establish a European evidentiary war-
rant, which would allow a judge in one member state to obtain evidence
in another member state for use in a criminal proceeding. Many observers
believe that the union is likely to pass the evidentiary warrant in the near
future.”* The European Constitutional Treaty may also have an impact in
this area, assuming that it is eventually ratified by the member states. The
draft constitution would abolish the pillar structure, presumably allowing
the European Union greater legislative freedom in the justice and home
affairs arena.

Despite the many positive changes made since September 11, the Euro-
pean Union still plays a limited and narrow role in overall European
counterterrorism efforts. While the EU has assumed some control in the
legislative and policy arenas, it is not involved to any real extent in day-
to-day counterterrorism matters. European intelligence and police work is
still performed by the member states, and cooperation on counterterror-
ism matters between member states is done through either a bilateral or
multilateral process—not through the EU. This situation appears unlikely
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to change in the near future. For example, during the debate over the
European constitution, there arose a proposal to create a European pub-
lic prosecutor. Such a position would greatly enhance the EU’s involve-
ment in daily criminal justice matters, but the proposal was quickly shot
down. Observers regard it unlikely to be passed in the next decade, as it
would too greatly infringe on national sovereignty.”> Moreover, Europol
and Eurojust, established by the EU to improve collaboration and coop-
eration between European police agencies and judges, respectively, have
little actual authority to fulfill their mission. Europol, for example, can
only cooperate on the “nonoperational” aspects of law enforcement, and is
still without a permanent director.”® Finally, the appointment of De Vries
as counterterrorism czar appears to have had little impact at this point in
centralizing Europe’s counterterrorism efforts.”” He has little in the way of
concrete powers, and his responsibilities remain poorly defined.”®
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From Reaction to Prevention

HORTLY AFTER THE SEPTEMBER 11 ATTACKS, LEADERS

at the Justice Department and FBI determined that prosecu-

tors and law enforcement had to play a different counterter-

rorism role than they had in the past; this role had to be pre-

ventive in nature. Successfully investigating and prosecuting
individuals after a terrorist attack—tasks at which the FBI and the Justice
Department had historically performed very well—was no longer con-
sidered sufficient. On November 8, 2001, Attorney General John Ashcroft
outlined his plan to reshape the department. In announcing the changes,
Ashcroft stated, “[T]he attacks of September 11th have redefined the mis-
sion of the Department of Justice. Defending our nation and defending
the citizens of America against terrorist attacks is now our first and over-
riding priority” FBI Director Robert Mueller echoed Ashcroft’s comments,
noting that the FBI could not be satisfied with merely reacting to attacks
“with excellence” and bringing perpetrators to justice; it now had to focus
on preventing them."

To achieve this transformation, the Justice Department and FBI initiated
numerous changes. The most noteworthy of these changes were increased
prioritization of counterterrorism, more aggressive law enforcement, cen-
tralization of counterterrorism efforts, and improved information sharing
between intelligence and law enforcement. In many cases, these changes
would not have been possible without significant changes in the law.

A similar paradigm shift after September 11 took place in Britain and
Germany, though with considerably less fanfare. British and German
prosecutors and law enforcement agencies also now regarded their role
in counterterrorism as largely preventive, rather than reactive. British and
German law enforcement agencies made a number of significant changes
in their effort to achieve this shift. Perhaps somewhat surprisingly, the
changes made by the British and German law enforcement agencies have in
many cases mirrored those made by the United States. They have adopted
an increasingly aggressive law enforcement approach, increased the pri-
oritization of counterterrorism, centralized their counterterrorism efforts,
improved information sharing between intelligence and law enforcement
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agencies, and made a variety of legal changes to increase governmental
ability to investigate and prosecute suspected terrorists.

Rationale for Change in Strategy

The rationale for this strategic change from reactive to preventive was sim-
ilar in all three countries. The transformation was driven largely by the
scale of the September 11 attacks, and by the recognition of the potential
lethality of future terrorist attacks.” As former U.S. Justice Department
assistant attorney general Viet Dinh put it, “By the time we wait to inves-
tigate, prosecute, and then incarcerate the persons, the damage is already
done...the consequence is too great, and we cannot risk that damage to
the American people.”

The British recognized that despite their vast experience with terror-
ism prior to September 11, al-Qaeda terrorism represented a new and dif-
ferent threat—and therefore required a different response. Most of the
pre-September 11 terrorist attacks in Britain were not intended to cause
mass casualties. The Irish Republican Army (IRA), for example, was often
focused on inflicting economic, rather than humanitarian, damage. It
quickly became clear to the British that al-Qaeda, by contrast, intention-
ally targets the population at large.*

British concerns about the catastrophic potential of an al-Qaeda attack
increased with post-September 11 investigative discoveries. For example;
the British discovered a chemical weapons warfare protection suit during a
January 2003 raid at the Finsbury Park mosque. Alarm about the discovery
increased after an Algerian journalist reported that he had overheard con-
versations at the mosque about the possible use of chemical weapons. The
journalist said that in 1999 or 2000 there were discussions at the mosque
about “chemical, biological, and even a possible attack with a dirty bomb.”?
This, among other factors, is presumably what prompted Eliza Manning-
ham-Buller, then chief of Britain’s domestic intelligence service, to say in
June 2003 that it was “only a matter of time” before terrorists attacked a
Western country using crude chemical, biological, or nuclear weapons.®
If September 11 was not in itself sufficient to convince the British that they
needed to adopt a more aggressive and preemptive counterterrorism strat-
egy, subsequent investigative discoveries certainly were.

German officials may differ with the United States about whether al-
Qaeda and other international terrorist groups pose a strategic or a tacti-
cal threat, and whether we are currently in a “war” with terrorists. They do,
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however, have similar concerns about the threat of a catastrophic terrorist
attack. Like Britain, Germany and many other European countries have a
long history of dealing with terrorist groups. For example, in the 1970s and
1980s, the Germans fought a long battle against left-wing terrorist orga-
nizations such as the Baader-Meinhof Gang and the Red Army Faction.”
And the Germans also recognize that Islamic terrorist groups represent a
new type of terrorist threat, and that the possibility of a devastating and
large-scale terrorist attack is a realistic one. The German government’s
concern about the possibility of a terrorist attack involving weapons of
mass destruction (WMD) is evident in its decision to purchase enough
vaccine to inoculate its entire population against certain types of viruses.®
As in the United States and Britain, the fear of this type of attack has been
a driving force behind the strategic shift in German law enforcement from
reactive to preventive.

Prioritization of Counterterrorism

Adopting a more preventive posture has required some dramatic changes
in the law enforcement agencies of the United States, Germany, and Brit-
ain. In all three countries counterterrorism has become a top concern,
representing a significant change in priority. In the United States, the Jus-
tice Department and the FBI made counterterrorism their top priority
almost immediately following the September 11 attacks; that shift became
official on May 29, 2002, when the FBI issued a list of its top ten priori-
ties and counterterrorism topped the register. Under this new orientation,
every terrorism lead was to be addressed, even if it meant that the FBI
had to transfer resources from other areas. The FBI also assigned more
than a thousand additional agents to work on counterterrorism matters,
and hired hundreds of new analysts and translators.” While national secu-
rity was officially an FBI “Tier One” priority before September 11, in prac-
tice individual field offices often focused on local priorities such as drugs,
gangs, and white-collar crime—and less on national priorities.'® Director
Mueller explained that the old system allowed supervisors a “great deal of
flexibility” and that the new system more tightly controlled the deploy-
ment of personnel and resources."!

Attorney General Ashcroft also took steps to ensure that all of the
U.S. Attorney’s offices were adequately focused on terrorism. The Justice
Department created an Anti-Terrorism Task Force at each of the ninety-
three U.S. Attorney’s offices, which were designed to integrate and coor-
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dinate antiterrorism field activities. (Before September 11, the New York
office handled almost all high-profile terrorism prosecutions.'?) In October
2002, the attorney general instructed every U.S. Attorney to develop a plan
for monitoring terrorism and intelligence investigations, and to ensure
that criminal charges were appropriately considered. Attorneys were also
ordered to ensure that terrorist threat information was adequately shared
with other agencies. Each U.S. Attorney’s office was also ordered to des-
ignate a Chief Information Officer responsible for centralizing the infor-
mation sharing process.'” In response to Ashcroft’s instructions, the U.S.
Attorney’s offices reviewed almost 4,500 intelligence files to determine
whether criminal charges could be brought in any of these cases. Some
information from this review was ultimately used in other cases.'*

British and German law enforcement agencies made similar shifts in
prioritization. The BKA (Bundeskriminalamt), the German federal law
enforcement agency, made counterterrorism its top priority, followed by
coordination of intelligence cooperation. To accommodate for this shift,
the BKA transferred 20 percent of its investigative resources away from
organized crime, its top priority in the 1990s, and reassigned them to coun-
terterrorism matters.'® In addition, the LKAs (Landeskriminalamt), the
state law enforcement agencies, have refocused to prioritize counterter-
rorism. Some have shifted investigative resources from organized crime to
counterterrorism, while others, such as the Berlin LKA, shifted resources
from investigating immigration violations.'® The overall budget for Ger-
man law enforcement and intelligence increased by $580 million in fiscal
years 2002 and 2003, with a significant percentage of this increase targeted
for counterterrorism.'” The German government also beefed up its coun-
terterrorism prosecutorial resources by adding two new divisions to the
federal prosecutor’s office, which in Germany only has responsibility for
prosecuting national security crimes, such as terrorism and espionage.'®

In Britain, the Home Secretary took several steps to ensure that the police
forces could adequately focus on combating terrorism. In 2004, the British
government gave the Special Branches 15 million additional pounds, which
the Home Secretary stated would “significantly increase their surveillance
and intelligence gathering capabilities to prevent attacks against the UK**
The Home Secretary also created regional intelligence cells for the Special
Branches, devoting three million pounds toward this effort. The Counterter-
rorism Branch of the Metropolitan Police received an additional twelve mil-
lion pounds. The Home Secretary also updated the guidelines for the Police
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Special Branches—last issued in 1994—making it clear that counterterror-
ism was now their top priority.*°

Aggressive Law Enforcement

In the United States, Germany, and Britain, the “preventive strategy” has
revolved around an increasingly aggressive law enforcement approach,
evident in the dramatically increased number of counterterrorism arrests
and raids by law enforcement agencies since September 11. As part of the
preventive strategy, law enforcement agencies also take action in counter-
terrorism cases far earlier than they would have in the past, and they have
redoubled their efforts to utilize all available legal tools to target suspected
terrorists. As with the reprioritization of counterterrorism, the Justice
Department and the FBI shifted to this newly aggressive approach almost
immediately after September 11. Working with the Immigration and Natu-
ralization Service, the FBI arrested almost 800 individuals for immigra-
tion violations during their investigation of the September 11 attacks. In
these cases, the hearings were closed and the government sought a denial
of bond until they could resolve that the prosecuted individual had no
connection to terrorist activity. Ashcroft stated that this strategy was part
of the Justice Department’s effort to determine the perpetrators of the
attacks, and also to prevent additional attacks. He expressed his determi-
nation to take every conceivable constitutional action in this regard.*

The Justice Department has maintained this aggressive posture in the
years since September 11, arresting and charging numerous individuals for
terrorism-related crimes across the United States. Those arrested in these
cases have been charged with involvement in a wide variety of terrorist
organizations, including al-Qaeda, Lashkar-e-Taiba, Hizballah, and oth-
ers. Several examples are worth noting:

s Eleven men in Virginia were indicted for violating the Neutrality Act by
training at the Lashkar-e-Taiba camps in Pakistan;

m Six individuals in Buffalo who trained at al-Qaeda camps in Afghani-
stan were charged with providing support to the organization;

m Cell members in North Carolina were charged with smuggling ciga-
rettes to help fund Hizballah;
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® “Shoe bomber” Richard Reid was arrested and convicted;

m Seven individuals in Portland were indicted for supporting al-Qaeda
and the Taliban; and

m Eight individuals in Tampa were charged for their alleged support to
the Palestinian Islamic Jihad.

By September 2003, the Justice Department had arrested and charged
more than 260 individuals as a result of its newly aggressive counterter-
rorism investigations.?”> A key element of the United States’ aggressive
law enforcement strategy has been prosecuting suspected terrorists for
nonterrorism-related offenses. In announcing this approach, Attorney
General Ashcroft said that the Justice Department would prosecute a sus-
pected terrorist for even “spitting on the sidewalk,” noting, “It is difficult
for a person in jail or under detention to murder innocent people or to
aid or abet in terrorism.” Ashcroft said that this approach was modeled on
Attorney General Robert Kennedy’s 1960s strategy to target the mafia.*?
As Viet Dinh, then assistant attorney general, explained, “If we suspect
you of terrorism, you better be squeaky clean ... we will arrest you, no mat-
ter how minor the violation, so that you are removed from the street and
from the people you wish to harm”** A top Justice Department official
testified that the agency also used immigration tools to target suspected
terrorists, using these powers to deport suspected terrorists in situations
where prosecutors either couldn’t prove the case or could not expose sen-
sitive intelligence information.*

While the U.S. shift has received the most publicity, the British have also
mounted an increasingly aggressive law enforcement approach to combat
terrorism. British aggressiveness is evident in government statistics. From
September 11 to the end of 2004, the British arrested 701 people under the
Terrorism Act 2000 powers. Of these, 119 were ultimately charged under the
Terrorism Act; 45 of these suspects were also charged with other offenses.
Moreover, 135 of those arrested under the Terrorism Act powers were
charged only with nonterrorism-related offenses, such as murder and caus-
ing grievous bodily harm.?® The dramatic increase in the number of people
stopped and searched by the authorities under the counterterrorism pow-
ers of Section 44 of the 2001 act provide an even more dramatic illustration
of the shift. Between 2000 and 2001, approximately 1,000 people and 2,300
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vehicles were stopped and searched under Section 44. By contrast, from
2003 to 2004, British police used Section 44 powers to stop and search over
15,000 people and 4,000 vehicles. The 2000 and 2001 counterterrorism legis-
lation will be discussed at greater length later in this study.

The British have also conducted a number of high profile counterterror-
ism raids and arrests, including the well-publicized January 2003 raid of the
Finsbury Park Mosque in London. A group of 150 police officers wearing
body armor participated in the raid, in which they used a battering ram to
break down the front door of the mosque at two o'clock in the morning.
In the end, seven people were arrested under the Terrorism Act 2000. Abu
Hamza, the imam of the mosque, who is also a notoriously vocal Islamist,
was not detained in this raid, but was later arrested.”” In April 2004, the
British police conducted an even larger-scale operation, with simultaneous
raids throughout Britain, involving more than 400 officers. Ten people were
arrested on the “suspicion of being concerned in the commission, prepa-
ration or instigation of acts of terrorism.” A month earlier, five men were
arrested and charged after British investigators seized a half ton of ammo-
nium nitrate, the same type of fertilizer that was used in the Oklahoma City
and 2002 Bali bombings.?® One of the other raids that has received extensive
publicity took place in October 2004, when the British arrested eight ter-
rorist suspects, charging them with planning an attack using “radioactive
materials, toxic gases, chemicals, and/or explosives” One of these eight indi-
viduals, Dhiren Barot, was accused by the British of having “reconnaissance
plans” of buildings in the New York area and Washington, D.C., including
the Prudential Building in Newark, the New York Stock Exchange, and the
International Monetary Fund headquarters in Washington.”

This more aggressive law enforcement approach has, on at least one
occasion, had deadly consequences for the British police. Police raided a
Manchester house in early 2003 as part of a counterterrorism investigation
in search of a North African suspect. One of the individuals in the house
was able to break free and grab a knife, with which he stabbed five of the
police officers—one of whom died from his wounds. Three people were
arrested in the operation.*

The British have even taken action against some of the most visible
imams, many of whom had been living in Britain and preaching freely
for many years. These included Omar Mahmoud Abu Omar, a.k.a. Abu
Qatada, a Palestinian with Jordanian citizenship who moved to Britain
from Jordan in 1993 and successfully applied for political asylum. Qatada
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claimed he was trying to escape religious persecution in Jordan, although
the Jordanians have accused him of being a “roving ambassador” for
Osama bin Laden in Europe. Qatada was arrested in October 2002 under
the indefinite detention powers of the 2001 act.>' The former Home Secre-
tary in Britain, David Blunkett, who made the detention decision, referred
to Qatada as an “inspiration for terrorists.”** Qatada appealed his deten-
tion but lost when the Special Immigration Appeals Commission found
him to be a “truly dangerous individual,” and that he was a key figure in
al-Qaeda’s terrorist activities in the United Kingdom.*

The British moved more slowly against Abu Hamza, an Egyptian-born
cleric who had been living in Britain for over twenty years. Abu Hamza had
been the subject of British government counterterrorism focus well prior
to September 11, but even by December 2002, the British had not taken
action against him. Abu Hamza was a British citizen, and thus not subject
to the indefinite detention powers of the 2001 Act, which only applied to
non-British citizens. In the view of the British authorities, Abu Hamza,
like many other Islamic extremists, was careful to stay within the bounds
of the law even while preaching his extremist message. For example, while
he held an anniversary celebration for the September 11 attacks, he was
presumably quite aware that he was not committing any crime by doing
so. But in early 2003, the British sprang into action. Hamza was banned
from preaching at the mosque, and in April 2003, the Home Office took
away his citizenship, paving the way for deportation proceedings.**

According to the British government, the United Kingdom’s newly
aggressive approach has been effective in making Britain less of a sanctu-
ary for terrorist groups. In a 2004 report, the Home Office noted, “There is
intelligence to suggest that the detentions, combined with a range of other
measures, have changed the environment for UK based international ter-
rorists and that their perception of the UK has also changed as they now
view it as a far more hostile place in which to operate”*® In fact, in Octo-
ber 2004 the radical group al-Muhajiroun announced that it was dissolv-
ing. Long the subject of British police attention, al-Muhajiroun had openly
supported the September 11 attacks and lauded the hijackers in posters as
“the magnificent 19" The group’s leader, Sheikh Omar Bakri Muhammad,
had also warned Britain that it would be targeted by al-Qaeda if it partici-
pated in the U.S.-led war in Iraq.*® While it is difficult to gauge whether
the dissolution of al-Muhajiroun represented a true shift in the group’s
intentions, or whether their dissolution was the result of increased law
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enforcement, their formal disbanding may be another sign that Britain is
becoming less of a hospitable home for extremists.

The newly aggressive posture against terrorism represents a quite radi-
cal change for the British. Prior to September 11, the United Kingdom was
regarded as something of a sanctuary for terrorist suspects. In fact, Lon-
don was often referred to by the French as “Londonistan” for its tolerance
of Islamic militants.”” Some believed that Britain and the Islamic extrem-
ists living there had reached a tacit understanding to coexist. As one
expert stated, “The Islamists use Britain as a propaganda base but wouldn’t
do anything to a country that harbors them and gives them freedom of
speech”*® A former British Special Branch officer went even further, stat-
ing that there was actually a more explicit agreement between the govern-
ment and the jihadists: “There was a deal with these guys. We told them
if you don’t cause us any problems, then we won’t bother you”** British
security officials have historically defended their tolerant approach toward
extremists on two grounds. First, they said the powers of law enforcement
were limited, because the extremists were not breaking any laws. Second,
they argued that allowing the extremists to speak freely made it far easier
for security services to monitor extremists’ actions.*

While fear of a catastrophic attack has certainly mobilized British secu-
rity services to act more aggressively, this shift in approach has also been
sparked by the recognition among Britons that they have a serious ter-
rorist problem within their own borders—and that it comes from a small
number of British Muslims. As will be discussed later at greater length,
even after September 11 the British believed that the threat to their country
was largely external, coming mostly from individuals connected to North
African terrorist groups. More recently, they have come to understand
that at least a few British Muslims have also been drawn into extremism.
Perhaps an even more disturbing trend is that cells in Britain, which in
the past might have limited themselves to providing logistical support to
terrorist operatives, are now becoming operatives themselves. According
to law enforcement officials, reports of threats, over the past year in par-
ticular, have made clear to them that the danger to British interests from
individuals already within the United Kingdom is a serious one.*' In one
intercepted conversation, for example, a senior militant described London
as a “nerve center.*

Germany adopted a far more aggressive posture against Islamic terrorist
threats immediately after the September 11 attacks, when it became known
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that some of the hijackers had lived and trained in Hamburg for years. In
the wake of the attacks, the German government conducted more than 200
counterterrorism raids.*’ It wasn’t immediately clear whether these raids
represented just a temporary shift in German security efforts, but German
law enforcement agencies have conducted numerous additional counterter-
rorism raids and arrests in the ensuing years. In January 2005, for example,
German authorities arrested two suspected al-Qaeda members, charging
them with belonging to a foreign terrorist organization. German authori-
ties believe that these suspects were planning suicide bombings in Iraq, and
perhaps even more disturbingly, alleged that the two also tried to purchase
a small amount of enriched uranium.** These arrests followed a series of
large-scale raids in early January in which 700-police officers in 6 German
cities arrested 22 suspected terrorists. The German authorities seized items
including forged documents and extremist literature. The chief state pros-
ecutor has stated that some of those arrested had ties to Ansar al-Islam.**
Three other suspected Ansar al-Islam members were arrested in December
2004, for planning to assassinate interim Iraqi Prime Minister Iyad Allawi
during his trip to Germany.** Germany has also performed raids on over
seventy mosques.*” In addition to the raids and arrests, Germany has many
other subjects under active investigation. The federal law enforcement
agency has between 250 and 300 suspected international terrorists under
surveillance, and the justice ministry is in the preliminary stages of pro-
ceedings against 170 suspected Islamic terrorists.*®

The newly aggressive German stance is also evident in a changed
approach to dealing with radical Islamist organizations. Since September
11, Germany has banned three organizations: Hizb-ut-Tahrir, Kalifatstaat
(along with nineteen connected organizations), and the al-Agsa Founda-
tion.** The goal of Hizb-ut-Tahrir, or “Party of Liberation,” is to reestablish
the Islamic caliphate under one ruler. In banning Hizb-ut-Tahrir, German
Interior Minister Otto Schily stated that the group was “spreading violent
propaganda and anti-Jewish agitation.” Hizb-ut-Tahrir has challenged the
ban in court, arguing that it does not approve of al-Qaeda or its violent
methods and that it is interested only in reuniting the Islamic world, not
forcibly converting European countries. Germany has also attempted to
expel several of the group’s members, who have fought their expulsion by
applying for political asylum.*

The Kalifatstaat is a Turkish Islamic group whose goal is first to replace
the Turkish government with an Islamic one, and then to reestablish the
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Islamic caliphate. The Kalifatstaat had been under observation by the Ger-
man intelligence services since 1984, but no action had been taken against
it until it was banned by the German government in December 2001.>
The leader of the group, Metin Caplan, was sentenced to prison in 2004
and then extradited to Turkey in 2004.>

The al-Agsa Foundation was established in 1991 in Aachen, Germany,
as a “registered society” whose purpose was to raise funds for Palestin-
ian causes. In justification for shutting it down, the German government
accused the group of being a fundraising front for Hamas.*> German
officials also suspected that the group was supporting the families of sui-
cide bombers.** Al-Agsa unsuccessfully challenged the government’s ban
in court; as of this writing, the German government is in the process of
deporting the group’s founder.>

For Germany, as with Britain, the newly aggressive approach is a dra-
matic change from its pre-September 11 efforts. Germany’s counterterror-
ism efforts prior to September 11 were ineffective and unfocused, and its
law enforcement and intelligence agencies were hindered by a variety of
legal obstacles. In fact, Germany was heavily criticized immediately fol-
lowing September 11 for its lackadaisical security efforts after the public
revelations about the “Hamburg cell” German security services were por-
trayed as inept when, for example, it was revealed that before September
11 the foreign intelligence service was apparently not even officially tasked
with investigating Islamic extremist activity.’® This characterization of
German counterterrorism has been difficult for the country to shake, and
Germany is still often publicly portrayed as soft on terrorism.

Another similarity between U.S., German, and British counterterrorism
approaches is that both the Germans and the British have taken a page
from the American “spit on the sidewalk” approach to fighting terrorism.
Like the United States, both European nations have made use of all avail-
able legal tools, including immigration powers and nonterrorism criminal
statutes, to target suspected terrorists. The British have found it often very
difficult to prove terrorism-related charges, and so end up charging sus-
pected terrorists with minor offenses—at least from a sentencing stand-
point—such as forging of documents or smuggling.’” Of those detained
under the Terrorism Act 2000, 230 were accused of nonterrorism-related
offenses, including credit card fraud and immigration violations.*® In
Leicester, Britain, for example, a group of suspected terrorists was charged
and eventually convicted for credit card fraud.*® Of the 600 or so individu-
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als arrested under the Terrorism Act 2000, the British have initiated immi-
gration proceedings against approximately 50.%°

Germany has also discovered that bringing nonterrorism-related
charges against terrorist suspects is often effective, particularly in light
of the significant overlap officials have discovered between terrorism
and criminal activity. Germany has found, for example, that terrorist
cells in the country have been involved in fraud, forgery, and drug traf-
ficking.®* The Germans have also made wide use of immigration laws
to neutralize suspected terrorists. The use of immigration powers as a
tool to target suspected terrorists seemed likely to broaden following
the passage of legislation permitting the government to expel non-Ger-
man nationals who pose a threat to national security.®® In fact, the gov-
ernment is already putting together a list of foreign Islamists targeted
for expulsion from Germany. The list is expected to include hundreds
of individuals. In March 2005, the German government began enforc-
ing the new law, deporting an imam to Turkey for threatening public
safety. The imam, who had praised suicide bombers in Israel and Iraq as
“martyrs,” was unsuccessful in his efforts to challenge the deportation in
Germany’s administrative courts.®® In addition, to make it more difficult
for Islamists to become German citizens, the state immigration and citi-
zenship departments have asked their state intelligence counterparts for
information on foreigners applying for citizenship.®*

Centralization

Another similarity in counterterrorism approaches is that the United
States, Germany, and (to a lesser extent) Britain each identified decentral-
ization of law enforcement agencies as a hindrance to counterterrorism
effectiveness before September 11. All countries have taken steps since then
centralize their counterterrorism efforts.

Before September 11, FBI counterterrorism investigations were man-
aged by individual field offices in the United States. The FBI had a system,
referred to as the “office of origin,” under which a single office was in charge
of an entire investigation. For example, the New York field office was the
office of origin for all bin Laden cases. According to the 9-11 Commission,
the result was that other field offices (those that were not the office of ori-
gin) were “reluctant to spend much energy on matters over which they had
no control and for which they received no credit” Individual field offices
often focused instead on issues of local concern, such as drugs, gangs, and



Michael Jacobson 39

white-collar crime, and less on national priorities like counterterrorism.®®
Director Mueller instituted policies giving FBI headquarters control for
directing and coordinating counterterrorism investigations. The primary
purpose behind the change was to ensure a more consistent counterterror-
ism strategy across the agency, and to improve coordination and informa-
tion sharing.®

The concept of decentralization was integrated into Germany’s national
security apparatus in the wake of World War II, in an effort to prevent
a centralized authority from assuming too much power or possessing
too much information. While Germany had a federal law enforcement
agency (BKA), policing was generally considered a state matter, and
authority for law enforcement resided primarily with the sixteen states
(Lander). The BKA had limited control over the state level agencies.®’

In an effort to overcome these barriers and to centralize law enforce-
ment (and intelligence) efforts, German Interior Minister Otto Schily
established in December 2004 an intelligence center in Berlin at which
all of the federal and state intelligence and law enforcement agencies have
a presence.®® He described the center as a “qualitative leap” forward in
Germany’s counterterrorism efforts.®> Concerned that Germany’s federal
intelligence and law enforcement agencies were scattered throughout the
country, he attempted to move the headquarters of all the various agencies
to Berlin.”

It should be noted that while Schily has taken major steps to central-
ize Germany’s law enforcement and intelligence efforts, he has not been
entirely successful in this regard. He has, for example, unsuccessfully
sought more “preventive powers” for the BKA, which would put it on
equal footing with the state law enforcement agencies. With these pow-
ers, the federal law enforcement agency could take on more of a national
and central role in Germany’s counterterrorism efforts, instead of having
to leave primacy in these investigations to the states—an administrative
feature that leaves the country much more vulnerable to coordination
and information sharing problems, in the view of senior German federal
law enforcement officials.”* Schily’s effort to move all of the federal intel-
ligence and law enforcement agencies was also not entirely successful. For
example, while the foreign intelligence service moved its headquarters
operations to Berlin in the fall of 2003, only a third of BKA’s organiza-
tional structure was ultimately moved, and the domestic intelligence ser-
vice headquarters remained in Cologne.”* Schily’s limited success in this
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arena is not surprising; there is still a great deal of resistance in Germany,
in light of its history, to any attempts to centralize power, particularly at
the federal level.

U.S. attempts to centralize counterterrorism efforts in Washington
have also been far from a complete success. As in Germany, the histori-
cally troubled relationship between federal, state, and local counterterror-
ism officials remains a particularly difficult obstacle to overcome. The FBI
and the New York Police Department (NYPD), for example, have had a
number of public feuds since September 11 about their respective coun-
terterrorism roles. In fact, the NYPD made the decision after the attacks
to create its own counterterrorism office, believing that it could not—and
should not—rely solely on the federal government to protect the city from
a terrorist attack.”

Britain has likewise taken steps to centralize its counterterrorism efforts,
though this is less of an issue for the British than for the United States or
Germany, which are both federal systems with powerful, independent states
in which authority is far more widely dispersed. The British created the posi-
tion of “national coordinator” for counterterrorism investigations, appoint-
ing the deputy assistant commissioner of the Metropolitan Police to this
position. The national coordinator was given responsibility for coordinat-
ing investigations run by law enforcement agencies throughout the country,
though only in situations where the local chief constable approved.” The
British also created the position of security and intelligence coordinator and
permanent secretary in the Cabinet Office. This person is responsible for
overseeing the United Kingdom’s domestic counterterrorism efforts, and
serves as an adviser to the prime minister on these matters.”

Information Sharing between Intelligence

and Law Enforcement

While all of the changes described above have certainly helped U.S., Brit-
ish, and German law enforcement assume a more preventive role in coun-
terterrorism, perhaps the most vital change has been improved informa-
tion sharing and closer coordination between the domestic intelligence
services and law enforcement agencies. Law enforcement agencies are
obviously only able to take preemptive action when they have actionable
intelligence. In the past, there were many cases in which intelligence ser-
vices did not share information with law enforcement. This has changed,
to some extent, in all three countries.
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One reason that improved information sharing leads to a more preventive
law enforcement approach is that, by its nature, law enforcement calculation
of when to take action is different from that of the intelligence services. If
they believe there is a serious danger or an imminent crime, law enforce-
ment officials will want to take action. Intelligence services—in the view of
at least one senior law enforcement official—are more inclined to postpone
action in an effort to gather as much intelligence as possible.”® Whether or
not this assessment is accurate, it is certainly the case that prior to Septem-
ber 11, intelligence services controlled the decisions of law-enforcement
action because they were often the only ones to know about a particular case
or threat. Because this is no longer true, law enforcement agencies now play
a far more important role in the decisionmaking process.

The United States government has highlighted improved information
sharing between intelligence and law enforcement as one of the most
important post-September 11 developments. According to the Justice
Department, as a result of these changes, now a “complete mosaic of infor-
mation can be compiled,” allowing those investigating terrorism to bet-
ter connect the dots.”” In the United States, improved information shar-
ing is due largely to changes in the law. As has been well documented,
before September 11 there was a “wall” between FBI intelligence compo-
nents and FBI criminal investigators (and Justice Department prosecu-
tors).”® As both a domestic intelligence and law enforcement agency, the
FBI had tools for both intelligence and law enforcement matters. One of
the tools at the FBI’s disposal was surveillance, available under the 1978
Foreign Intelligence Surveillance Act (FISA). FISA permitted the sharing
of relevant information with law enforcement, but required that the “pur-
pose” of the surveillance be to collect foreign intelligence information.
Courts later interpreted the term “purpose” to mean that the government
must demonstrate that the “primary purpose” was to obtain foreign intel-
ligence information. The underlying rationale behind this requirement
was to prevent the government from circumventing the more stringent
criminal warrant requirements. The Justice Department became con-
cerned that a court might rule that a FISA surveillance was illegal because
collecting foreign intelligence was not the “primary purpose.” To prevent
this from occurring, the Justice Department created procedures to govern
information sharing between intelligence and criminal-investigative com-
ponents.”® These procedures were almost immediately, according to the
9-11 Commission, “misunderstood and misapplied.” By September 11, the
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wall had taken on almost mythic proportions, and there was a widespread
misperception that the FBI could not share any intelligence information at
all—not just FISA information—with criminal investigators.®°

The Patriot Act was the first step in dismantling the wall.®' Section 218 of
the act changed the “primary purpose” standard to allow the use of FISA as
long as foreign intelligence was a “significant purpose” of the surveillance.
In November 2002, the never-before-convened FISA Court of Review took
the next important step in bringing down the wall. The FISA court was
convened to hear an appeal by the government of an order issued by the
lower FISA court. That court had approved the Justice Department’s new
information sharing procedures, but only with modifications that in many
ways kept the wall intact. The lower court had instructed the FBI and the
Criminal Division of the Justice Department to ensure that law enforce-
ment officials did not “direct or control” the FISAs to enhance criminal
prosecution, even inadvertently. On November 18, 2002, the FISA Court
of Review affirmed the Justice Department’s position, dismissing the lower
FISA court’s concerns about prosecutors directing and controlling FISAs,
and noting, “So long as the government entertains a realistic option of
dealing with an agent other than through criminal prosecution, it satisfies
the significant purpose test”*?

The Patriot Act also was designed to improve information flow in the
reverse direction—from law enforcement to intelligence personnel. Sec-
tion 203(a) of the act allows the disclosure of grand jury information
to “any federal law enforcement, intelligence, protective, immigration,
national defense, or national security” official, in order to assist the offi-
cial in the performance of his official duties. Section 905 requires all fed-
eral law enforcement agencies to expeditiously disclose to the Director of
Central Intelligence any foreign intelligence information collected in the
course of a criminal investigation. The December 2004 intelligence reform
act was another big step toward the increase of information flow, allowing
federal prosecutors to share grand jury information with foreign govern-
ments and with states.®’

According to the Justice Department, improved coordination between
intelligence and law enforcement has yielded concrete benefits. There have
been many successful prosecutions, which the Justice Department main-
tains would not have been possible without these legal (and accompany-
ing cultural) changes. These include prosecution of the so-called “Port-
land Seven,” who attempted to travel to Afghanistan in 2001 and 2002 to
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fight with the Taliban and al-Qaeda. In this case, law enforcement agents
learned from an informant that one member of the cell, Jeffrey Battle,
apparently had considered attacking Jewish schools or synagogues, and
had even conducted some casing of possible targets. Due to the disman-
tling of the information sharing wall, it was clear that the FBI could keep
prosecutors informed as to developments from the FISA surveillance of
Battle. Ultimately, Battle and six other defendants were charged. Six of the
defendants were convicted and sentenced to prison, while charges against
the seventh were dismissed after he died in Pakistan.

The Justice Department has also pointed to a number of other cases
in which improved information sharing between intelligence and law
enforcement has been crucial to a successful resolution. These include the
“Lackawanna Six,” who will be discussed at greater length later, and the
case of Latif Dumeisi, who was convicted in January 2004 of illegally act-
ing as an Iraqi government agent. The Justice Department also contends
that the Patriot Act was instrumental in the investigation and prosecution
of suspected Palestinian Islamic Jihad members (including Sami al-Arian),
by allowing prosecutors to see all of the evidence, including information
collected under FISA, and then to bring appropriate charges.**

Increased information sharing and improved coordination between
intelligence and law enforcement agencies in Britain and Germany have
also been integral in allowing law enforcement agencies in those countries
to adopt a more preventive posture. In both Germany and Britain, the
intelligence services are in many cases coordinating and sharing informa-
tion with law enforcement at a far earlier stage than they have in the past.*®
As a result, law enforcement agencies are able to take action earlier.

According to Peter Clarke, the head of the Anti-Terrorist Branch of the
Metropolitan Police, one of the most notable features of the post-September
11 world is the close relationship that has developed between MI-5, the Brit-
ish domestic intelligence service, and the police. The old concept of a “fire-
wall” between law enforcement and intelligence is now gone, in the view of
Clarke, who heads an interagency committee that reviews ongoing cases.*®
As one senior Scotland Yard official stated, “The police are now involved in
things that ten years ago, MI-5 would have had fits about”® In fact, two new
units were created after September 11 inside MI-5, charged with analyzing
intelligence and communicating with the police forces.®®

As a result of the closer cooperation with law enforcement, MI-5 has
increasingly begun to operate in an evidential framework. MI-5s resources
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for seeking legal advice, for example, have been substantially increased.
According to Clarke, upcoming terrorism prosecutions will reveal the
shift in the way MI-5 collects information, and demonstrate that MI-5 is
increasingly collecting information that can be used in criminal proceed-
ings.®®* While September 11 was the most important catalyst, the shift was
set into motion well before the attacks. Experts believe that it can probably
be traced to 1996, when MI-5 was first given responsibility for investigat-
ing serious crime.*®

British prosecutors are also now far more integrated into the investiga-
tive process, working more closely with the police. In the past, prosecu-
tors were typically not brought into the investigation until the very end.
In fact, there was often animosity between the police and prosecutors, as
the police regarded the prosecutors as overly averse to taking risks. One
police official, for example, referred to the Crown Prosecution Service
(CPS) as the “Criminals Protection Society” The former British attorney
general acknowledged that, historically, prosecutors and police had not
worked together closely. In his view, this had to change, noting that “they
mustn't be divided; they must work very closely” together to prepare cases
for court.”

In an effort to better integrate prosecutors and police, the head of the
CPS initiated a pilot project that situated prosecutors full-time at police
stations, allowing them to advise police at early stages of investigations.
The goal was to reduce the number of cases in which prosecutors dropped
or altered those charges initially brought by police. Based on the success of
the pilot project, the CPS introduced this program countrywide in 2003.
While the project was not specifically designed with counterterrorism in
mind, closer coordination between prosecutors and police has been ben-
eficial in the counterterrorism arena as well.”

Britain, like the United States, can point to specific cases where
improved coordination and information sharing between intelligence and
law enforcement has resulted in the successful prosecution of terrorism
suspects. One such example in Britain was the prosecution of Sajid Badat,
an associate of “shoe bomber” Richard Reid. Badat had been the subject
of a long-running inquiry by MI-5, which suspected him of being con-
nected to al-Qaeda. MI-5 coordinated its investigation with the police,
who arrested Badat in November 2003 and charged him with various ter-
rorism-related offenses.”® Badat pleaded guilty to some of these charges
in February 2005. The January 2003 police counterterrorism operation in
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Manchester, during which three suspects were arrested, was also an “intel-
ligence-led operation.” As will be discussed later, one of the suspects in
that case was also convicted of terrorism charges.”*

The closer coordination between intelligence and law enforcement
represents a dramatic shift. In the past, MI-5 would conduct informa-
tion gathering and decide when to bring in the police. There would be a
formal “handoff point” MI-5 would then draft an intelligence report for
the police. Law enforcement agencies, in turn, would use this report as
their starting point, but would still have to independently prove every fact
alleged in the report, because the intelligence information was not consid-
ered “evidence”®

In Germany, as in the United States and Britain, the wall between intel-
ligence and law enforcement agencies has been somewhat dismantled—
though not to the degree that it has been in Britain and the United States.
Law enforcement agencies are now aware of intelligence services’ cases
far earlier. In fact, the head of the federal law enforcement and intelli-
gence agencies now meet once a week in Berlin, and the federal prosecu-
tor joins them once a month. At these meetings the intelligence services,
law enforcement agencies, and prosecutors all discuss how to use intel-
ligence information in a criminal proceeding. The intelligence services are
even beginning to become more accustomed to the possibility that their
work product may end up in court.”® Improving cooperation and com-
munication between Germany’s law enforcement and intelligence services
has been a difficult challenge and has required both legal and structural
changes. Many of the barriers between intelligence and law enforcement
were integrated into Germany’s national security apparatus after World
War II. As with decentralization, this barrier was an effort to prevent the
concentration of too much power or information in any one entity; sepa-
ration between intelligence and law enforcement in Germany was consid-
ered to have the force of constitutional law.”” Coordination and coopera-
tion were made even more difficult because every one of Germany’s sixteen
states has its own intelligence and law enforcement agency.

Despite the historical rationale for separation between intelligence and law
enforcement, closer relations between the two were deemed necessary after
September 11 because of the increased threat posed by Islamic terrorist groups.
Klaus Buss, the chairman of the German interior minister conference, said it
was “absolutely necessary that we take full advantage of information retrieval,
because Islamic terrorism poses a very serious danger for an “indefinite
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period.”*® The driving force behind the information sharing changes, as with
increased centralization, has been Otto Schily, the German federal interior
minister. As noted above, Schily established in December 2004 an intelligence
center in Berlin. Here all federal and state intelligence and law enforcement
agencies have a presence (though because of legal restrictions, law enforce-
ment and intelligence agencies at the center still do not have access to all of the
other agencies’ information).” In the view of BKA President Jorg Ziercke, the
center should help Germany improve coordination and information sharing
by developing a “network of information”**

Another effort to improve information sharing in Germany has been
the attempted establishment of a database of suspected terrorists that will
be accessible to all intelligence and law enforcement agencies. Accessibil-
ity to the database will require a change in law because of the required
separation between German law enforcement and intelligence entities.'**
There has been speculation that this change will only be made if a third
post-September 11 legislative package is passed.

In Britain, unlike Germany and the United States, improved coop-
eration between intelligence services and law enforcement has not
been the result of either legal or structural changes. While cooperation
between intelligence and law enforcement was problematic in Britain
before September 11, the problem was not caused by legal or structural
barriers, but by cultural issues. Britain has made legal changes, how-
ever, that have improved information sharing throughout the govern-
ment, and presumably will benefit law enforcement and intelligence
agencies as well. Part three of the 2001 Antiterrorism Act allowed gov-
ernment agencies to share information not only in terrorism investiga-
tions but also in any criminal investigation, including investigations
outside the United Kingdom.'®?

While legislative changes have been at the core of improved informa-
tion sharing in Germany and the United States, there have also been a vari-
ety of nonlegislative changes in those two countries that have increased
law enforcement’s access to important counterterrorism information. For
example, in an effort to improve information sharing between law enforce-
ment agencies and their foreign counterparts, both Germany and the
United States have dramatically increased the number of law enforcement
representatives in foreign postings. After the September 11 attacks, the FBI
increased the number of its overseas offices from approximately twenty-
five to almost fifty.'*® These new offices were in locations of importance
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to the FBI’s counterterrorism work, including the United Arab Emirates,
Malaysia, and Morocco.'®* The BKA, likewise, had a considerable number
of officers overseas before September 11, most of them focused on orga-
nized crime and other criminal cases, not counterterrorism. After the
attacks, the BKA shifted the focus of many of its officers to counterter-
rorism, in some cases relocating officers to posts with greater importance
for the counterterrorism mission, including a number of North African
countries, the Arabian Peninsula, and Indonesia.'®

Both the United States and Germany have also made use of domestic terror-
ism task forces to improve information sharing between various law enforce-
ment agencies. The FBI uses the Joint Terrorism Task Force (JTTF) concept,
created in 1980 in response to a series of domestic terrorist incidents.'* Since
September 11, the FBI has greatly expanded its use of JTTFs, which include the
EBI as well as other federal, state, and local law enforcement agencies. As of
September 11, there were thirty-five JTTFs in the United States."®” As of June
2005, approximately a hundred were operating throughout the country.'*®
Germany has also historically employed the task force concept in counterter-
rorism investigations, dating back to the days when it was investigating the
Red Army Faction. German counterterrorism task forces can include state
and local law enforcement, border police, and other federal law enforcement
agencies.'” After their connections to the September 11 attacks became clear,
Germany quickly put together an investigative task force that included 600
BKA officers—the largest ever assembled in that country. Germany also has
task forces in place in several states where al-Qaeda affiliate Ansar al-Islam is
considered a particularly serious threat.'*®

Other Legal Changes
While the legal changes breaking down walls between intelligence gathering
and law enforcement were very important—particularly in the United States
and Germany—they were not the only significant legal changes made by the
United States, Britain, and Germany in the wake of the September 11 attacks.
All three countries have made numerous other legal changes that have
increased the ability of their respective law enforcement agencies to target
and prosecute suspected terrorists. In many cases, the paradigm shift for law
enforcement and prosecution from reactive to preemptive would have been
far more difficult—if not impossible—without these legal changes.

After the September 11 attacks, all three countries passed major coun-
terterrorism legislative packages, and each has adopted additional legal
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changes since then. In the United States, most of the legal changes were
included in the USA PATRIOT Act, a comprehensive legislative pack-
age passed in October 2001. Other significant changes were codified in
the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA),
which was signed into law in December of that year. In Germany, two pri-
mary pieces of post-September 11 counterterrorism legislation had passed
as of June 2005: the first in October 2001 and the second in January 2003.
In Britain, the legislature passed a fairly comprehensive law in late 2001,
pledging that it would “build on legislation in a number of areas to ensure
that the government, in light of the new situation arising from the Sep-
tember 11 terrorist attacks on New York and Washington, have the neces-
sary powers to counter the threat to the UK*"! This legislation surprised
some observers, because in 2000 Britain had already passed wide-rang-
ing and comprehensive legislation dealing with international terrorism,
at least partly in response to the growing threat of Islamic terrorism.''?
Before 2000, Britain only had emergency counterterrorism powers, and
those dealt solely with terrorism connected with the affairs of Northern
Ireland (“Irish Terrorism”). The Terrorism Act 2000 was introduced to
provide permanent U.K.-wide legislation applicable to all forms of terror-
ism: Irish, international, and domestic.’'* The British passed additional
counterterrorism-related legislation in March 2005.

Media portrayal of laws changed after September 11 has characterized
the United States as making more dramatic changes than those in other
Western democracies. The reality is more nuanced. While there are areas
in which the United States has enacted more far-reaching laws, in other
areas the British and German laws allow their respective law enforcement
agencies and prosecutors to take more intrusive action than their U.S.
counterparts. It should be noted that the legal changes made in all three
countries are extraordinarily complex, detailed, and lengthy—and could
easily be the sole subject of a separate book. The purpose of this section is
not to serve as a comprehensive guide to legal reforms, but merely to high-
light some of the most important developments affecting law enforcement
and counterterrorism prosecution.

Increased Power for Law Enforcement

After September 11, the United States instituted a variety of legal changes
designed to increase the ability of law enforcement to investigate sus-
pected terrorists and to prevent future terrorist attacks. One particularly
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important aspect of the Patriot Act in this regard, which has received
surprisingly little attention, was that it updated the law to reflect changes
in technology. For example, the Patriot Act clarifies that certain investi-
gative techniques apply not only to telephone communications but also
to the internet. Former Assistant Attorney General Viet Dinh described
this change as “one of the most vital in the war on terrorism,” because it
allowed law enforcement to monitor terrorists’ communications “regard-
less of which medium” the terrorists use.'** The Patriot Act also authorizes
judges to issue roving wiretaps, which could include any phone or com-
puter that the suspect might use nationwide, instead of ones limited to a
given judge’s jurisdiction.

In addition, the Patriot Act increased the FBI’s ability to obtain infor-
mation from third parties in national security investigations. One such
tool—which was available to the FBI prior to the passage of the Patriot
Act, but was expanded by the act—is a National Security Letter (NSL).
NSLs are a type of administrative subpoena available to the FBI in inter-
national terrorism and foreign counterintelligence investigations, used to
obtain such items as telephone, financial, and electronic communication
records. While the FBI had the statutory authority to use NSLs for many
years before September 11, the Patriot Act changed the NSL statutes by
dramatically loosening the standard for their use, and by simplifying and
decentralizing the FBI’s approval process for issuing NSLs. Before passage
of the Patriot Act, the FBI could use NSLs only to obtain the records of
suspected terrorists or of spies. Now, the FBI is able to use NSLs when
the information sought is merely relevant to an authorized international
terrorism or foreign counterintelligence investigation. Moreover, before
September 11, few individuals aside from senior officials at FBI headquar-
ters in Washington could approve the issuance of NSLs. The Patriot Act
lowered this hurdle by granting FBI field office executives authority to
approve NSLs.'**

Through the Patriot Act, the Justice Department and FBI can seek—
via a FISA court order—individuals’ business records from third parties,
including libraries.''® This power—which has become a lightning rod in
the debate surrounding the Patriot Act—is similar to that available in ordi-
nary criminal investigations, in which grand juries can issue subpoenas to
all types of businesses.

The most significant change by IRTPA in terms of law enforcement’s
counterterrorism powers involved amending FISA to allow the FBI to
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obtain wiretaps and conduct secret searches on individual terrorist sus-
pects who have no connection to a foreign power. Several members of
Congress had been pushing for the change, driven in part by revelations
that the FBI did not obtain a FISA wiretap on accused September 11 con-
spirator Zacarias Moussaoui before the attacks because FBI lawyers did
not believe there was sufficient information to connect him to a foreign
power.''” FBI and Justice Department officials supported the change,
arguing that there is increasing danger from lone actors who may sym-
pathize with the larger causes of formal terrorist groups, even if they
have little or no connection to these groups.''®* While wiretaps and secret
searches are intelligence and not law enforcement tools, broader latitude
by the FBI to collect intelligence information should be felt among pros-
ecutors and the law enforcement side of the FBI as well, given the fact
that the “wall” between intelligence and law enforcement is no longer in
place.'*’

In addition to the many post-September 11 legal changes in U.S.
counterterrorism law enforcement, there have been important policy
changes. After September 11, the Justice Department revised its inter-
nal investigative guidelines to allow law enforcement agents more free-
dom in their investigations. The old guidelines generally barred the
FBI from using the internet to access information except when it was
investigating specific cases. There was also no clear authority under
the old guidelines for FBI agents to attend events open to the general
public, unless they already had evidence of some criminal activity. The
new guidelines give the FBI the same access to public events, places,
and information that the general public has, with certain safeguards to
prevent abuse. Under the old guidelines the FBI could only visit public
events for the purpose of “detecting or preventing terrorist activity,”
and could not retain information gathered unless it related to potential
criminal or terrorist activity.”'*°

Like the United States, Britain and Germany have adopted a number
of legal changes that have increased the ability of law enforcement agen-
cies to act preemptively in the counterterrorism arena. In Britain, the most
important changes were made in the Terrorism Act 2000, which gave
law enforcement much broader powers to investigate terrorism. The act
allowed the police to make arrests without warrants in situations when
the officer had reasonable suspicion that the individual was involved in
terrorism. Police were also authorized by the act to detain suspected ter-
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rorists for up to seven days without charge—although this detention had
to be approved by a judge after forty-eight hours—and to search individu-
als whom they could legally arrest as suspected terrorists. This detention
power was extended in 2003 in a criminal justice bill, allowing the police
(subject to court approval) to detain terrorist suspects for fourteen days
instead of seven.'?! The 2000 act also permitted police to cordon off areas
for up to fourteen days during a terrorist investigation, with a maximum
extension to twenty-eight days. In addition, it allowed police to obtain
information from third parties—specifically, financial institutions—more
easily, through the use of a “disclosure order”!*

While these changes certainly represented a dramatic increase in Brit-
ish law enforcement’s counterterrorism powers, by far the most controver-
sial provision of the 2000 act was the now notorious “Section 44,” which
allowed the police to stop and search people and their vehicles in certain
designated geographical areas.'?* The reason for the controversy is that
the stop and search power does not require the police to have particular
cause for suspicion within the approved areas. In other words, within a
designated geographical area, the police can stop and search anyone for
any reason—though the search may only be for articles “of a kind which
could be used in connection with terrorism.” These authorizations have
been used at one point or another in almost every part of Britain; London
has been continuously designated as a “Section 44” area.'**

While the Terrorism Act 2000 was probably more significant for British
law enforcement than the subsequent Anti-Terrorism, Crime, and Secu-
rity Act 2001, the 2001 act did make some additional changes of note, par-
ticularly in terms of law enforcement’s ability to obtain information from
third parties. For example, the 2001 act increased—beyond what was man-
dated in the 2000 act—the amount of information police could request
from financial institutions.'*® In addition, the 2001 act changed the data
retention requirements for communications providers, by increasing the
amount of time they were required to retain data, and by making it easier
for law enforcement and intelligence agencies to obtain such informa-
tion.'?® Finally, one particularly important, but unrelated, change in the
2001 legislation allowed the government to involuntarily fingerprint indi-
viduals suspected of terrorist activity.

In Germany, perhaps the most important changes in terms of counter-
terrorism law enforcement were made in the first of two counterterror-
ism legislative packages, passed in October 2001. The package removed a
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key loophole in German law, which prior to September 11 had significantly
restricted investigation of Islamic terrorism. This loophole—the so-called
“religious privilege protection”—shielding religious organizations from
governmental intrusion. Islamic terrorist groups in Germany had taken
advantage of this law, which effectively allowed them to operate without
concern that they were being targeted by the government. The first legisla-
tive package changed the law and allowed the government to both investi-
gate and ban religious groups.'”’

The second legislative package was designed to improve the ability
of government agencies to collect information about terrorist suspects,
in many cases from third parties. German intelligence services were
given the authority to demand suspect information from a wide vari-
ety of institutions, including banks and other financial institutions, the
post office, airlines, and telecommunication companies. These third
parties were prohibited from disclosing the requests to the customers
about whom intelligence was being requested. Domestic intelligence
agency jurisdiction was also expanded, allowing authorities to gather
information on “endeavors that are directed against the idea of inter-
national understanding, especially against the peaceful coexistence of
people.”**® Given closer coordination and improved information shar-
ing between intelligence and law enforcement, these changes should
also benefit German law enforcement agencies. The second legislative
package also increased the German government’s ability to expel for-
eigners, by permitting the expulsion of non-German nationals deemed
a national security risk.'*’

Other legal changes not included in the two packages have also
increased German law enforcement’s investigative capabilities, in particu-
lar their access to data from third parties. In October 2001, the German
parliament passed a law mandating that telecommunication companies,
not including internet service providers, update their systems by January
2005 to ensure that police and intelligence agencies could access commu-
nications when necessary. These proposals had apparently been under dis-
cussion for over five years, and had stalled over privacy and cost concerns,
but were pushed forward after the September 11 attacks.'*® Finally, several
nonlegislative changes have also improved law enforcement access to data
in counterterrorism investigations. For example, the German phone com-
panies now have set up a twenty-four-hour center that provides assistance
and information to law enforcement agencies.'*!
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Increased Power to Prosecute Suspected Terrorists

In the United States, both the Patriot Act and IRTPA ushered into law
changes allowing the Justice Department to adopt a more preventive coun-
terterrorism approach, by enabling the government to more easily pros-
ecute suspected terrorists. The most significant changes appear to have
been those related to “material support” of terrorism. As will be discussed
at greater length below, material support prosecution has been the corner-
stone of the Justice Department’s more aggressive counterterrorism efforts
since September 11.

Some background: Title 18, Section 2339A, of the Antiterrorism and
Effective Death Penalty Act of 1996 makes it a crime to provide material
support or resources that a donor knows will be used in connection with a
terrorist act. Section 2339B prohibits “knowingly” providing material sup-
port or resources to organizations designated as “foreign terrorist organiza-
tions.” As defined by the statute, “material support and resources” include
financial assets, training, communications equipment, safe houses, and
other facilities, as well as other physical assets. The Patriot Act amended
the statute, adding “expert advice and assistance” to the list of prohibited
types of support. The Patriot Act also clarified that “material support” did
not just mean hard currency, but all forms of money. Finally, the Patriot
Act increased the maximum penalty for providing material support to ter-
rorists from ten to fifteen years.

For the Justice Department, the Patriot Act made it easier to pros-
ecute individuals believed to be funneling money to terrorists. Before
the act passed, people operating unlicensed money-transmitting busi-
nesses—which could include the informal Arab brokerage systems
called hawalas—were allowed to plead that they had no knowledge of
the state licensing requirements.'*? Section 373 of the Patriot Act made
it more difficult for these types of companies to plead ignorance, by
requiring that individuals involved in money-transmitting businesses
know about the state licensing requirements. IRTPA added to the
“material support” statute by making it a criminal offense to “know-
ingly receive” military-type training from a designated terrorist organi-
zation. In the past, even if someone confessed to knowingly attending
an al-Qaeda training camp, that alone would not have been an illegal
act. IRTPA also clarified the definition of certain aspects of the statute
after the Ninth U.S. Circuit Court of Appeals found them to be uncon-
stitutionally vague.*?
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Like the United States, Germany and Britain made a variety of legal
changes to improve their ability to prosecute suspected terrorists and take
on a more preventive counterterrorism role. Germany made one par-
ticularly significant change after September 11 in this regard, by closing
another loophole. Before September 11, it was not illegal to plan a terror-
ist act intended to take place outside of Germany, or to be a member of
a foreign terrorist organization. In other words, it was not illegal for an
al-Qaeda member in Germany to plan a terrorist attack against the United
States. In order for a crime to have taken place, Germany would have had
to prove that the terrorist organization in question was actually based
in Germany. In its first post-September 11 legislative package, Germany
changed this law; it can now prosecute members of terrorist organizations,
even if those organizations are based outside of Germany.'**

In Britain, the Terrorism Act 2000 effected a series of far-reaching
changes designed to enable the British to more easily prosecute suspected
terrorists. The 2000 act revolved around the idea of “proscription,” which
allows the government to designate certain organizations as terrorist
groups. The act then expanded the reach of prosecutors by criminalizing
individuals’ actions when they were associated with a proscribed organi-
zation. The authority for proscribing terrorist organizations was granted
by the act to the Home Secretary, who was given broad power and wide
discretion in his proscription decisions. In March 2001, the Home Secre-
tary released the initial list of proscribed organizations, which included
al-Qaeda, Egyptian Islamic Jihad, and Hamas."** The list of terrorist orga-
nizations is constantly kept under review, and updated when necessary by
the Home Secretary, subject to parliamentary approval.'**

The 2000 act also criminalized various proscription-related offenses.
For example, the legislation barred individuals from belonging to or even
professing that they were members of a proscribed organization. The bur-
den of proof of belonging was shifted in these cases from the government
to the person charged with the offense. To avoid conviction, the person
charged had to demonstrate that he either was not involved with the group
when it became proscribed, or that the group was not proscribed when he
became a member. Ignorance of the group’s proscription status was not
an acceptable defense.'*” The act also prohibited action “on any level” that
furthered the activities of the organization. This was broadly defined to
include not only financial support, but also such actions as organizing a
proscribed group’s meetings, or even having one of the proscribed organi-
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zation’s members speak at a meeting. Also prohibited were wearing items
of clothing associated with that organization or displaying an article of
clothing that would reasonably lead to suspicion that you were a member
in the proscribed organization.'*®

While proscription and proscription-related offenses were at the heart
of the Terrorism Act 2000, the legislation gave prosecutors other powerful
counterterrorism tools as well. For example, the act placed an affirmative
duty on members of the public to report to the police information that
might enable them to prevent a terrorist attack. The act also made it an
offense to possess information that might be useful to terrorists, whether
or not the person having the information intended to use it for terror-
ist purposes.'*” And the act shifted the burden of proof in these types of
cases, requiring the person charged to demonstrate that he did not pos-
sess the information for any type of terrorist-related purpose.'® The 2001
act subsequently expanded a person’s obligation to report to authorities
information that might help prevent a terrorist attack. Under the 2000 act,
this duty was limited to information obtained in a work context, but the
2001 legislation made neglecting to report such information an offense
in any situation. Finally, the 2000 act criminalized various other actions,
including inciting terrorism overseas, engaging in terrorist training (either
in Britain or overseas), and providing instruction that might be helpful to
commit terrorist acts, such as in firearms or explosives.'*'

Are U.S. Changes More Far-Reaching?

The widespread perception in the United States and in Europe is that the
legal changes in the United States after September 11, particularly those
codified in the Patriot Act, are more dramatic than corresponding changes
in other democracies. This assessment is only partly accurate, and caused
by misperceptions of the Patriot Act. Many people believe inaccurately, for
example, that the most controversial U.S. actions—such as the detention
of enemy combatants at Guantanamo Bay—have been conducted under
the aegis of the Patriot Act.

In some respects German and British law enforcement authorities are
more constrained in counterterrorism investigations than are their U.S.
counterparts, but there are also aspects in which the German and British
legal changes have been more far-reaching than those made by the United
States. Consider the law enforcement technique of “grid searching” Grid
searching is a form of profiling that allows law enforcement to use sophis-
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ticated technological searches to identify individuals who match certain
“criminal” profiles. Grid searching was legal in Germany before Septem-
ber 11, but in most German states it was permissible only in the context of
“imminent danger” After September 11, some of these states made legisla-
tive changes in order to liberalize the use of this technique. For example,
one state now allows police to conduct this type of search when it is “nec-
essary for the preventive fight against crimes of considerable significance.”
Grid searching is now legal in several German states where it was previ-
ously prohibited.***

Both federal and state law enforcement agencies in Germany made
use of grid searching after September 11. As one search parameter, the
federal government targeted Muslim male students from certain coun-
tries between the ages of 18 and 40. This profile resulted in approximately
1,150 “hits,” which were followed up by additional police investigations.**?
Although German law enforcement agencies still consider grid searching
to be a potentially effective tool in combating terrorism, coordinating the
differing state legislation and nonexisting federal legislation on the sub-
ject has often proved time consuming and labor intensive. Nevertheless,
German security agencies are attempting to improve their grid searching
capabilities, and to devise a system that will allow for better-coordinated
nationwide searches.***

By contrast, a United States proposal to develop a comprehensive pro-
filing capability after September 11 met with far greater backlash than did
the German effort. The Defense Department created the Total Information
Awareness project, which was designed to search through publicly avail-
able data to identify patterns of activity that might indicate a terrorist plot.
Following considerable negative publicity, the Senate blocked funding for
the program in January 2003, effectively shutting it down at the time. The
German effort, though somewhat controversial, was allowed to proceed
and remained a legal technique used by law enforcement agencies.'** One
reason that German law enforcement agencies were able to utilize the grid
searching technique is that, in many cases, the German government has
more information about its residents than does the United States. Indi-
viduals living in Germany—both citizens and foreign nationals—have to
register their addresses and phone numbers with police, and must also
provide a list of all housemates. Germans are also required to notify the
police whenever they move.'** And Germany can now prosecute an indi-
vidual for being a member of a foreign terrorist organization, which is
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something that the United States still cannot do. In the United States, the
government must prove that an individual took some action on behalf of a
terrorist organization; membership alone is not a crime. The United States
has instead frequently relied on evidence that the person provided “mate-
rial support” to terrorists to achieve the same goals.

Nevertheless, there are still ways in which the German government’s
ability to gather information remains far more constrained than that of the
United States. German law enforcement agencies are limited not only by
Germany’s data protection laws—which remain the strictest in Europe—
but also by cultural resistance to governmental intrusion. Privacy rights
are explicitly written into Germany’s constitution (the “Basic Law”) and
the German Constitutional Court has affirmed this principle, ruling that
an individual has the right of “information self-determination”

As data protection is considered an important element of individual
privacy, Germany has created an entire bureaucracy whose purpose is
ensuring appropriate levels of protection of personal data. The Federal
Data Protection Commission, an independent federal agency, is charged
with overseeing the implementation of the Federal Data Protection Act. In
addition, every one of Germany’s sixteen states has its own data protection
laws overseen by a data protection commissioner. In late September 2001,
a proposal to create a law akin to the U.S. Freedom of Information Act,
which would allow Germans more access to government information, was
dropped.**’

Even where collecting data is legal, however, German law enforcement
agencies often encounter significant other difficulties. For example, the
German government’s profiling efforts after the September 11 attacks were
approved by the courts but generated privacy-related concerns and ran into
serious obstacles. As part of their investigation, police sent out requests to
approximately 4,000 companies requesting their personnel records. The
German government planned to match individuals who met terrorist-threat
profiles against the names of those who worked in industries identified as
interesting to terrorists, such as airlines and utilities. Few German compa-
nies—just 212 out of approximately 4,000—complied with the requests and
provided the government with their personnel files. This resistance came
despite serious pressure from the government. The BKA ultimately backed
down and informed the companies that providing the information would
be voluntary.**® In addition, the German government’s ability to obtain
financial records remains quite limited even in the course of legally autho-
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rized investigations. There exists no central database for private financial
accounts, and as a result, German law enforcement officers would have to
submit a request to every one of the thousands of banks to ensure that they
obtained complete information about a specific individual.'*

German privacy protections are not limited to personal data. The
government’s ability to conduct invasive criminal investigations is also
limited in other areas, such as wiretapping. In March 2004, the German
Constitutional Court ruled that parts of the 1998 wiretapping laws violated
aspects of the Basic Law that guaranteed a right to privacy. The 1998 law
had allowed police, for the first time, to place bugging devices in homes,
subject to court approval. The constitutional court was troubled that these
bugs would intercept protected conversations, such as those with close
family members, doctors, and religious figures. In order to justify such
intrusive surveillance, the court ruled that the government must demon-
strate that the crime was “particularly serious” and that the conversation
did not deserve protection. The court required the legislature to accom-
modate this ruling by changing the law within a certain time frame.'*°

As with Germany, British law provided its law enforcement agencies and
prosecutors with greater powers, in some areas, than had their counterparts
in the United States. Both the 2000 and 2001 antiterrorism acts of Parliament
increased the power of both law enforcement and prosecutors—in some
ways well beyond the Patriot Act. In fact, a number of the changes made
in Britain would likely be deemed unconstitutional in the United States.
Again, as with Germany; it is difficult to make broad assessments comparing
the changes, because there are also areas in which British legal authorities
remain far more constrained than those of the United States.

British law enforcement’s ability to stop and search people, without
specific suspicion, in designated “Section 44” zones represents a dramatic
increase in power, and not surprisingly, has been quite controversial. In the
United States, such a law would likely be deemed a violation of the Fourth
Amendment to the Constitution. The criminalization of any activity relat-
ing to a proscribed organization, including wearing a T-shirt associated
with the organization, would also run into constitutional roadblocks in
the United States, most likely as a violation of the First Amendment. Brit-
ish legal changes shifting the burden of proof in some terrorist cases from
the government to the defendant would likewise be problematic in the
United States. From a legislative perspective, however, the most far-reach-
ing British counterterrorism change was not related to law enforcement or
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prosecutors, but to the government’s immigration powers. Part IV of the
2001 act authorized the government to use immigration powers to indefi-
nitely detain in certain circumstances non-British citizens connected to
al-Qaeda. This power was later rescinded and replaced with a law grant-
ing the government authority to issue “control orders,” requiring suspects
to remain in a designated area. Both the initial and the more recent legal
changes go well beyond any legislative change made by the United States
since September 11. Although the United States has taken some extreme
measures in the war on terror, such as holding numerous individuals as
designated “enemy combatants” without charge, these actions have been
taken under the president’s executive powers—and have not been based
in legislation. In passing the 2001 legislation, the British government
explained the need for these powers by noting, “We reluctantly accept that
there may be a small category of persons who are suspected international
terrorists who cannot be prosecuted, extradited or deported and therefore
will have to be detained.”'*!

To understand the current state of British law in this area, some back-
ground on how the law developed over the past several years is helpful.
Part IV of the 2001 Antiterrorism Act allowed the Home Secretary to cer-
tify that certain foreign nationals were suspected international terrorists,
and to order that they be detained. In most immigration cases, this deten-
tion would be followed by a deportation order. However, there are cases in
which a person cannot be deported to his home country because of a fear
he will be tortured.'*? In these cases, Part IV allowed the British to detain
the individual indefinitely. The British have pointed out that these indi-
viduals are free to leave at any time, should they find a country willing to
accept them. In fact, there were several cases in which detainees left prison
after finding countries that would permit them to move there.'*’

Individuals detained under Part IV of the 2001 act were allowed to
appeal their detention to the Special Immigration Appeals Commission
(SIAC), which would determine, based on all of the available informa-
tion, whether there existed reasonable grounds for the detention. The sus-
pected terrorists were represented by a security-cleared “special advocate,”
authorized to view any classified information upon which the detention
was based, though the advocates were not permitted to discuss the secret
information with their clients.'** The 2001 act became even more contro-
versial when the SIAC ruled that even evidence obtained via torture in a
third country was admissible. The SIAC would consider the fact of torture
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in weighing evidentiary reliability, but the mere fact that it may have been
obtained through torture was not sufficient to exclude it.***

Recognizing that this aspect of the law was not compatible with the
European Convention for Human Rights (ECHR), Britain applied for a
derogation from its obligations, under Article 15(1) of the ECHR, which
grants a member state the ability to derogate from the convention in a time
of war or public emergency. This derogation was quite controversial, both
in Britain and elsewhere in Europe, because the United Kingdom was the
only one of the forty-one signatory states that derogated from the ECHR.
Nine detainees appealed the legality of the derogation to the SIAC. In July
2002, the SIAC ruled against the detainees, finding that Britain was a likely
target of a serious terrorist attack, including one with a weapon of mass
destruction. The SIAC also noted that Britain was the United States clos-
est ally, and that therefore the risk of an attack was so great that the deten-
tion powers were necessary.'*® The detainees appealed the decision to the
Court of Appeals, which upheld the SIAC’s judgment.'®’

The detainees then appealed the legality of their confinement to the
Law Lords, the British equivalent of the U.S. Supreme Court. In December
2004, the Law Lords ruled by an eight-to-one majority that British deroga-
tion from the ECHR in this case was illegal. The lords found that the law
itself was both discriminatory and not proportionate to the threat situa-
tion, since it applied only to non-British nationals. They ruled that since
the derogation was illegal, the ATCSA was incompatible with Britain’s
human rights obligations.’*® In response to that ruling, the Home Sec-
retary announced that the British would attempt to replace Part IV with
“control orders” These orders would allow the secretary to place a vari-
ety of restrictions on the movement, communication, and associations of
suspected terrorists against whom there were “grounds for suspicion.”**’
These orders, unlike the Part IV authorities, would apply to both British
citizens and foreign nationals and would require independent judicial
approval.'*® The new proposed legislation also allowed the Home Secre-
tary to impose control orders requiring, in certain circumstances, that an
individual remain in one place at all times. This specific type of control
order would require derogation from the ECHR as well as parliamentary
approval.'** The Home Secretary noted that while the British government
would prefer to prosecute suspected terrorists, there were some cases
where this was impossible; the control orders would only be utilized in
these unusual cases.'®* In February 2005, the control orders were intro-
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duced in Parliament as part of the Prevention of Terrorism legislation. The
proposal set off a heated debate, and encountered serious opposition in
the House of Lords, whose members demanded that the legislation “sun-
set” after one year and that the Home Secretary only be allowed to issue
control orders when there was the “balance of probability” that the indi-
vidual was a suspected terrorist.'®®

The debate over this issue took on an increased sense of urgency as
March 14, 2005, the date on which the Part IV powers expired, rapidly
approached. The issue came to a head when a British judge granted bail to
eight of the detainees several days before the expiration date.'®* The leg-
islation was passed soon after, with Prime Minister Blair agreeing to con-
duct a parliamentary review of the law after one year. The Home Secretary
immediately signed control orders for ten of the individuals who had been
previously detained at Belmarsh prison. These orders restricted the detain-
ees’ access to the internet and cell phones, limited their associates, and
imposed a strict curfew. The Home Secretary applied to the High Court
to approve these orders, as was required under the new legislation.'®® The
individuals subject to the orders were planning to challenge their legal-
ity, arguing that they violated human rights law.'® As of this writing, it
remains to be seen whether the various legal challenges will succeed.

While there are areas in which the British legislative changes have gone
further than those of the United States in increasing the authority of the
government to investigate, prosecute, and detain suspected terrorists,
there are also aspects of British counterterrorism law that remain quite
restrictive. One unique feature of British law was not changed in any of
the post-September 11 legislative packages. Britain remains one of the only
democracies in the world in which there is a ban on using intercepted
communications in court. There have been repeated proposals over the
past ten years to relax this ban, but no immediate change is in sight.'*’
While many inside and outside the British government believe that the
law should be changed, other influential voices disagree. Notably, the
interception commissioner, the individual charged with overseeing the
intelligence community’s use of its interception authorities, believes that
the disadvantages of changing the law would far outweigh the advantages.
In his view, putting this information into the public domain will damage
the ability of the intelligence services to gather such information in the
future. In addition, according to the commissioner, much of the informa-
tion gathered in this manner is of little use to a jury and would only make
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sense to someone with a deep knowledge of the subject area.'*® Given his
responsibilities and stature, it appears likely that the interception commis-
sioner will prevail in this debate and that the ban will remain intact.

This unique aspect of British law illustrates why it is often so difficult to
compare one legal regime to another. Since September 11, pundits through-
out the world have opined on how far-reaching the Patriot Act is and the
extent to which it infringes on civil liberties. The far more nuanced reality
is, unfortunately, not well understood by the public or the media. A more
in-depth review reveals that while aspects of the Patriot Act are far-reach-
ing, there are also respects in which other countries such as Britain—and
even more surprisingly, Germany—have enacted laws giving their pros-
ecutors and law enforcement officials even greater power.
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Mixed Results with the
Preventive Approach

T HAS BEEN DIFFICULT TO GAUGE THE SUCCESS OF THE

U.S. shift in counterterrorism strategy since September 11 toward

a more preemptive approach. The topic has been the subject of

heated rhetoric from all sides. The Justice Department maintains

that it has been incredibly successful in both preventing attacks—
noting that none have occurred in the United States since September
11—and in prosecuting suspected terrorists. In July 2004, for example,
the Justice Department released a paper titled “Report from the Field:
Patriot Act at Work.” Intended to boost support for the Patriot Act,
the report claimed that of the 310 individuals charged since September
11 in terrorism cases, 179 had been convicted.! In announcing these
figures, Attorney General John Ashcroft referred to the Patriot Act as
“al-Qaeda’s worst nightmare.”* On the other hand, the Justice Depart-
ment’s critics claim that the department has exaggerated the terrorist
threat, selectively targeted and prosecuted Muslims, and had few, if
any, successes in prosecuting actual terrorists.> Critics have frequently
pointed to a spate of reports since September 11 charging that the Jus-
tice Department has inflated statistics to create an appearance of coun-
terterrorism success.*

The reality is, not surprisingly, somewhere in between. Overall, the Jus-
tice Department has had a very mixed record in this arena since Septem-
ber 11.° While the department has had some important counterterrorism
successes, including both judge and jury convictions and plea bargains
resulting in long sentences, it has also discovered that the paradigm shift
from reaction to prevention is a very difficult challenge. There have been
cases in which defendants have been acquitted of terrorism charges, where
convictions have been later overturned, and where terrorism charges have
been dropped.

It has likewise been difficult to gauge the success of British and German
prosecutors and law enforcement agencies in their preventive counterter-
rorism efforts, but for different reasons. While Britain and Germany have
arrested and charged hundreds of individuals in the course of counterter-
rorism investigations since September 11, many of these cases are still pro-
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ceeding slowly through the respective systems and have not been resolved.
What is clear from those cases that have been concluded, however, is that
each country—Germany even more so than Britain—has had a very mixed
record since September 11 in targeting suspected terrorists. There have
been cases in which both countries have successfully prosecuted danger-
ous individuals clearly affiliated with Islamic terrorist organizations, but in
many other cases the outcome was far less successful.®

Successful Prosecutions

The United States, Germany, and Britain have each had important terror-
ism-related convictions since September 11. The United States boasts by far
the largest number of convictions, with almost 200 as of July 2004, accord-
ing to the Justice Department. While critics have challenged both the
number and the quality of these convictions, the fact remains that there
have been many successful counterterrorism prosecutions. The British
have had fewer—but not a few—successes, with 17 individuals convicted
under the 2000 Terrorism Act by December 2004.” Germany does not
release comparable terrorism statistics, which makes a direct comparison
more difficult. While the number of successful prosecutions in Germany
appears to be far lower than in either the United States or Britain, the Ger-
mans have had at least several important convictions in cases related to
Islamic terrorism.

The United States has obtained both judge and jury convictions in a
number of terrorism cases since September 11. In April 2005, for example,
Ali al-Timimi, a Virginia imam, was convicted by a jury on all ten counts
relating to his inciting supporters to prepare for jihad against the United
States. Less than a week after the September 11 attacks, Timimi preached
to his supporters that “the time had come for them to go abroad and join
the mujahideen engaged in violent jihad in Afghanistan”® A month before
Timimi’s conviction, a New York jury convicted Yemeni Sheikh Muham-
mad Ali Hasan al-Moayad and his assistant Muhammad Mohsen Yahya
Zayed of conspiring to provide material support to both Hamas and al-
Qaeda, including help with fundraising and financing.” American juries
have also found other defendants guilty of terrorism-related charges,
including Lynn Stewart. Stewart was the lawyer for Omar Abdel Rahman,
also known as the “Blind Sheikh”; she was convicted of material support
for terrorism for facilitating communication between the prison-bound
Sheikh and his followers.*
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The United States obtained judicial convictions against three of the
defendants in the so-called “Virginia jihad” case. They and eight other
defendants were charged on a variety of counts for their alleged prepara-
tion for holy war. Three of the defendants believed they could not get a fair
jury trial in northern Virginia, and waived their Constitutional right to a
jury trial.'! The federal judge who therefore heard the case convicted the
three men on a variety of charges, including conspiracy to levy war against
the United States, and conspiracy to provide material support to the Tal-
iban and Lashkar-e-Taiba."?

In addition to the successes in the courtroom, the United States has
reached plea agreements with a number of defendants in terrorism cases,
many of whom were subsequently sentenced to lengthy prison terms.
Among these are:

m “Shoe bomber” Richard Reid, who was sentenced to life in prison for
attempting to blow up an American Airlines jet during a flight from
Paris to Miami;

m Six U.S. citizens in Lackawanna, New York—better known as the “Lack-
awanna Six”—who trained in al-Qaeda camps in the spring and sum-
mer of 2001, and were sentenced to prison terms of between seven and
ten years after pleading guilty to terrorism-related charges, and;

m Iyman Faris, the Ohio truck driver who pleaded guilty and was sen-
tenced to twenty years in prison for scouting out potential U.S. targets
for al-Qaeda.”

The British have also obtained jury convictions in several prosecutions
of Islamist terrorists. In April 2005, after a lengthy trial that cost an esti-
mated twenty million pounds, a jury convicted suspected terrorist Kamel
Bourgass.'* Bourgass, an al-Qaeda-trained Algerian, was found guilty of
murdering the policeman he stabbed during a police raid, and also of
conspiracy to cause public nuisance with explosives or poison. The jury
could not reach a verdict on the charge of conspiracy to murder.’> After
the final verdict, the judge stated, “Had the operation come to fruition,
the resulting fear and disrupting with the potential for injury and wide-
spread panic would have been substantial.”'® Bourgass conceded during
the trial that he had helped another individual write the poison recipe
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found by police in a London apartment, but said that it was intended for
use by villagers in Algeria in the event that they were attacked by terror-
ist groups.’” The jury did not believe Bourgass’s claims and he was sen-
tenced to life imprisonment for stabbing the policeman—and received
an additional seventeen years for his involvement in the poison plot.*®
As will be discussed later, however, this case was far from a complete
success, as the British prosecutors failed to bring charges against Bour-
gass’s eight co-defendants.

The British were also successful in prosecuting a radical cleric for incit-
ing violence. Sheikh Abdullah el-Faisal, an associate of notorious Islamist
imam Abu Hamza al-Masri, frequently gave inflammatory speeches in
which he told his supporters that it was their duty to kill Americans, Jews,
and Hindus. El-Faisal also supported the use of chemical weapons in the
context of jihad. He was charged for soliciting murder, and was convicted
by a jury in March 2003 and sentenced to nine years in prison.'’

At least one terrorist in Britain with ties to al-Qaeda also pleaded guilty
for his role in a terrorist plot.>® Sajid Badat, a British-born Muslim who
was an associate of shoe bomber Richard Reid, pleaded guilty to conspir-
ing to blow up an aircraft. Underscoring the significance of the case, the
British press referred to the trial as the “first major prosecution of an al-
Qa’ida associate in the UK since 9/11” Like Reid, Badat had apparently also
planned to blow up a U.S.-bound plane with a shoe bomb, but changed
his mind several days before the scheduled date and withdrew from the
operation. British authorities believe that Badat became radicalized in the
late 1990s at a London mosque and then spent two years in Afghanistan at
al-Qaeda training camps before returning to Britain.*!

Germany does not use a jury system, but has also obtained some judi-
cial convictions in post-September 11 prosecutions of Islamist terrorists.
In November 2003, Shadi Abdallah, a twenty-seven-year-old Palestinian
born in Jordan, was sentenced to a four-year prison term by a German
court. Abdallah, who was arrested by German authorities in April 2002,
confessed that he was a member of Abu Musab al-Zarqawi’s al-Tawhid
organization. He also acknowledged that he and other Tawhid members
had planned to attack Jewish targets in Germany. In fact, when he entered
Germany, in preparation for the attacks, Abdallah brought with him hand
grenades and a gun with a silencer. Abdallah also testified that he had
spent time at al-Qaeda’s training camps in Afghanistan, where he received
military and terrorist training, and even served as bin Laden’s bodyguard
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for several weeks. Trials against other Tawhid members in Germany are
still pending as of this writing.*

The Germans also successfully prosecuted four individuals arrested
before September 11 for terrorist activity. These Algerian individuals were
arrested in December 2000 and charged with plotting to attack targets at
the Christmas Market in Strasbourg, France. During a search of the sus-
pects” apartment, police found a cache of weapons, chemicals, and detona-
tors. In March 2003, a German court found the four guilty of conspiracy to
commit murder and carry out a bombing. They were sentenced to prison
terms of ten and twelve years.”> The case was not a complete success, how-
ever; one of their associates, Boudid-Abdelkader O, was tried separately
and acquitted.

Even in many of their successful terrorism prosecutions, the United
States, Germany, and Britain encountered serious problems, difficulties
that illustrate how challenging it can be to prove terrorism-related charges
in the criminal justice context.

For example, British authorities arrested two Algerians soon after Sep-
tember 11, charging them with a variety of offenses, including terrorism-
and nonterrorism-related crimes. The terrorism charges were for offenses
named under the Terrorism Act 2000: specifically, being a member of a
proscribed organization and raising funds for terrorist organizations. The
two Algerians moved to Britain in 1997 and began recruiting young British
Muslims for the jihad, helping them travel to Afghanistan for training. The
two also raised money for al-Qaeda through a credit card fraud scheme
and provided other logistical support for potential operatives, including
false passports and other documentation. The prosecution decided, how-
ever, to drop the terrorism charge of membership in a proscribed organiza-
tion after determining that it would be too difficult to prove. Al-Qaeda, the
prosecutors noted, did not have a command structure, as did groups like
the IRA. The prosecutors proceeded on the terrorism-financing charges
and on some of the more minor criminal charges, such as credit card and
passport fraud.**

The two men were ultimately convicted of these charges and sen-
tenced to eleven years in prison. Terrorism expert Rohan Gunaratna
stated that despite the conviction, dropping the membership charge was
a “major blow” and added, “What’s the point of all of this effort to draft
a new terrorism act if they can’t deal with terrorists who they want to
prosecute?”?
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There have also been successful terrorism prosecutions in the United
States in which some of the terrorism charges have been dropped or
dismissed. For example, in the Virginia jihad case, the judge dismissed
against defendant Hammad Abdur-Raheem a charge that he had assisted
the other defendants in training in Pakistan, since Abdur-Raheem himself
had not actually trained there. In dismissing the charge, the judge stated
that the links prosecutors tried to prove were “too disconnected.”** Abdur-
Raheem was still convicted on another three counts, including conspiring
to provide material support to Lashkar-e-Taiba, conspiracy, and firearms
conspiracy.”’

The case of suspected September 11 conspirator Zacarias Moussaoui
provides the most valuable example of how difficult it can be to prosecute
suspected terrorists, even in cases with successful outcomes. On August
15, 2001, the FBI initiated an investigation of Moussaoui, a flight student
in Minnesota. An FBI agent discovered that Moussaoui had jihadist beliefs
and that he could not provide a plausible explanation for the origin of the
$32,000 in his bank account. The agent concluded that Moussaoui was an
“Islamic extremist preparing for some future act in furtherance of radical
fundamental goals.” The INS detained Moussaoui on immigration grounds,
and a deportation order was signed on August 17, 2001.>®* Moussaoui was
indicted on December 11, 2001, and charged with six separate counts relat-
ing to his alleged participation in the September 11 attacks.” Moussaoui,
according to the indictment, followed many of the same patterns and took
many of the same steps as the hijackers themselves.** In April 2005—more
than three-and-a-half years after he was first arrested—Moussaoui pleaded
guilty to all six counts, including conspiracy to commit acts of terrorism
transcending national boundaries, conspiracy to commit aircraft piracy,
and conspiracy to use weapons of mass destruction.>*

As is discussed at greater length below, during the course of the three-
and-a-half-year litigation, Moussaoui managed to tie the system in knots,
with the proceedings including numerous appeals by both him and the US.
government on a variety of different issues. The most time-consuming and
difficult issue was Moussaoui’s requests for access to captured al-Qaeda
members. This issue is at the heart of the difficulties in prosecuting sus-
pected terrorists. It raises two important constitutional issues—a defendant’s
right to a fair trial, and the government’s need to be able to fight terrorism
effectively. Balancing these two interests is an extremely difficult challenge,
as became clear at many points during the Moussaoui litigation.
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Less Successful Prosecutions

While the difficulty of prosecuting suspected terrorists is even evident
from some of the cases with successful outcomes, the obstacles have been
far more clear in the many terrorism prosecutions in which the United
States, Germany, and Britain have not ultimately succeeded. The results in
these cases have varied widely, and it is hardly accurate to categorize all of
them as “failures” In some of these cases, the government in question was
still able to obtain convictions for nonterrorism-related crimes, while in
others the prosecution failed entirely and the defendants were ultimately
acquitted on all counts. There have also been apparent successes in which
convictions on terrorism-related charges have later been overturned.
Finally, in many cases, the government did not even bring charges against
individuals initially arrested for terrorism-related activity. The following
sections explore cases whose outcomes have been less than successful.

Acquittals on all charges. In the United States, both juries and judges
have acquitted Islamic terror suspects of all charges in several high-pro-
file cases. For example, an Idaho jury acquitted of all charges Sami Omar
al-Hussayen, a Saudi graduate student in the United States who had been
charged with conspiracy to provide material support of resources to Hamas
and other violent jihadists. The government alleged that al-Hussayen cre-
ated and operated websites on behalf of the Islamic Assembly of North
America (ISNA), and two radical Saudi sheikhs. Al-Hussayen, according
to the indictment, knew that his computer services would be used to raise
funds for the jihad in Israel, Chechnya, and elsewhere and “conspired to
conceal the nature of his activities” Al-Hussayen was also charged with
moderating an e-mail group for people interested in participating in the
violent jihad, and with providing money and equipment to Hamas.**

In announcing the indictment of al-Hussayen on terrorism-related
charges, Ashcroft stated that the case would provide Americans with a
glimpse of the terrorist threat, a threat Ashcroft said “[is] fanatical, and it
is fierce””** The case started out strong. In the opening arguments, the fed-
eral prosecutor portrayed al-Hussayen to the jury as someone with a “dual
persona: one face to the public and a private face of extreme jihad.” Follow-
ing the trial, one juror told the Seattle Times that after the opening state-
ments he thought to himself that al-Hussayen would be in jail for life.**
The case quickly unraveled. At one point, the judge threw out some of the
government’s evidence tying al-Hussayen to ISNA, subsequently warning



Michael Jacobson 83

the prosecutors that he would dismiss the case unless they could clearly
demonstrate that al-Hussayen was responsible for the “terrorist” material
on the websites. The judge also told the prosecutors, “When you make
broad assertions to this court, make sure you know what you're talking
about”** Al-Hussayen was ultimately acquitted of all charges against him.
In this case, at least one juror made clear that he considered the verdict a
complete vindication for al-Hussayen, stating after the case that “there was
not a word spoken that indicated he supported terrorism. ... It was a real
stretch”*

A jury also acquitted one of the defendants of all charges in the Detroit
“sleeper cell” case, which is considered at greater length below. Farouk
Ali-Hamoud had been charged for his alleged participation in a terrorist
conspiracy and also with document fraud.’” Another defendant, Ahmed
Hannan, was acquitted of the terrorism charge, but convicted for the non-
terrorism-related offense of document fraud. Two other defendants were
convicted on both terrorism and nonterrorism-related charges, but as will
be discussed later, their convictions were later overturned.*

A federal judge, and not a jury, acquitted one of the “Virginia jihad”
members of terrorism charges. Sabri Benkhala was charged with supply-
ing services to the Taliban by virtue of his fighting in Afghanistan, but was
ultimately acquitted. In acquitting Benkhala, the judge in the case made
clear that she did not believe that the prosecutors had proved that the
defendant was guilty of the terrorism-related charges.>* The case against
another one of the Virginia jihad members did not even make it that far.
Caliph Basha Ibn Abdur-Raheem had faced charges of conspiracy and
firearms violations for his alleged activities in connection with Lashkar-e-
Taiba. The judge threw out the charges against Abdur-Raheem before trial,
saying that there was no evidence that he was preparing for jihad, as the
prosecutors had alleged.*

The United States encountered similar difficulties with another terror-
ism prosecution. Two individuals in Albany, New York—Yassin Aref and
Mohammed Hossain—were arrested on charges of conspiracy, money
laundering, and providing material support to terrorism. Aref was the
imam of a mosque in Albany, while Hossain was one of the mosque’s
founders. According to the indictment, the two attempted to purchase a
shoulder-fired missile that would then have been used to assassinate Pak-
istan’s ambassador to the United Nations.*' The government successfully
argued after their arrest that the two should be denied bail, in part because
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an address book had been found in an Iraqi terrorist camp that included
a reference in Arabic to Aref as “the commander.” The government later
acknowledged that a mistake had been made in the translation and that
the word in the address book was actually Kurdish, not Arabic, and meant
“brother” and not “commander” In response to this revelation, the judge
ordered the two released from jail, and instead made them subject to
home arrest. In issuing this ruling, the judge made clear that his views on
the case had changed significantly. The judge stated that “the evidence in
this case appears less strong today” and that there was no evidence to sup-
port the U.S. government’s contention that either of the two defendants
had terrorist ties.**

The British have also had a number of defendants acquitted of all
counts in terrorism prosecutions. In one of the most severe and highly
publicized blows to British counterterrorism efforts, in April 2005 eight
out of nine terrorist suspects were cleared of terrorism-related charges.
The only person convicted was Kamel Bourgass, who, as discussed above,
was convicted for fatally stabbing a police officer during the raid, and
for terrorism-related offenses. British police arrested in January 2003 the
nine original defendants—including Bourgass—after receiving a tip that
one of these individuals was planning to plant poison in various loca-
tions around London. During one of the raids conducted in the course
of this investigation, police found recipes and the ingredients for making
a variety of poisons, including anthrax and cyanide. Police also discov-
ered instructions on how to transform the poisons into a more lethal
gaseous form. Government scientists stated that though no actual poi-
son was found in the house, the evidence demonstrated in their view
that efforts had been made to produce a poison. When applying the dis-
covered recipes, scientists were able to produce enough poison to kill
hundreds of people.*’ Despite the scientific testimony, a jury acquitted
four of the defendants, and prosecutors subsequently decided to drop
the charges against the other four defendants.**

The British also failed in their efforts to convict three defendants in a
case stemming from a suicide attack on a bar in Tel Aviv by two British cit-
izens. During their post-attack investigation, the British police discovered
that one of the bombers had sent his wife in Britain an e-mail stating, “We
did not spend a long time together in this world but I hope through Allah’s
mercy ... we can spend eternity together.” Based largely on this communi-
cation, the British charged the bomber’s wife, brother, and sister for fail-
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ing to report information that might have prevented a terrorist attack—an
offense included in the 2000 Terrorism Act. The wife claimed that she did
not know what her husband was planning, and that she believed that her
husband was merely letting her know in the e-mail that he was leaving her.
Ultimately, the wife was acquitted, and jurors could not agree on a ver-
dict for the brother and sister. The British government planned to retry the
brother and sister on the same charges.*

Finally, in August 2002, a British jury acquitted Sulayman-ul-Abidin of
terrorism charges, in a case with similarities to the al-Hussayen prosecu-
tion in Idaho. Abidin was arrested several weeks after the September 11
attacks for running a website that prosecutors claimed was a recruiting
effort for the jihad. The site, called the “Ultimate Jihad Challenge,” which
advertised itself as “Britain’s first Islamic threat assessment unit,” offered a
two-week firearms training course in the United States. The government
became even more suspicious of Abidin when articles about al-Qaeda
and bin Laden were discovered in a search of his laptop computer. Abidin
disputed the government’s contention that he was supporting terrorism,
arguing that he was merely running a security service. A jury agreed with
Abidin, acquitting him on all charges.*¢

In Germany as well, multiple terrorist suspects have been acquitted of
all counts after lengthy trials. The highest profile case involved “Hamburg
cell” associate Abdelghani Mzoudi. In May 2003, Mzoudi was charged for
his alleged role in the September 11 attacks. He was charged with being
an accessory to murder and with membership in a terrorist organization.
The prosecutor’s office, in a released statement, argued that Mzoudi was
involved in the preparation of the attacks and had also helped the cell
members conceal their travel.” Toward the end of the trial, however, the
BKA—as required by law—reported to the court a piece of what it deemed
to be exculpatory evidence.*® The BKA report said that there was cred-
ible intelligence from an “unidentified informer” that out of the Hamburg
group, only hijackers Mohammed Atta, Marwan al-Shehhi, Ziad Jar-
rah, and facilitator Ramzi Binalshib were involved in the planning of the
attack. According to this source, the four of them did not talk to any oth-
ers—including Mzoudi—about actual terrorist operations. Based on this
report, the court released Mzoudi from custody and he was later acquitted
of the charges against him.*

As was mentioned earlier, one of the defendants in the Strasbourg
Christmas market case was also acquitted of terrorism offenses. A Frank-
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furt court found Algerian Boudid- Abdelkader O innocent of membership
in a terrorist group. The case against him was plagued by problems from
the outset, and the eventual outcome was not surprising. He had initially
been jointly charged with the other defendants for planning the attack
on the Christmas market. When the prosecutors realized that it would
be difficult to prove his complicity in the attack, they decided to try him
separately from the other defendants. The prosecution then reduced the
charges against him, dropping the allegation that he had assisted in the
planning of the attack and charging him only with prior knowledge of the
plot. He was eventually acquitted by the court of this charge as well.>®

Success with prosecuting nonterrorism offenses. In many other cases,
Germany, Britain, and the United States have failed to prove terrorism
charges, but have succeeded on other grounds. An example of such a case
in the United States was the prosecution of Enaam Arnaout, director of
Benevolence International Foundation (BIF), a nongovernmental organi-
zation incorporated in 1992 in Illinois and describing itself as “devoted to
relieving the suffering of Muslims around the world.” BIF received, accord-
ing to its IRS filing, more than $15 million in donations from 1995 to 2000.
Enaam Arnaout became the director of BIF in 1993.%

The FBI began investigating BIF in 1998, based on foreign intelligence
reports that Arnaout was providing logistical support for jihadists. By
September 11, FBI agents believed that BIF had ties to al-Qaeda and was
supporting jihad (though the agents did not believe at the time that they
could prove a criminal case against either Arnaout or BIF). On Decem-
ber 14, 2001, the Treasury Department’s Office of Foreign Assets Control
(OFAC) froze BIF's assets, using a provision of the Patriot Act that allowed
the government to do so, during the “pendency of an investigation.” That
same day, the FBI conducted a search of BIF offices in Chicago.”* Arnaout
was indicted by a grand jury in October 2002 and charged with several
criminal counts, including conspiracy to provide material support to ter-
rorists, money laundering, wire and mail fraud, and conspiracy to engage
in a racketeering enterprise. In a Chicago press conference announcing the
indictment, Attorney General Ashcroft stated that Arnaout was accused of
concealing from the government and others his relationship with al-Qaeda,
Osama bin Laden, and other terrorist organizations. Ashcroft noted, “It is
chilling that the origins of al-Qaeda were discovered in a charity claim-
ing to do good,” adding that “it is sinister to prey on good hearts to fund
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the works of evil” Ashcroft went on to say, “There is no moral distinction
between those who carry out terrorist attacks and those who knowingly
finance terrorist attacks” He vowed that the U.S. government would find
the sources of “terrorist blood money” and shut them down.*®

Arnaout ultimately pleaded guilty to conspiracy to engage in racketeer-
ing—a serious, but nonterrorism-related felony charge. The government
asked the court, however, to apply the terrorist sentencing guidelines,
which would have resulted in a far longer sentence. In denying the gov-
ernment’s request, the court noted, “Arnaout does not stand convicted of
a terrorist offense. Nor does the record reflect that he attempted, partici-
pated in, or conspired to commit any act of terrorism.”**

In Germany, a suspected Islamic terrorist named Ihsan Garnaoui was
acquitted of terrorism charges after a lengthy trial, but was convicted of
other offenses. Garnaoui was arrested in Germany on March 20, 2003, the
first day of the war in Iraq. The timing of the arrest was not a coincidence,
as prosecutors believed that Garnaoui was planning attacks for when the
long-anticipated war would begin.** During a search of Garnaoui’s apart-
ment, German investigators found computer files with detailed bomb-
making diagrams, as well as materials that they believed could have served
as timers for a bomb.?® Garnaoui was accused of attending an al-Qaeda
training camp in Afghanistan, and of recruiting individuals in Berlin to
carry out attacks against Jewish and U.S. targets in Germany.*” Though
ultimately convicted of illegal weapons possession and tax evasion, Gar-
naoui was acquitted of terrorism-related charges.*® Prosecutors announced
that they would appeal the decision.

Overturned convictions. Both Germany and the United States have had ter-
rorism convictions overturned. The example in the United States occurred in
the Detroit “sleeper cell” case, in which five defendants were originally charged
with operating as a “covert underground support unit for terrorist attacks,” as
well as a “sleeper” operational cell. They were accused of conspiring to provide
material support and resources to those plotting to conduct terrorist attacks
in Jordan, Turkey, and the United States. These charges were based on docu-
ments found by the FBI in the defendants” possession, including airport iden-
tification badges, other false identification, and a day planner that contained
references to the “American base in Turkey,” the “American foreign minister,
and “Alia airport” in Jordan. This day planner also included sketches of what
an FBI agent said appeared to be an airport flight line.*
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The case received a great deal of media and public attention, in part
because of comments from top U.S. officials. Attorney General Ashcroft
began promoting this case soon after the initial arrests were made in Sep-
tember 2001. At a press conference in October 2001, Ashcroft said that the
men were “suspected of having knowledge” of the September 11 attacks—a
charge that was quickly withdrawn.®® During the trial, Ashcroft praised a
government witness in the case on at least two occasions, referring to his
cooperation as a “critical tool” in the war on terror.®' The case received
even more attention when President Bush himself pointed to it (follow-
ing the convictions of two of the defendants on terrorism charges) as an
example of an investigation that had “thwarted terrorists.”®*

After the two convictions, a new prosecutor on the case produced two
pieces of exculpatory evidence that had not been given to the defense. One
of those was especially troubling, in that it called into question the reliabil-
ity of the government’s most important witness. The judge then ordered the
government to formally review the case and to produce a report. In August
2004, the Justice Department issued the report, which seriously undermined
the strength of its own case, even referring to it as a “three-legged stool” At
that point, the Justice Department took the rather unusual step of moving to
have the two defendants’ convictions on the terrorism charges overturned.®’
In early September 2004, the judge threw out the terrorism-related convic-
tions, noting that while prosecutors must be innovative in prosecuting ter-
rorists, they must not act “outside the Constitution,” which the judge said
had occurred in this case. The judge also accused the prosecutors of having
developed a theory on the case, and that they then “ignored or avoided any
evidence or information which contradicted that view”**

The overturned terrorism conviction in Germany occurred in the case
of Munir al-Motassadeq, an associate of Mzoudi and the “Hamburg cell”
members. In August 2002, al-Motassadeq was charged with conspiracy to
commit murder for his alleged role in the September 11 attacks, and also
with being a member of a domestic terrorist organization. In all, he was
charged with 3,066 counts of being an accessory to murder, based on the
number of victims who died in the September 11 attacks.®® The prosecutors
contended that al-Motassadeq was a member of the group that planned
the attacks, and that he helped provide logistical support for the hijack-
ers while they were in the United States.®® Al-Motassadeq denied advance
knowledge or having played any role in September 11.°” After a lengthy
trial, al-Motassadeq was convicted by a panel of German judges and sen-
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tenced to fifteen years in prison. Soon after that conviction, Mzoudi was
acquitted of almost identical charges. Al-Motassadeq appealed his convic-
tion, stating that his right to a fair trial had been compromised because
the court did not have access to the information provided by the BKA in
Mzoudji’s trial. The appeals court granted al-Motassadeq’s appeal and over-
turned his conviction.®®

While Britain has not had terrorism convictions overturned, the pros-
ecution efforts in one case did bear notable similarities to the “sleeper
cell” case in Detroit. A man known to the court as “Ashraf” was charged
by the British government under the 2000 Terrorism Act with possess-
ing various terrorist materials, including information on how to build a
bomb. Ashraf was arrested in June 2003 and was being held at Belmarsh,
the infamous prison where the Part IV detainees were imprisoned. During
the trial, it became clear that there was no fingerprint evidence connecting
the defendant to the relevant “terrorist” materials. Ashraf pleaded guilty
to having a false passport, but was not convicted of the terrorism charges.
In announcing the sentence for the passport offense, the judge was highly
critical of the prosecution’s efforts in the case. The judge argued that the
case had a “bad history” and that the prosecution’s strategy had “shifted
and changed.” The prosecution had also handled the trial exhibits poorly
and failed to disclose evidence to the defense in a timely manner. Despite
the problems in the case, the judge noted that the government had still
treated Ashraf as a “category A” prisoner in Belmarsh. In the view of the
judge, “This ought to be a matter of real concern to those who have overall
charge of this prosecution” The judge asked prosecutors to relay his con-
cerns to their superiors.*®

No charges and dropped charges. While the United States, Germany,
and Britain have all encountered serious trial obstacles in terrorism prose-
cutions, many other cases have never even made it to trial. All three coun-
tries have arrested individuals for suspected involvement in terrorist activ-
ity, but ultimately neglected to bring criminal charges against them.

Many examples of this have occurred in the United States. In one Octo-
ber 2001 incident that received considerable publicity, the FBI detained
as material witnesses eight Egyptian nationals who were living in Evans-
ville, Indiana. The arrests were based on what turned out to be a bogus tip.
The FBI never filed criminal charges in the case, and in the end issued a
public apology to the eight, asking a federal judge to expunge their arrest
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records.”® In another highly publicized case, the FBI arrested Oregon law-
yer Brandon Mayfield as a material witness in the Madrid train bomb-
ings. Spanish authorities had sent photographs of fingerprints found at the
crime scene to law enforcement agencies throughout the world, includ-
ing the FBI. The FBI believed that Mayfield’s fingerprint matched the one
in the photograph, and alerted Oregon authorities. Mayfield was released
without charge when it turned out that the fingerprint was not, in fact,
his.”* Many others, in less publicized cases, have also been arrested by the
U.S. government, only to be later released without charge.

In numerous cases in Britain and Germany, police have arrested indi-
viduals in the course of their counterterrorism investigations whom they
subsequently released either without charge or after dropping the charges
against them.” As discussed earlier, from September 11 to the end of 2004,
British authorities arrested more than 700 people under the 2000 Ter-
rorism Act powers. Almost half of these individuals were subsequently
released without any charge.”® For example, in March 2003, British police
arrested eight men in Derbyshire under the 2000 Terrorism Act powers.
They were arrested based on their connections to Omar Sharif, a British
national who attempted to commit a suicide attack in Israel, but failed
when his bomb did not explode. All eight were subsequently freed without
charge.”* In another case, three individuals were arrested under the Ter-
rorism Act powers for their suspicious activity near the headquarters of
GCHQ, a British national security agency. They, too, were later released
without charge.” The history is similar in Germany.”® For example, Ger-
man authorities released one of the individuals detained for the alleged
plot to assassinate interim Iraqi Prime Minister Iyad Allawi.”’

While many of the individuals detained during counterterrorism investi-
gations by the U.S,, British, and German governments have been eventually
released, the inability of the government to bring terrorism charges does not
always lead to the suspects’ release. Britain and Germany both employ ver-
sions of the U.S. “spitting on the sidewalk” approach, and often use any legal
tools at their disposal to neutralize suspected terrorists. These tools include
immigration powers and the use of nonterrorism-related criminal statutes.

Are failed prosecutions always an indication of innocence? As will
be considered at length later, the mixed results and problems encountered
by governments in terrorism prosecutions have led to a great deal of criti-
cism from the media and general public. Some of this criticism is certainly
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fair, and innocent people have been caught up in aggressive law enforce-
ment efforts. However, the fact that an individual is not convicted on ter-
rorism charges should not necessarily be viewed in every case as a com-
plete vindication. Although in many cases defendants have been found to
be innocent of the charges against them, in other cases troubling informa-
tion has persisted about individuals’ ties to terrorism that the government
was unable to prove in a criminal trial. In fact, there have been cases where
the terrorism charges have failed, but where the judges have made clear
that they remain deeply concerned about an individual’s terrorism con-
nections. In other cases, government officials have remarked that despite
the failed terrorism charges, they are still suspicious that the individual is
involved in terrorist-related activity.

In the “Virginia jihad” case, for example, the judge remarked after
acquitting Benkhala of the terrorism charges that she did not consider it
to be a complete vindication. The judge stated that while prosecutors had
demonstrated that Benkhala was very interested in “violent jihad,” they
had not proved beyond a reasonable doubt that Benkhala actually traveled
to Afghanistan and fought with the Taliban. The judge added that she was
disturbed nonetheless by Benkhala’s conduct, noting, “This business about
violent jihad and it being part of what good Muslims view as part of their
religion, I have to say it troubles this court greatly and I hope it troubles
some of you”’® In addition, in throwing out the terrorism charges against
another one of the defendants before trial, the judge issued a somewhat
cautionary note, stating that although the charges were being dismissed,
the defendant did appear to believe in a “radical form of Islam.”’

In several of the acquittals in Germany, judges made similar comments
about the defendants at the end of the trial. In acquitting Thsan Garnaoui
of terrorism charges, the judge said that while prosecutors had failed to
prove their case, the court was still convinced that Garnaoui supported
violence and had come to Germany intending to commit at least “one
attack with explosives.”®*® The judge went on to say that Garnaoui did not
“just have evil thoughts, but also wanted to transform those thoughts into
action.” The judge remarked that the court could not go further in its rul-
ing, however, because the prosecutors did not prove that Garnaoui was a
recruiter for a terrorist organization, noting, “General discussions about
the question of whether one may take violent action against ‘nonbelievers’
does not constitute (attempted) creation of a terrorist group.”®' The judge
in the Mzoudi trial also made clear, upon finding Mzoudi not guilty of
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terrorism charges, that the court was not persuaded of his innocence, but
rather that he was being acquitted merely because of the lack of evidence.®?
Finally, in the trial of Boudid-Abdelkader O, the judge acquitted him on
terrorism charges but denied him compensation for the period he spent in
prison prior to the trial. The judge defended this decision by noting that
defendant had been “grossly negligent” in drawing suspicion to himself
by attending a training camp in Afghanistan and by associating with the
other defendants in the case.®

A judge in Britain made a similar remark at the conclusion of a failed
terrorism prosecution, questioning the innocence of the defendants. In this
case, four individuals with connections to the “ricin” poison-recipes case
were originally charged with terrorism- and chemical-weapons-related
offenses. The prosecution ultimately dropped the terrorism and chemical
weapons charges against two of the defendants, leaving only the offense
of possessing false passports. The defendants pleaded guilty to that count.
Despite the fact that the more serious charges were dropped, the judge
in the case clearly still considered the two to be quite dangerous, recom-
mending that they be deported after serving their prison time because he
believed that they were “a detriment to this country”®*

In a number of other unsuccessful terrorism prosecutions, it was not
the judge but government officials who indicated their continued concern
about the defendants’ terrorism connections. While comments from gov-
ernment officials with a stake in the outcome carry less weight than those
made by independent judges, they are still worth noting. In the U.S. gov-
ernment’s case against Arnaout, for example, after Arnaout pleaded guilty
to a nonterrorism felony charge, his attorney stated that his client had
been cleared of ties to terrorism. United States Attorney Patrick Fitzger-
ald contested the attorney’s characterization, saying, “We were prepared
to prove and still are prepared to prove” that BIF was working with al-
Qaeda.*® Other senior law enforcement officials agreed with Fitzgerald,
and still believed that BIF had “substantial and very troubling links” to al-
Qaeda and the international jihadist movement. In their view, the leader-
ship of the organization endorsed, and in some cases supported, extremist
and jihadist ideology. Senior FBI agents conceded, however, that many in
the Islamic community in Chicago viewed the end result—with Arnaout
pleading guilty to a nonterrorism-related felony charge—as a vindication.
These agents agreed that many in these communities saw the government
as having unjustly targeted Arnaout.®®
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In Britain, at the conclusion of the case against the eight individuals ulti-
mately cleared of charges related to their involvement in the alleged “poison
plot,” government officials indicated that their suspicions were not entirely
alleviated by the outcome of the prosecution. The British Home Secretary
stated, in reference to the eight defendants, “We will obviously keep a very
close eye on the eight men being freed today, and consider exactly what to
do in the light of this decision”® German officials expressed similar sen-
timents after Thsan Garnaoui was acquitted on terrorism charges. Rainer
Wendt, vice president of the German Police Union, stated that the verdict
was “completely incomprehensible to the police, and dangerous in its effect;’
claiming that the evidence provided should have been adequate for a convic-
tion.*® German government officials were also distressed with the Mzoudi
acquittal, remarking that the court was not “well advised” and that the judge
should have “slept on the decision for the night”** The German government
subsequently denied Mzoudi’s visa request to stay in the country, presum-
ably regarding Mzoudi as dangerous despite his acquittal.”
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Obstacles to Successful
Terrorism Prosecution

WIDE VARIETY OF FACTORS HAVE CONTRIBUTED
to the problems in terrorism prosecutions in the United
States and Europe. What is notable is the extent to which
these factors have been similar. Chief among the difficul-
ties is the great deal of pressure to disrupt terrorist cells
much earlier than would have been the case before September 11. No lon-
ger do governments have the luxury of waiting until just before a possible
attack to make arrests, with the expectation of catching the perpetrators
“red-handed” As discussed earlier, the scale of the September 11 attacks
and the recognition of the potential lethality of future attacks has dictated
a change in strategy: when thousands or more could perish in a single
attack, the calculus for both policymakers and law enforcement officials
changes. “The risk of waiting is just too great now,” says the U.S. attorney
in Houston. “Once we see that a threat is plausible, that it’s real, and that a
person has the intent to carry it out and takes some steps to show it’s not
just idle talk, that’s enough for us to move.”!

Dale Watson, the former chief of terrorism at the FBI, explained the
dilemma facing U.S. policymakers: “There are no guarantees in this busi-
ness... [I]f you're the president or if you're the vice president...and some-
body tells you...“Well, there’s a real high probability they’re not going to do
anything, and we want to watch them for a while, they’ll say, Hmmmm. I
don’t think so0.”* French interior minister Nicolas Sarkozy expressed simi-
lar sentiments in explaining why French officials pressed for immediate
law enforcement action in a case involving a possible chemical attack in
Europe. “When you are dealing with suspects like this,” said Sarkozy, “it
is better to arrest them before, not after”? Consequently, governments are
often left prosecuting individuals whom they believe were involved in ter-
rorist activity, but about whom the government either does not know the
exact details, or where the details are too difficult to prove.

Selected cases in both Europe and the United States illustrate the dif-
ficulty of achieving the right balance, and why the earlier law enforcement
intervention often makes for more difficult prosecutions. The Garnaoui
prosecution in Germany, for example, was plagued by problems, with
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prosecutors unable to establish even basic details of the planned attacks,
including such facts as the targets and the intended participants.* More-
over, the German government was forced to concede in court that two of
the primary confidential informants in the case did not even know Gar-
naoui, but received the relevant information from third parties. In fact,
after several months of trial, the judge suggested that the prosecutors drop
the terrorism-related charges and attempt to proceed on other charges
(specifically, tax evasion and forgery).® After Garnaoui was acquitted of the
terrorism charges, the prosecutors conceded that the strength of their case
might have been hurt by the early intervention of German law enforce-
ment officials. In closing arguments, one prosecutor emphasized this point
by noting, “We cannot wait until attacks have been carried out and the
dead are lying on the street”

In one British case, initial reports indicated that the government had
possibly prevented a potentially catastrophic poison gas attack on the
Underground subway by arresting and charging three North African men
on terrorism charges. However, none of the three were ultimately convicted
of the terrorism charges.” While government sources stated that separate
intelligence indicated a “clear intention” by the men to attack the London
subway (a revelation that may have increased the hysteria surrounding the
arrests), there was ultimately no evidence that the three were involved in
planning such an attack. The government subsequently acknowledged that
the men had been arrested as part of the government’s new strategy to dis-
rupt terrorist cells at “an early stage.”®

In another case in Britain, police received information from the intelli-
gence services about a possible upcoming attack outside London. Though
the threat did not appear to be imminent, police elected not to wait and
gather additional information to build a stronger case; instead they made a
precautionary arrest. The government did not have enough evidence at the
time to bring terrorism charges, and ended up bringing unrelated criminal
charges instead.” Of course, there’s no certainty that the government would
have unearthed an actual plot had it waited longer in any of these cases.
Nevertheless, these examples do illustrate the difficult situation—and the
information vacuum-—that governments frequently face with a strategy of
earlier intervention.

The U.S. case involving the so-called “Lackawanna Six” demonstrates
the increased difficulty in catching defendants red-handed after Septem-
ber 11. In September 2002, six American citizens of Yemeni descent were
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arrested and charged with providing, and conspiring to provide, material
support and resources to a foreign terrorist organization. The criminal
complaint also listed three unindicted coconspirators. The government
alleged in the complaint that the defendants had attended the al-Farooq
terrorist training camp in Afghanistan in the spring and summer of
2001, where they received military training and had the opportunity to
hear Osama bin Laden deliver a speech.'® During the speech, bin Laden
espoused “anti- American and anti-Israel statements” and discussed how
important it was to “train and fight for the cause of Islam.” He also dis-
cussed an upcoming fight against the Americans.'' In the bail hearing,
the government argued that the men should be denied bail because they
posed a danger to the community and were also a flight risk. To make
this argument, the prosecutors referred to a cryptic e-mail one of the
individuals had sent telling of a “big meal” that no one would be able to
withstand “except for those with faith.”*? Ultimately, all six pleaded guilty
to supporting terrorism and are serving sentences of between seven and
ten years in prison.'’> While the government has repeatedly referred to
this case as an example of a successful disruption of a terrorist cell, gov-
ernment officials have conceded that they do not know exactly what the
six men were planning. The head of the FBI’s office in Buffalo stated, after
the six were arrested, “We did not find, at this point, anything specific
that they were planning.” At the conclusion of the case, the U.S. attorney
expressed similar sentiments: “We may never know what, if anything,
was planned. But to the extent that we brought them this far, something
may have been prevented.”**

Senior FBI officials explained their difficulty in deciding how to handle
a case like this in the post-September 11 world. FBI director Robert Muel-
ler stated, “Do ...the American people want us to take [a] chance, if we
have information where we believe that a group of individuals is poised to
commit a terrorist act in the United States that’ll kill Americans? [Should
we just] let it go and wait for the attack, and then after the fact conduct
our investigation? I think not.” Dale Watson, then the FBI's head of terror-
ism, posed the dilemma facing the bureau: “Can you guarantee they’re not
going to do anything?” The answer, of course, is no, and in the Lackawanna
case a conscious decision was made, according to Watson, to “get them out
of here” Director Mueller acknowledged differences of opinion in the gov-
ernment about the facts in this case but noted there would be “differences
of opinion in just about every intelligence analysis you make”**
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For the United States, the material support statute has been the key
tool enabling the government to employ a strategy of earlier intervention.
According to Christopher Wray, former head of the Justice Department’s
criminal division, “The material support statutes enable us to strike earlier
and earlier” Wray noted, “We would much rather catch a terrorist with
his hands on a check than on a bomb.”*® According to the Justice Depart-
ment, as of May 2004 more than fifty defendants in seventeen different
judicial districts had been charged under the statute since September 11.
These include John Walker Lindh, the so-called “American Taliban”; the
six Yemenis in Lackawanna who attended an al-Qaeda training camp;
an Ohio truck driver who scouted various U.S. sites on al-Qaeda’s behalf;
the Saudi student in Idaho who served as the administrator for a website
allegedly containing jihadist material; and some of the paintball players
in Virginia who were charged with providing support to a Kashmiri ter-
rorist group. In assessing the statute, a senior FBI official testified before
Congress, “It would be difficult to overstate the importance of the material
support statutes to our ongoing counterterrorism efforts.'”

The types of cases being brought under the strategy of early intervention
in the United States can be contrasted with terrorism prosecutions before
September 11. In the earlier terrorism cases, when prosecutions often took
place after an attack—or at least much further into the planning stages—
defendants were charged with offenses relating to actual terrorist plots, and
not with “material support”*® In comparing U.S. cases before and after Sep-
tember 11, Andy McCarthy, a former federal prosecutor in New York, noted
that from 1993 to 2001, the U.S. government had a 100 percent success rate
in prosecuting terrorism-related cases; every defendant who went to trial on
terrorism-related charges was eventually convicted. McCarthy said that this
was not attributable to better training or better lawyering by the prosecu-
tors, but rather to the fact that before September 11, they had “much better
cases.” The early high-profile terrorism prosecutions were either for terror-
ist actions that had already occurred, such as the first World Trade Center
attack or the U.S. embassy bombings, or for plots that had been fully formed,
like Ramzi Yousef’s plan to blow up twelve airplanes. In McCarthy’s view, “If
the government adheres to the comprehensive post-9/11 approach that seeks
to eradicate rather than manage the terrorist threat, prosecutors will rarely,
if ever, have such juicy cases again”*®

While McCarthy was commenting on the cases being brought in the
United States, his analysis is also relevant for the Europeans. As one Euro-
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pean counterterrorism expert noted, in commenting on some of the failed
terrorism prosecutions in Europe, “If I make a plan in my study at home to
blow up the U.S. embassy, and if those plans are discovered, that will never
be enough to send me to prison for a terrorist plot. The actual execution
has to have started. That’s very complicated and depends very much on
the opinion of the judges” ** However, because they realize that terrorist
acts are potentially so catastrophic, government officials in Europe and the
United States are not willing to improve their odds of a conviction by wait-
ing until the plot has progressed.

The second reason successful prosecution of suspected terrorists has
become so difficult is that it is often problematic to use intelligence infor-
mation in the course of a prosecution.? This is a two-pronged issue involv-
ing both the admissibility of intelligence information, and the often very
difficult balancing question of protecting sources and methods.

The issue of admissibility is more of a problem under the U.S. and Brit-
ish systems than for the Germans and other continental European coun-
tries with civil law systems. In fact, according to an experienced British
barrister, the primary reason terrorism prosecutions fail in Britain is
related to the rules of evidence, and resulting evidential difficulties.** Both
Britain and the United States have strict rules governing what informa-
tion can be admitted into the trial record. Information that does not meet
the reliability standards, is unfairly prejudicial, or cannot be proven to
a reasonable degree is not admissible in U.S. or British trials. Germany,
like other continental European countries, does not have to rely only on
“direct” evidence. The judges have far more latitude to admit and consider
information in the course of their deliberations, information that would
be excluded under U.S. and British law. For example, German judges can
admit information that would be considered “hearsay” under British and
U.S. law. The continental systems allow judges to use their discretion and
experience in determining how to assess this information. The German
standard of proof instructs the judge to decide “on the result of the evi-
dence taken according to its free conviction gained from the hearing as
a whole.” If the judge determines that the information is not credible, he
does not have to give it any weight in the decision.??

In the United States and Britain, the hearsay rules often pose the great-
est challenges to criminal proceedings.** As former federal prosecutor Paul
Rosenzweig points out, the best information for the government is often
“rankest hearsay”” Rosenzweigs illustrative example of such information is
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this: “At a meeting last week, Osama said....,” a statement that would obvi-
ously be incredibly valuable intelligence, but would be inadmissible in a
criminal proceeding.>® There have been a number of occasions since Sep-
tember 11 in which U.S. and British judges have ruled potentially valuable
information as inadmissible. For example, in the “ricin” case in Britain,
the initial tip about Bourgass and his associates came from an Algerian
named Muhammad Meguerba. After providing the tip to British police,
Meguerba fled back to Algeria. During subsequent interrogations by the
Algerian security services, Meguerba provided a great deal of informa-
tion that would have helped the prosecution’s case. Meguerba apparently
acknowledged that he and Bourgass had spent time in Afghanistan, and
together devised a poison plot that they planned to carry out in London.
Meguerba also stated that their cell was led by two al-Qaeda figures. The
judge ruled, however, that Meguerba’s statements in Algeria were inadmis-
sible, since he was not available for cross-examination.*®

In the Arnaout case in the United States, the prosecution’s case was
seriously hurt by a judge’s ruling excluding as “hearsay” information that
tied Arnaout to al-Qaeda.?” The prosecutors argued that the material was
admissible under one of the hearsay exceptions, which allowed for this
type of information in conspiracy cases, but the judge found that the pros-
ecutors had failed to prove the existence of a conspiracy.?® A week after
the judge’s ruling, the government and Arnaout reached a plea agreement
on the nonterrorism-related felony charge.?” In the case against Yemeni
Sheikh al-Moayad, the prosecutors suffered an equally damaging ruling,
but Moayad was ultimately convicted nonetheless. In that case, the judge
ruled before trial that the prosecutors could not present information that
they argued tied Moayad to suspected al-Qaeda members in Afghanistan
and Croatia. The prosecution planned to introduce address books seized
from suspected al-Qaeda members in the former Yugoslavia, in which
Moayad’s name and contact information were listed. The prosecution also
hoped to place in evidence an admission form from an al-Qaeda training
camp, in which Moayad was listed as a reference. The judge excluded all
of this information, finding the address books too “remote” to be relevant,
and the admission form not on its own evidence of guilt—without know-
ing whose form it was.?®

There is an even more difficult issue than admissibility, however, regard-
ing the use of intelligence in criminal proceedings. Governments have
to determine whether it is worth disclosing the intelligence source or its
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method of discovery, to increase their odds in prosecutions.*' Both Brit-
ain and the United States have adversarial systems, under which accused
individuals have the right to challenge all evidence against them. The evi-
dence must be produced in the presence of the defendant at a public hear-
ing, which means the defense has the right to see all potentially relevant
material, even if the prosecutor is not relying on it. While both the U.S.
and British systems permit judges to withhold from the defendant relevant
information—under the Classified Information Procedures Act (CIPA) in
the United States, and the Public Interest Immunity law (PII) in Britain—
these are hardly perfect solutions.’* There are occasions when the judge
may rule against the government and decide that the information must be
admitted regardless of its sensitivity. There are also cases where the gov-
ernment may determine that though the information is sensitive, without
it, the case will be seriously impaired. For example, during the embassy
bombing trial, the U.S. government made the decision to introduce an
al-Qaeda training manual into evidence.’® Within days, media articles
broadcast this development—and more worryingly, summaries of the
manual—throughout the world.** The primary concern here, of course,
is the disclosure to terrorist organizations of information the U.S. govern-
ment has collected about them.

During the course of terrorism prosecutions, valuable information
can also be unintentionally disclosed by the prosecuting authority. For
example, according to the 9-11 Commission, the prosecutions in the 1990s
of Islamic terrorists had the “unintended consequence of alerting some
al-Qaeda members to the U.S. government’s interest in them.” In early
1995, for example, the government listed in a confidential court docu-
ment Osama bin Laden and a number of other individuals as potential
coconspirators in the so-called “New York City Landmarks” case. One of
the individuals on the list obtained a copy and faxed it to one bin Laden’s
aides for distribution.’® Dan Benjamin and Steve Simon, two Clinton-era
National Security Council officials, provide in the preface to their book
The Age of Sacred Terror an even better illustration of how much valuable
information is made publicly available in the course of terrorism trials.
Simon and Benjamin note that a great deal of information in the book
was derived from transcripts of the terrorism trials before September 11.
In the authors’ view, the 50,000 pages of available transcripts in the case
were a “treasure trove” that yielded far more about al-Qaeda than they had
expected. In fact, they wondered why some of the information had not
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been brought to their attention while they were working at the National
Security Council.*®

German prosecutors do not face the same legal hurdles in terms of the
admissibility of intelligence into trials, though they too have difficulties
associated with using intelligence material in criminal proceedings. In
particular, the German government must still decide whether it is worth
disclosing information that might reveal sources or methods. In the Gar-
naoui case, for example, the prosecution’s case was based largely on state-
ments by two unidentified informants. The police would not allow them
to testify in the trial, out of concern about disclosing their identity, though
the judges were free to consider the informants’ statements as part of the
trial record. The refusal to allow the informants’ testimony appears to have
had a detrimental impact on the prosecution’s case. In its opinion acquit-
ting Garnaoui of the terrorism charges, the court stated that it found the
informants’ statements unreliable, as they were contradictory and often
included hearsay.’” A similar issue hurt the prosecutions’ cases in the
Mzoudi and Motassadeq trials. As discussed previously, toward the end
of the Mzoudi trial —after Motassadeq had already been convicted—the
court received a fax from the BKA that provided potentially exculpatory
information about Mzoudi. The BKA either could not or would not sup-
ply any additional information about the identity of the “unidentified
informer” who had exonerated Mzoudi, which ultimately resulted in his
acquittal and the overturning of Mottasadeq’s conviction.

In many cases in the United States and Britain, the difficulties in using
intelligence in criminal prosecutions have been compounded because both
the admissibility issues and the concern about sources and methods are at
play. In fact, both of these factors were at the heart of the decision by the
British government to establish the Special Immigration Appeals Com-
mission process, which allowed it to indefinitely detain without a criminal
trial non-British citizens suspected of terrorism.”® This part of the act was
designed for situations where the government believed that both prosecu-
tion and deportation were impossible, because the relevant information
they had acquired was either inadmissible or too sensitive to disclose. As
Lord Rooker stated in the House of Lords debate, “Detention under Part 4
will only be used for a limited number of people, where no other response
is possible. If we consider that there is sufficient admissible evidence to
bring a prosecution, we will seek to do so at any point in the process. If we
can prosecute, we will”*®
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In the United States, the Jose Padilla and Moussaoui cases both pro-
vide a valuable illustration of how concerns about the admissibility of
intelligence information, as well as the desire to protect intelligence
sources and methods, can make daunting the prospect of a criminal trial.
The FBI arrested Padilla, a U.S. citizen, in May 2002 at O’Hare Airport in
Chicago, under a material witness warrant. In June of that year, he was
declared an enemy combatant by President Bush and transferred to the
custody of the Defense Department.*® The information against Padilla,
according to the Justice Department, came from Padilla’s own state-
ments, “from the statements of other al-Qaeda detainees, and from intel-
ligence sources around the world” According to the department, Padilla
admitted to having attended an al-Qaeda training camp in Afghanistan,
an admission corroborated by the fact that the FBI had actually located
his application to the camp. Padilla also conceded that he had been asked
by Mohammed Atef, then bin Laden’s deputy, whether he would be will-
ing to blow up apartment buildings in the United States. After agree-
ing to do so, Padilla was then trained by an al-Qaeda explosives expert.
Padilla said that he and an associate later approached Abu Zubaida and
proposed an operation that involved detonating an improvised nuclear
bomb in the United States. Zubaida, however, was skeptical and told
them to try a dirty bomb instead.*’

Though the information described by the Justice Department sounds
rather damning, it would have been a very difficult—if not impossible—
case to prosecute. The department stated that it could not have prosecuted
Padilla without jeopardizing intelligence sources. In addition, the Jus-
tice Department officials noted that much of the information came from
Padilla himself while he was in Defense Department custody, and that this
information couldn’t be used in a criminal trial. Had Padilla an attorney;,
in the Justice Department’s view, he would have likely followed his law-
yer’s advice and said nothing. The Justice Department asserted that had it
tried to charge Padilla, he would likely have ended up a free man.** Many
of these same difficulties were also at play in the Moussaoui case. Before
his guilty plea, Moussaoui managed to tie the legal system in knots. The
most time-consuming and difficult issue raised by Moussaoui involved his
requests for access to captured al-Qaeda members. This issue is at the heart
of the difficulties in prosecuting suspected terrorists; it raises important
constitutional questions regarding both a defendant’s right to a fair trial
and the government’s ability to wage a war on terror effectively. Balancing
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these two interests is a difficult challenge, as has become clear during the
Moussaoui case.

Some background on how this issue played out through the course of
the Moussaoui litigation will help illustrate the difficulty of using sen-
sitive intelligence in the course of general criminal prosecutions. More
broadly, it demonstrates why this limitation makes prosecuting sus-
pected terrorists infinitely more difficult. In the early stages of the pro-
ceedings, Moussaoui sought access to “Witness A,” a captured member
of al-Qaeda. The government refused access, but the district court con-
cluded that this witness could offer “material testimony” to Moussaoui’s
defense. Though the judge acknowledged that this witness was a national
security asset, she ruled that Moussaoui’s right to a fair trial trumped the
government’s interest in secrecy. Moussaoui would be allowed to depose
this witness by remote video. The government appealed the ruling, but
the appeal was rejected on technical grounds. The government then
offered a “substitution”—an alternative mechanism for Moussaoui to
obtain this information—but the court rejected that as also inadequate.
In the end, the government informed the court that, despite the earlier
ruling, it would not grant access to this witness. Shortly thereafter, the
court granted Moussaoui access to Witnesses “B” and “C” under the
same conditions. The judge also subsequently rejected the government’s
proposed substitutions for Witnesses “B” and “C**

In response to the government’s refusal to provide Moussaoui access
to these witnesses, the judge prohibited the prosecution from making
any argument or offering any evidence of Moussaoui’s involvement in the
September 11 attacks, and dismissed the possibility of sentencing him to
death. The government appealed the district court’s rulings to the United
States Court of Appeals for the Fourth Circuit. In September 2004, the
appeals court upheld the district court’s ruling that Moussaoui should
have access to these witnesses and that the government’s proposed sub-
stitutions were inadequate. The appeal courts reversed the district court,
however, in its finding that it was not possible to craft adequate substi-
tutions. Sending the case back to the district court, the appeals court
instructed the judge to work with the parties to devise appropriate sub-
stitutions. The appeals court also restored the possibility of the death
penalty and permitted the government to once again present evidence
related to the September 11 attacks.** Moussaoui appealed the Fourth
Circuit’s ruling to the Supreme Court.*®
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The fact that Moussaoui was able to tie the system in knots was par-
ticularly striking in light of his behavior during the course of the pro-
ceedings. Moussaoui made a variety of statements—both in court and in
written pleadings—attacking the U.S. government and acknowledging
his extremist leanings. For example, in an August 2002 hearing, Mouss-
aoui informed the judge that he wished to fire his court-appointed law-
yers and represent himself. Moussaoui went on to say that he prayed
to Allah for the “destruction of the United States of America,” and for
the “destruction of the Jewish people and state” Moussaoui stated that
he was ready to fight and he accepted the government’s characteriza-
tion of him as an extremist.*® And Moussaoui has admitted in court
to being a member of al-Qaeda and swearing allegiance to Osama bin
Laden.*” Moussaoui’s written pleadings contain similar sentiments. In
one motion, Moussaoui wrote, “Everyone knows that I am a dedicated
enemy of the United States of America (and of course all its good citi-
zens).” In this, as in his other motions, Moussaoui referred to himself
as the “Slave of Allah”*® At one point during the case, Moussaoui even
attempted to plead guilty to four of the six counts charged in the indict-
ment, saying, “I am a member of al-Qaeda. I pledge bayat to Osama Bin
Ladin”** Moussaoui quickly withdrew the plea, however, after the judge
explained that he would be accepting responsibility for involvement in
the September 11 attacks.>®

The third factor making terrorism prosecutions so difficult is that these
prosecutions are increasingly becoming an international endeavor. Fre-
quently, a terrorist suspect will have traveled to or had ties to numerous
countries, and the cooperation of many governments is required for a
successful prosecution.’ Prosecuting terrorists is now a challenge almost
without geographical boundaries; according to former CIA Director
George Tenet, by February 2002, al-Qaeda operatives had been arrested in
more than sixty countries.>

The increasingly international aspects of these investigations pose sev-
eral challenges. First, in the course of an international prosecution, dis-
agreements will often arise between the countries involved. As the cases
increase in their international scope, more disagreements are inevitable.
A German law professor commented on this phenomenon, noting, “The
new terror threat means new types of international legal co-operation are
needed. The problem is that we are really only at the beginning of this pro-
cess”** For example, some of the European countries wanted guarantees
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from the United States that the death penalty would not imposed against
terror suspects extradited from Europe. Britain maintained that an extra-
dition without such a guarantee would violate its laws.>* U.S. Attorney
General Ashcroft would not grant a blanket guarantee, arguing that these
situations should be dealt with on a “case by case basis.>®

There are also many cases in which countries do not want their coop-
eration publicly exposed. Those countries with large Muslim populations,
for example, might be concerned about a backlash should their assistance
become public. A country might be willing to provide a piece of informa-
tion, but on the condition that it is used only for intelligence, and not law
enforcement, purposes.®® The country attemptigg the prosecution would
then be left with one of two broad options: it colfd try to pressure the part-
ner country to allow the public disclosure of the information, or it could
attempt to gather the information through other means. If the prosecut-
ing country failed in both pursuits, the terrorism prosecution ultimately
might have to be abandoned.

The internationalization of these cases—a phenomenon that began
even before September 11—has also opened up a whole new line of prob-
ing for the defense. When evidence introduced at trial has been collected
by foreign authorities, under rules and procedures that often differ from
those of the United States, it is easy for the defense to raise objections of
fair process. As former U.S. attorney Mary Jo White has noted, these dif-
ferences, “although ultimately irrelevant, nevertheless give the defense
the ability to appeal to the sympathies of jurors whose sense of fair play
and justice is more naturally and instinctively defined on what American
law provides and approves.”>” The broader international involvement in
these cases has also allowed the defense, at least in Britain, to engage in a
wider array of what prosecutors characterize as “fishing expeditions.” In at
least one case, for example, the defense put forth theories suggesting the
existence of an agent provocateur in another country and implying that
certain foreign governments involved in the case were actually conspiring
to make the defendant appear guilty. The defense then demanded that all
government agencies scour their files for evidence to support this theory.
Prosecutors believe the function of these defense requests is primarily to
plant an element of doubt in the minds of jurors.*® Some believe that com-
plicated international cases may be unprosecutable in countries such as
the United States and Britain, where juries are involved. Even in countries
without juries, such as Germany and other continental European coun-
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tries, the international aspect of these cases remains a significant hurdle
for the reasons cited above.

The final factor contributing to the difficulty in prosecuting suspected
terrorists is that not all countries have laws that are well designed in this
area. While the United States and many European countries have made sig-
nificant legal changes since September 11, other European countries have
not. As will be discussed at greater length below, some European countries
have made very few legislative changes since September 11 and therefore
have only a very limited capacity to prosecute terrorists. Even in those
countries that have made major legislative changes, such as the United
States, Britain, Germany and others, the new laws are by no means perfect.
Many additional changes could be made in these countries, changes that
might improve their capacity to prosecute terrorism cases. Some recom-
mendations for specific changes in counterterrorism law will be discussed
later in the study.

As the terrorism threat evolves and as other developments warrant, laws
that were once adequate in the United States, Germany, or Britain may
become less so. For example, FBI and Justice Department officials grew con-
cerned that there was an increasing danger of a lone individual acting out of
sympathy to a formal terrorist group, even if said individual had little or no
connection to the group. In their view, this growing phenomenon required
a change in law. In the December 2004 intelligence reform bill, Congress
increased the FBIs ability to use its intelligence powers to gather informa-
tion on so-called “lone wolves.” Other similar trends in the future and cor-
responding legislative gaps may also require changes.

Additional legal changes were also made by Congress to account for
court rulings that particular terrorism laws were constitutionally problem-
atic, such as the “expert advice and assistance” portion of the material-
support-to-terrorism statute. With all of the legal changes that have been
made both in the United States and Europe since September 11, it is tempt-
ing to consider the changes as largely complete. However, it is important
for both the governments and the public to recognize that to adequately
address both emerging and ongoing threats, legislative gaps will require
additional changes in the future.

No Easy Solution
U.S. and British attempts to handle suspected terrorists through mecha-
nisms outside of the criminal justice system have, in some ways, been even
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less successful than their efforts at formal prosecution. Both British and
U.S. efforts of this type, in addition to being quite controversial, have also
encountered serious legal obstacles and may not necessarily represent suc-
cessful long-term solutions.

British use of indefinite detention and “control orders? As discussed
in chapter 2, the British established a system under which they could
indefinitely detain in certain circumstances foreign nationals believed to
be terrorists. This law required derogation from British obligations under
the European Convention for Human Rights (ECHR). In December 2004,
the Law Lords found, in response to an appeal from nine such detainees,
that Britain’s derogation from the ECHR in order to enact this particu-
lar law was illegal. The Law Lords concluded that the law itself was both
discriminatory and not proportionate to the threat situation, since it only
applied to non-British nationals. The Lords ruled that since the derogation
was illegal, the Anti-Terrorism, Crime, and Security Act 2000 (ATCSA)
was incompatible with Britain’s human rights obligations.> Britain sub-
sequently replaced Part IV of the act with “control orders” that allow the
Home Secretary to place a variety of restrictions on the movement, com-
munication, and associations of suspected terrorists against whom there
are “grounds for suspicion”®® These orders, unlike the Part IV authori-
ties, would apply to both British citizens and foreign nationals and would
require independent judicial approval.®* The individuals subject to the
orders are planning to appeal their legality, arguing that the orders violate
human rights law.** It remains to be seen whether the Law Lords or the
European Court of Human Rights in Strasbourg, France, will uphold the
legality of the British control orders.

U.S. use of “enemy combatant” status. The legality of the U.S. effort
to declare individuals “enemy combatants” and detain them indefinitely
has also been the subject of adverse court rulings. The courts have placed
limits, for example, on the government’s ability to detain U.S. citizens as
enemy combatants. Two U.S. citizens held as enemy combatants, Yaser
Hamdi and Jose Padilla, had habeas corpus writs filed on their behalf,
challenging the legality of their detention. During the protracted litigation
in both cases, federal courts at all levels, including the Supreme Court,
issued opinions attempting to reign in the executive branch’s authority in
this arena.
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In the Padilla case, the United States Court of Appeals for the Second
Circuit ordered the government to either bring criminal charges against
him or release him, finding that the president did not have the inher-
ent authority to indefinitely detain a U.S. citizen captured on U.S. soil.
This type of action, according to the Second Circuit, would require con-
gressional authorization. The government immediately appealed to the
Supreme Court, which declined to rule on the merits of the case, holding
instead that Padilla’s suit was brought in the wrong jurisdiction and that
it should have been filed in South Carolina, not New York. Padilla sub-
sequently refiled his suit in South Carolina. In February 2005, a federal
judge there agreed with the Second Circuit, ruling that the government
had to either file criminal charges against Padilla or release him within
forty-five days. The judge rejected the government’s argument that the
president has “inherent authority” in this arena, noting that the author-
ity for suspending habeas corpus belongs to Congress and not to the
president: “It is true that there may be times during which it is necessary
to give the Executive Branch greater power than at other times. Such
a granting of power, however, is in the providence of the [legislature]
and no one else—not the Court and not the President” The government
appealed the judge’s ruling.

Hamdi’s attorney argued that his client’s indefinite detention and inabil-
ity to seek legal counsel violated his Fifth Amendment right to due process.
The government countered that it had the authority during a war to declare
individuals as “enemy combatants” and to limit their access to an attor-
ney. Agreeing with Hamdi, the district court instructed the government to
release him. The government appealed to the Fourth Circuit, which sided
with the government, ruling that courts should give these type of govern-
mental decisions great deference during wartime. Hamdi appealed the
ruling to the Supreme Court, which vacated the Fourth Circuit’s ruling,
finding that Hamdi, as a U.S. citizen, had the right to challenge his deten-
tion in court. The Supreme Court sent the case back to the district court
for resolution, instructing the lower court to devise a plan consistent with
the Supreme Court’s ruling. The district court never had the opportunity,
however, to determine exactly what were Hamdi’s rights. Soon after the
Supreme Court’s ruling, the United States released Hamdi, sending him
back to Saudi Arabia. A Pentagon spokesman stated that the government
decided to release Hamdi because “considerations of U.S. national security

did not require his continued detention.”®



Michael Jacobson 115

The courts have also ruled against some aspects of the government’s iden-
tification of non-U.S. citizens as enemy combatants. Some background is in
order before examining specific rulings. In November 2001, President Bush
established a military tribunal to handle the cases of individuals who had been
declared by the United States to be enemy combatants. The individuals who
were prosecuted were granted certain rights, including the right to counsel,
the right to know the charges against them, and the presumption of inno-
cence. Those not charged were not granted these same procedural rights and
were not even allowed to challenge their status as “enemy combatants”

In February 2002, relatives of some of those detained as enemy combat-
ants filed suit in U.S. federal court, challenging the legality of the detentions.
In June 2004, in Rasul v. Bush, the Supreme Court ruled on this matter,
holding that federal courts could, in fact, hear detainees’ claims that they
were being illegally held. The Supreme Court remanded the case to the
trial-level courts, to hear the individual detainees’ claims. In July 2004, in
response to the Supreme Court opinion, the Department of Defense created
“Combatant Status Review Tribunals” to review, on an individual basis, each
detainee’s status as an “enemy combatant” By early 2005, according to the
Washington Post, the Defense Department had completed its review of 558
of those detained and had taken “final action” in 330 cases, finding that 327
of them were appropriately characterized as “enemy combatants.”**

In February 2005, Judge Joyce Hens Green of the United States District
Court for the District of Columbia ruled that “Combatant Status Review Tri-
bunals” established to hear the detainee claims were unconstitutional, violat-
ing detainees’ Fifth Amendment rights to due process. Judge Green based her
opinion on the detainees’ lack of access to the classified information being used
against them in these hearings, and the possibility that some of this informa-
tion might have been obtained through torture. Green concluded that detain-
ees ultimately have the right to have federal courts consider whether they have
been illegally detained. The issue of whether the detainees should have access
to federal courts will be decided by the federal circuit courts—and possibly
by the Supreme Court—because another federal judge hearing a similar case
issued a ruling directly contrary to Judge Greens. In ruling against the detain-
ees, this second judge found that their suit had no legal basis.*®

Backlash
A more aggressive counterterrorism approach—in particular, the empha-
sis on earlier intervention—by law enforcement and prosecutors, coupled
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with the inherent difficulty of proving both to a court and to the pub-
lic that an individual is guilty of terrorism-related charges, has created
something of a backlash against the governmental actions, particularly
in the United States, but also in Britain. Germans, on the other hand,
have been less critical of their government—perhaps because its efforts
overall have been less far-reaching, particularly in terms of operating
outside the criminal justice system. The U.S. and British governments
have both been accused of exaggerating and politicizing the terrorist
threat, of selectively targeting Muslims for prosecution, and of inflating
counterterrorism successes. A frequent criticism of both governments
is that they have exaggerated the terrorist threat, often for political rea-
sons. In the period leading up to the May 2005 election in Britain, for
example, Prime Minister Tony Blair and his Labor Party were accused of
attempting to create a “climate of fear” in an effort to justify their hard-
line tactics.*® Both Blair and the Home Secretary had speculated that
Islamic terrorists could—based on their “success” in Spain—attempt an
attack on British targets close to the election date. Blair was also criti-
cized for claiming, in his effort to justify the “control orders,” that there
were “several hundred” possible Islamic terrorists in Britain, a figure that
exceeded the earlier estimate of the Home Secretary.*’

The U.S. government was also heavily criticized for exaggerating the
terrorist threat, particularly before the 2004 election. In August 2004, for
example, the Washington Post published an article titled “Don’t Politicize
Intelligence,” in which the columnist wrote that the presidential election had
created a “vicious cycle of hype, skepticism and mistrust that puts the coun-
try’s security at risk”*® Specifically, critics pointed to the timing of particular
threat warnings and the raising of the color-coded homeland security sys-
tem as evidence that the United States was attempting to manipulate fear of
terrorism for political purposes. Robert Lifton, author of Superpower Syn-
drome, stated that warnings have been “associated with difficult or embar-
rassing moments for the administration.” Zbigniew Brzezinski, the former
national security advisor to President Carter, did not go as far in his assess-
ment, but did note, “We are hyping ourselves into a state of panic which is
going to discredit us internationally” He also argued that the use of the “war”
metaphor by both Republicans and Democrats was probably unnecessary.*

Both the United States and Britain have been criticized for appearing at
times overly eager to trumpet counterterrorism achievements. The Brit-
ish handling of one case in particular has aroused a great deal of public
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condemnation. As discussed in chapter 3, when the British government
arrested Kamel Bourgass and other members of an al-Qaeda cell in 2003,
accusations began to circulate that traces of the poison ricin had been
found during one of the raids. Prime Minister Blair described the arrests
as evidence that the danger “is present and real and with us now and its
potential is huge””® David Blunkett, then Home Secretary, called the cell a
threat to the country.”! Media reports, based on unnamed sources, specu-
lated on the great damage that would have resulted had the attack not been
thwarted. In the end, however, it turned out that no actual ricin was found
in the apartment, only poison recipes. Only one of the nine defendants
was convicted. The verdict and the revelation that no ricin had been found
prompted waves of critical articles, with titles such as “Prejudice and Con-
tempt: Terror Trial by Media” and “Exaggerated Threat”’? Blunkett's pub-
lic statements during the trial were also criticized by the judge, who noted
that the secretary’s comments were “clearly in breach of the presumption
of innocence””?

The United States has likewise been criticized for overhyping specific
cases and for inflating its terrorism successes from a statistical perspective.
Peter Bergen, a noted al-Qaeda expert, observed that the post-September
11 terrorism cases prosecuted by the United States have “often followed
the trajectory of an initial trumpeting by the government only to collapse,
or be revealed as something less than earth shattering, when the details
emerge months later””* In fact, many critics contend that the Justice
Department—despite its claims to the contrary—has had few real coun-
terterrorism successes since September 11. For example, in a September
2004 hearing, Senator Patrick Leahy, the ranking member on the Senate
Judiciary Committee, stated, “There have really been very few real vic-
tories in cases that have brought terrorism charges since Sept. 11...and
those seem to have been overshadowed by seemingly half-hearted pros-
ecutions.””® The critics argue that while the Justice Department can and
does point to a number of cases with successful results, with the excep-
tion of Richard Reid and Zacarias Moussaoui, there is no evidence that
many of the other defendants were involved in terrorism-related activity.”®
The Justice Department disputes this charge, arguing that it is possible that
the individuals charged in these terrorism cases—often for material sup-
port—might have gone on to commit terrorist attacks had they not been
prosecuted. The former head of the Justice Department’s criminal division
noted, “We would much rather catch a terrorist with his hands on a check
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than a bomb.” Another federal prosecutor stated that though some of the
individuals prosecuted might appear to be “bumblers,” quite often suicide
bombers could be described as bumblers until the day they blow them-
selves up.””

Some critics charge that the Justice Department’s preemptive approach
to counterterrorism has resulted not in the detention and prosecution
of actual terrorists, but in the selective prosecutions of Muslims. In the
view of Georgetown University professor David Cole, for example, the
government decided that “locking up several thousand foreign nation-
als is a small price to pay politically” for the privilege of appearing to be
aggressively pursuing terrorism. The lawyer for al-Hussayen—the Idaho
webmaster who was acquitted of terrorism charges—stated, “If you try to
get everybody, then necessarily youre going to get some people who are
innocent.” The attorney did not believe that the charges against Hussayen
would have merited prosecution if the defendant had stood accused of
robbery or fraud, and not terrorism.”®

To bolster their claims, critics have also frequently pointed to a spate of
reports since September 11 charging that the Justice Department has statis-
tically inflated its terrorism successes. These reports have been produced
by a wide range of entities, including Congress, independent research
organizations, and investigative journalists. The first such report was pub-
lished by the Philadelphia Inquirer in December 2001, and stated that the
government had been inflating its record of terrorism statistics for years
by including crimes that had no relationship to terrorism. “Terrorism”
cases, according to the article, included drunk airline passengers, convicts
rioting because of prison food, and other nonterrorism-related events.”” It
is important to note that these were not cases of suspected terrorists being
prosecuted for nonterrorist offenses; rather, they illustrate an overly broad
definition of “terrorism.”

A subsequent article in the Inquirer made similar charges about the U.S.
attorney’s office in New Jersey. According to the newspaper, the New Jer-
sey office claimed to have indicted sixty-two individuals with connections
to international terrorism in 2002 alone. This was a higher figure than any
other jurisdiction in the country. However, the Inquirer found that of those
sixty-two cases, only one actually belonged under the terrorism label—the
murder of Wall Street Journal reporter Daniel Pearl. In fact, all but two of
the cases were related to Middle Eastern students who had cheated on an
English proficiency exam. The U.S. Attorney’s office, however, maintained
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that every one of the cases was properly categorized as involving interna-
tional terrorism.*®

In response to the first Inquirer article, the federal General Account-
ing Office (GAO) initiated an investigation into the government’s terror-
ism statistics. The GAO released its report in January 2003, finding that
nearly half of the convictions labeled by the Justice Department as terror-
ism-related were mislabeled. The report concluded that the Department of
Justice did not have sufficient management oversight and internal controls
in place to ensure the accuracy and reliability of its terrorism-related sta-
tistics.®' A Justice Department spokesman conceded that there were prob-
lems with the department’s statistics and said that many of the mislabeled
cases involved illegal immigrants working at airports. None of those indi-
viduals had actually been charged with a terrorism-related offense, though
the Justice Department spokesman maintained that “either legal immi-
grants or illegal immigrants working in sensitive areas of our airport with
false documents, that is certainly an attractive avenue for a terrorist.”*?

In December 2003, Syracuse University’s Transactional Records Access
Clearinghouse (TRAC) released its assessment of the Justice Department’s
terrorism-related statistics covering the period from September 11 through
September 2003. TRAC found that, not surprisingly, the number of ter-
rorism-related prosecutions rose dramatically in that period, when com-
pared to a similar time period before September 11, with terrorism-related
convictions rising by more than three-and-a-half times. However, despite
the increase in convictions, the number of related individuals receiving
sentences of five or more years in prison actually dropped. In fact, accord-
ing to the study, the median sentence for those convicted of “international
terrorism” crimes was only fourteen days.*

In 2004, the Des Moines Register released the results of its own investi-
gation into the government’s terrorism-related statistics. According to the
newspaper, federal prosecutors in Iowa claimed thirty-five terrorism cases
in the two years after September 11. The Register determined, however, that
most defendants had “questionable links to violent extremism.” In fact, a
federal district judge told the daily paper, “If there have been terrorism-
related arrests in Iowa, I haven't heard about them.” The paper went on to
say that among the thirty-five cases were five Mexican citizens who stole
cans of baby formula and sold them to an Arab for later resale, and four
American-born laborers who failed to mention prior drug convictions and
other crimes when assigned to jobs at the Des Moines airport. One federal
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prosecutor in Iowa said that it was appropriate to include the airport cases
in the statistics because the crimes were discovered as part of an initiative
to snare potential terrorists.*

British counterterrorism statistics have also generated some criticism—
though significantly less than in the United States. The primary accusa-
tion against the British government has been that its statistics indicate that
the government has been engaging in “fishing expeditions” in the terror-
ism arena. In the view of such critics, the wide disparity between those
arrested under the terrorism powers and those actually charged demon-
strates that the government is casting too wide a net—often merely tar-
geting members of the Muslim community. As one Muslim leader stated,
“Muslims have been targeted and their lives have been tarnished. There is
the feeling in the community that they are being victimized.” The direc-
tor of public prosecutions defended the government’s efforts, telling a par-
liamentary committee that the disparity between arrests and charges was
inevitable in light of the lower threshold for arrest.®*> A second criticism
of British counterterrorism statistics has been that they are substantially
less impressive than they appear to be. According to a study by the Insti-
tute of Race Relations, Britain’s conviction of nearly twenty individuals on
charges under the 2000 Terrorism Act is misleading, at least as regards
Islamic terrorist groups. Many of those convicted on terrorism-related
charges have not been Muslim and were not affiliated with Islamic ter-
rorist groups. For example, six of the twenty were charged with offenses
connected to banned Irish terrorist groups, such as the Loyalist Volunteer
Force, the Ulster Volunteer Force, and the Ulster Freedom Fighters. Two
people convicted under the 2001 act were also non-Muslims. Both pleaded
guilty to sending letters with white powder enclosed; one also pleaded
guilty to sending racist hate mail.*®

The greatest criticism in both the United States and Britain has centered
on government creation of mechanisms to handle suspected terrorists out-
side the criminal justice arena. The U.S. decision to house enemy combat-
ants in Guantanamo Bay has been the subject of both domestic and inter-
national outrage. The United States has often been accused of abandoning
the rule of law, and has been called upon to put these individuals on trial.
The creation of military tribunals has done little to quell the controversy.
In Britain, the most controversial mechanisms have been the “control
orders” and their legislative predecessor—Part IV of the 2001 act, which
allowed for the indefinite detention of non-British citizens. The public
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and media have often been skeptical of the government’s claims that the
individuals against whom these powers were used are dangerous. In fact,
British human rights groups and the media began referring to the indefi-
nite detention provision as “England’s Guantanamo.”®” The government
was largely ineffective in defending itself against these charges because the
intelligence used in the controversial cases was secret.*® Criticism intensi-
fied after several of the special advocates in these cases quit, contending
that the process was unfair to the detainees.*
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Conclusion

ROM THE PERSPECTIVE OF U.S. POLICYMAKERS, THE
problems identified in this book have no easy solutions. It is a
difficult enough challenge for the United States to resolve the
thorny issues associated with its own efforts to prosecute sus-
pected terrorists, let alone work with European countries to
address their problems. However, given that U.S. national security depends
in part on the effectiveness of European counterterrorism efforts, the
United States must attempt to succeed on both fronts. On the latter front,
there are several ways in which American policymakers should work with
the Europeans on these issues.

1. Focus on commonalities.

The United States must work to overcome the perception that its coun-
terterrorism efforts have been at odds with Europe’s since September 11.
Otherwise, working closely together to resolve these overarching difficul-
ties will be next to impossible. The United States should make an effort to
demonstrate that the two sides are not as far apart in their approaches to
fighting terrorism as has been publicly portrayed. Focusing on similarities
in counterterrorism approaches and in mutual difficulties would hopefully
go a long way toward demonstrating to skeptical U.S. and European audi-
ences that such portrayals have often been two-dimensional. For exam-
ple, it would help reassure the U.S. public that Germany has taken major
steps in its counterterrorism efforts since September 11. It might also help
counter the German—and broader European—public perception that
the United States has abandoned the rule of law and is only using mili-
tary means to fight terror. A focus on common ground should make it far
easier for both sides of the Atlantic to collaboratively tackle their similar
problems.

2. Initiate strategic collaboration on counterterrorism.

Despite the fact that the United States and Europe have encountered
many of the same problems with regard to terrorism, there has been
little effort to collaborate on solutions. It is essential that Washington
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work closely with the EU and its member states on these issues. Senior
policymakers on both sides of the Atlantic should focus on determin-
ing whether overarching solutions can be developed. This is not to imply
that the United States and European countries have failed to cooperate
on individual investigations or prosecutions. In fact, cooperation at the
tactical level has often been excellent. Collaboration at the strategic level,
however, is another story.

In addition to high-level policymaking attention, the parties should con-
vene a commission to focus on strategic issues, to include representatives of
the United States, the European Union, and EU member states. This com-
mission should be mandated to review U.S. and European states’ law enforce-
ment and prosecution efforts in the counterterrorism arena since September
11. It should review not only individual cases and operations, but also the
effectiveness of the countries’ overarching law enforcement and prosecuto-
rial strategy. In areas where the United States and Europe have faced similar
difficulties, the commission should propose common solutions. Of course,
a “one size fits all” solution will not always make sense. Still, the more the
United States and Europe can adopt similar laws, strategies, and approaches,
the more effectively they will be able to work with each other.

Several examples help illustrate how Washington could focus its efforts
in this regard. In terms of counterterrorism strategy, the United States,
Britain, and Germany have all discovered links between terrorism and
criminal activity. Due to the difficulties inherent in prosecuting terrorism-
related cases, all three have adopted the approach—independently, by all
accounts—of prosecuting terrorists for nonterrorism-related crimes.' This
strategy has proven effective in cases where terrorist suspects might other-
wise have walked free. The United States should work in consultation with
Germany and Britain to ensure that other European countries are embrac-
ing this approach, investigating the potential overlap between terrorism
and crime and taking advantage of such linkages in their prosecutorial
efforts. These countries should also be encouraged to reform other aspects
of their counterterrorism efforts. As discussed at length in this study, the
United States, Britain, and Germany have increasingly centralized their
counterterrorism structures, prioritized counterterrorism among their
law enforcement agencies and prosecutors, and improved cooperation and
coordination between their domestic intelligence and law enforcement
agencies. Other European countries could greatly strengthen their coun-
terterrorism capabilities by adopting similar changes.
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Washington should also encourage European countries to increase their
focus on prosecuting “material support” cases. As discussed earlier, mate-
rial support legislation has been the cornerstone of U.S. efforts to pros-
ecute suspected terrorists. The United States must push Europe to take
aggressive action against not only terrorist operatives and leaders, but also
those providing financial, logistical, or other support to terrorist groups.
Some European countries may already have adequate laws on the books,
requiring only external pressure to make active use of these laws. In other
countries, legislative changes may be needed to criminalize material sup-
port activity.

Even if it ultimately proved too difficult for the United States or Euro-
pean countries to adopt any aspect of each other’s counterterrorism
approaches, collaboration would have other side benefits. For example, the
United States might gain insight into prosecuting suspected terrorists from
countries such as Spain, France, and Britain—states that have been dealing
with this issue for decades. In combating terrorist groups, these European
countries have learned valuable lessons, some of which are undoubtedly
applicable against today’s threat. European countries could also learn a
great deal from the United States, since Europe’s counterterrorism efforts
remain extremely uneven. To be sure, some European countries are greatly
concerned about terrorism and have robust intelligence and law enforce-
ment capabilities in addition to fairly well-developed legal regimes. Other
countries are less focused, however. The United States must therefore take
advantage of any opportunity to work with European countries, whether
they possess strong or weak counterterrorism capabilities. The latter may
prove less valuable in terms of “lessons learned” from the U.S. perspec-
tive, but improving these nations’ counterterrorism capabilities and legal
regimes would have enormous potential benefits for both European and
U.S. security. Washington must do what it can, in this context, to ensure
that all European countries—not just the most obvious targets—are aware
of the magnitude of the terrorist threat. This may require that the United
States provide European governments with sensitive intelligence and intel-
ligence assessments, but in many cases this is a risk worth taking. Intelli-
gence on terrorist groups’ interest in acquiring and using weapons of mass
destruction would be particularly powerful in driving home the point that
terrorism is a global threat.

Another benefit of collaboration would be increased understanding
of U.S. and European counterterrorism systems and approaches. Under-
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standing improves cooperation and helps allies better relate to each other
when disagreements arise.

3. Improve tactical cooperation.

Although tactical counterterrorism cooperation between the United
States and Europe has been good since September 11, it could certainly
be improved further. It is becoming increasingly difficult to success-
fully prosecute terrorist suspects without cooperation from foreign gov-
ernments. Therefore, it is essential that all parties work to remove any
existing obstacles to cooperation in the law enforcement or prosecu-
tion arenas. For example, in order to provide intelligence to European
authorities for use in terrorism prosecutions, the United States must have
confidence that the European system will permit adequate protection of
classified information during the course of these trials. While the U.S.
Classified Information Procedures Act (CIPA) may not fit into European
civil law structures, there are certainly changes that European countries
can make to provide greater protection for classified information in ter-
rorism prosecutions.

In addition, these countries could help eliminate U.S. hesitance about
trying suspects in Europe by lengthening their sentences for terrorism
convictions. The United States, in turn, should consider removing the
death penalty as an option for terrorism prosecutions in which interna-
tional cooperation is needed. Capital punishment is a particularly serious
issue for many European countries, and they are often reluctant to cooper-
ate in situations where they believe their assistance would lead to a death
sentence.

4. Encourage the European Union to play a greater role.

Although many critics are dismissive of the EU’s role in the national secu-
rity arena, it is nonetheless important that the United States work closely
not only with the individual member states, but with the European Union
as an entity. Where possible, the United States should push the EU to
assume a greater role in European counterterrorism operations, for several
reasons. First, the European member states’ counterterrorism efforts are
extremely uneven. While some countries, such as France, Spain, and Brit-
ain, take the threat very seriously and have fairly strong intelligence and
law enforcement capabilities, this is not the case across the board. The EU
might be in the best position to push laggard countries to improve their
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domestic counterterrorism capabilities. In fact, there are many instances
where countries welcome pressure from the EU, as it allows them to take
actions that their populations might otherwise oppose. Spain has used this
technique on a number of occasions. It has been pushing for improved
information sharing mechanisms to be created on an EU level. There has
been speculation that Spain is interested in this issue because its ultimate
goal is to improve domestic information sharing between intelligence and
law enforcement agencies.?

Second, cooperation and coordination on counterterrorism within
Europe remains problematic. The EU is in a better position to improve
this situation than is the United States or any individual member state.
The United States will likely find Germany a willing partner in efforts
to involve the EU in this process. After September 11, Germany pushed
for grid-searching at the European level. The Germans were also a lead-
ing force in advocating for the European Arrest Warrant (EAW).? Ger-
man Interior Minister Otto Schily has been pressing for a European-wide
network of agencies that would facilitate information sharing between
national intelligence and police services.*

The British, on the other hand, are likely to be quite resistant to any
effort to increase the EU’s role or power in the national security arena.
Britain has opposed, for example, proposals to establish a European pub-
lic prosecutor and to increase the power of Europol and Eurojust. David
Blunkett, the former home secretary, stated that under no circumstances
could he envision the creation of a European public prosecutor.’ There
has also been significant domestic opposition in Britain to the EAW. For
example, a parliamentary committee described the measure as “deeply dis-
turbing,” citing hypothetical examples of cases in which its use might be
problematic.°

In addition to encouraging institutional pressure, Washington should
call on EU member states with stronger counterterrorism capabilities to
spur states with weaker capabilities toward improvement. In this regard,
the United States should take advantage of the “bureacractic peer pres-
sure” that counterterrorism expert Jonathan Stevenson claims is preva-
lent in Europe.” According to him, this internal pressure to adopt a more
aggressive approach reflects an understanding that al-Qaeda-inspired ter-
rorist attacks have the potential to be far more catastrophic than the “old-
style” terrorist activity that has long persisted in Europe.

U.S. policymakers should also take steps independently of Europe:
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1. Consider legislative solutions for prosecutions of
suspected terrorists to the greatest extent possible.
The United States should consider whether there are legislative solutions,
including fundamental reform of the criminal justice system, that would
allow it to effectively prosecute all suspected terrorists. Until now—per-
haps in anticipation of the challenges inherent in such proposals—the
U.S. government has not proposed or even considered any major legisla-
tive overhauls of the criminal justice system in order to better accommo-
date terrorism prosecutions; the system itself appears to be regarded as
sancrosanct.® But there are a broad range of legislative proposals—both
broad and far-reaching and more narrowly tailored—that the adminis-
tration could consider. In terms of more fundamental reform, a number
of experts on both the right and the left have called on Congress to cre-
ate a specialized court with sole jurisdiction over terrorism prosecutions.
The argument for such a court is that criminal courts are not designed for,
or capable of handling, complex terrorism prosecutions. The proponents
of a terrorism court maintain that it would allow the government to use
intelligence information more easily in trials while at the same time better
protecting sources and methods. The greatest challenge inherent in this
proposal would be creating a system that comports with the Constitution
(assuming that the country is unwilling to amend the Constitution), par-
ticularly given the requirements of the Sixth Amendment, which entitles
every defendant to a fair trial. Under that amendment, defendants have
the right to an attorney, to a speedy trial, to confront the prosecution’s wit-
nesses, and to see the evidence being used against them.” Senate Judiciary
Chairman Arlen Specter, however, has proposed to make use of an exist-
ing judicial entity—the FISA Court—to hear the cases of individuals who
have been detained without trial.'°

Other experts believe, for example, that Congress should enact a nar-
rowly tailored and highly managed preventive detention regime, similar
to the systems currently in place in France, Spain, and other European
countries.'! Democratic Senator Charles Schumer is among those to sug-
gest that the United States might need to consider alternative approaches
to dealing with terrorism suspects. In the case of one individual who was
deported, Schumer said that a better approach might have been to consider
options such as a classified criminal trial.'* As with the proposals above,
either of these options would have to be carefully designed so as not to
run afoul of the Constitution. A classified criminal trial could potentially
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violate a defendant’s Sixth Amendment rights to see the evidence and con-
front the witnesses against him, and preventive detention could violate the
Fourth Amendment right against unreasonable search and seizure.*’

While making significant changes to our system within the bounds of
the Constitution presents a difficult challenge, a variety of serious pro-
posals have been floated that to this point have received little attention.
Given that the United States is now several years into the “war on terror,
with no end in sight, it is time for the government to acknowledge this by
thinking longer-term as it combats terrorism. In fact, to this point, there
has been little U.S. public debate on this issue. While there has certainly
been heated debate over the Patriot Act and the detention center at Guan-
tanamo Bay, little has been said about making fundamental changes to the
criminal justice system so that it can be used more effectively to prosecute
suspected terrorists. Although enacting this type of fundamental reform
may not be the right solution, considering legislative solutions—and hav-
ing a public debate on this issue—would nonetheless be important. First
and foremost, it would help demonstrate that the United States is highly
concerned about adhering to the rule of law, and might help alleviate some
of the two-dimensional portrayals of the United States running rampant in
some parts of the world. Second, the United States might discover, in the
course of such a review, that there are a variety of smaller, less overarching
changes that can be made. Third, learning more about how other countries
handle similar issues would be beneficial for both U.S. policymakers and
the public.

The call for a public debate in the United States on these issues is now
coming from a variety of sources—and the U.S. administration should
heed it. For example, in an April 2004 speech, Michael Chertoff, the cur-
rent head of the Department of Homeland Security, argued that whether
or not the United States ultimately decides to make sweeping changes, the
time for the public debate, at least, has come. Chertoff expressed support
for the idea of looking to other Western democracies, such as France and
Britain, for ideas on improving the U.S. system.*

Others on all sides of the political spectrum have called for the admin-
istration—and perhaps even more important, for Congress—to devise a
long-term legislative strategy on these issues. In an April 20, 2005, edito-
rial, the Washington Post pointed to court rulings regarding the military
tribunals and the Moussaoui case as evidence that the current approach is
not working. The Post opined that the administration has been too reluc-
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tant to solve these issues through legislation and called on Congress to
“clarify the rules” regarding federal terrorism prosecutions and military
tribunals.'® The president of the National Institute of Military Justice made
a similar point, but leveled his criticism for the lack of legislative action
directly at Congress: “Congress’ failure to play a role in any of these issues

has been extremely unfortunate and an erosion of their responsibilities.”*®

2. Remove the politics from counterterrorism prosecutions.
As was discussed at length earlier in the study, U.S. officials have held
press conferences and issued numerous public statements in many of the
post-September 11 prosecutions. They have also trumpeted counterterror-
ism statistics as a sign that the government is effectively rooting out ter-
rorists and bringing them to justice. When these prosecutions have either
failed or come up short, or the statistics have been revealed as exagger-
ated, the government’s credibility has been damaged. To succeed in their
counterterrorism efforts, prosecutors and law enforcement officials must
be viewed as nonpolitical actors. If judges—and worse, juries—regard the
government’s counterterrorism efforts as politicized, the government is
likely to encounter great difficulties. To address these issues, the U.S. gov-
ernment should:

m Make as few public comments about counterterrorism cases as possible
until after conviction. Let indictments speak for themselves.

m Be far more cautious in use of counterterrorism statistics. The govern-
ment should take great care to ensure that these statistics are accurate
and not exaggerated in any way. And while it is important to release
such data, trumpeting it publicly often gives it political overtones.

In this second regard, the United States might take a lesson from Britain.
The British have not publicly promoted their counterterrorism cases as
aggressively as has the United States.'” Therefore, when difficulties arise,
they do not have the same type of impact on the government’s credibil-
ity; the government has not staked its credibility to the same extent on
the success of these cases. British reticence to promote its cases is due, in
large part, to strict contempt-of-court laws. The 1981 Contempt of Court
Act prohibits the publication of any information, from the time of arrest,
that might affect a case. This obligation is taken seriously, and when Brit-
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ish officials have made what are deemed to be inappropriate comments,
they have been heavily criticized. In one pre-September 11 case, a British
official was forced to resign after making inappropriate comments about
a defendant.'® Beyond the restrictions in individual cases, the British are
generally reluctant to provide information about the terrorist threat more
generally, believing that this type of information would be useful to ter-
rorists and ought not be released. While it is certainly understandable
that U.S. government officials would want to defend their efforts against
attacks, perhaps the British can offer a lesson as to why, from a long-term
perspective, this is not always the best course of action.

3. Ensure that prosecutors are sufficiently

independent from law enforcement.

One of the most important U.S. developments after September 11 has
been that prosecutors and law enforcement officers now work far more
closely on counterterrorism investigations. Before September 11, the “wall”
between intelligence and criminal investigations prevented these rela-
tionships from developing. But a downside of the closer relationship is
that prosecutors may lose some of their independent perspective, and be
more likely to be advocates for particular cases instead of acting as objec-
tive reviewers. The United States must find a way to maintain these close
ties while ensuring that prosecutors are able to make objective judgments
about the strengths of the investigators’ cases. Here, too, the United States
could look to Britain for guidance. The British Crown Prosecution Service
(CPS)—the rough equivalent of the U.S. Justice Department—is far more
independent from British law enforcement than is the Justice Department
from the FBI. CPS lawyers are less intimately involved in counterterrorism
investigations than are U.S. prosecutors. CPS agents, who serve as the filter
mechanism for the work of law enforcement, regard their independence
from law enforcement as vital; from CPS’s perspective, the less involved
agents are in the actual investigations, the more dispassionate and objec-
tive they will be in deciding the merits of cases. If CPS were to lose this
objectivity, it would be concerned that judges, in particular, would no
longer have the same faith in its prosecutorial judgments.'* While there
are many positives to the United States’ post-September 11 approach—in
which prosecutors are integral members of investigative teams—finding
ways to ensure that prosecutors maintain their independence would be an
important step in improving the Justice Department’s credibility.
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