Two Ukraine-owned and
operated Bayraktar TB2
combat drones armed
with MAM-L laser-guided
bombs. Shutterstock
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superiority in its conflicts, an expectation reinforced by experiences

in the Persian Gulf, the Balkans, Afghanistan, and Iraq. But in the past
decade, the operational environment has changed with the proliferation of
drones—aka unmanned aerial vehicles (UAVs)'—among America’s state and
nonstate adversaries. Drones offer a cheap, effective precision-strike
capability, obviating the need for a large, modern air force. Commenting on
this “inflection point” in aerial warfare, then U.S. Central Command head
Gen. Kenneth F. McKenzie Jr. testified as follows in April 2021 before a U.S.
congressional committee: “For the first time since the Korean War, we are
operating without complete air superiority...Until we are able to develop and
field a networked capability to detect and defeat [drones], the advantage will
remain with the attacker.”?

S ince the end of the Cold War, the U.S. military has counted on air
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To address this growing challenge, the United
States and other countries have begun investing in
counter-drone systems, or counter—unmanned
aerial systems (C-UAS). These may use radar,
electro-optical/infrared (EO/IR), acoustic, or radio
frequency sensors to detect a drone’s physical,
visual, thermal, audible, or electromagnetic
signatures.’ Once detected, the drone may be

Abbreviations

AAM air-to-air missile

AEW&C airborne early warning and control

C-UAS counter—unmanned aerial system

EO/IR electro-optical/infrared

EW electronic warfare

GNA Government of National Accord
(Libya)

LNA Libyan National Army

MANPADS man-portable air defense systems

NASAMS national advanced surface-to-air
missile system

SAM surface-to-air missile
SEAD/DEAD suppression and destruction of

enemy air defense

SPAAG self-propelled antiaircraft gun
UAS unmanned aerial system
UAV unmanned aerial vehicle

engaged via kinetic means
(missiles, other drones,

guns, and nets) or nonkinetic
means, with the latter encom-
passing the use of electronic
warfare (EW), hacking, or
directed-energy pulses to jam,
seize control of, or disable the
drone. Alternatively, attacks
can target other elements
supporting a drone system.

This paper reviews counter-
drone systems and methods
used in recent conflicts

in Syria, Yemen, Libya, Nagorno-Karabakh, and
Ukraine. In some cases, such as in Libya and
Nagorno-Karabakh, combat drones had strategic
effects, either halting major advances or contributing
significantly to victories, while in other conflicts,
such as in Ukraine, reconnaissance drones served

as force multipliers, operating in support of ground
forces. Nevertheless, most U.S., Turkish, Russian, and
Chinese drones in question—as well as homemade
drones operated by nonstate actors like the Islamic
State—were downed, with claimed interception rates
of 80 percent, 90 percent, and in some cases nearly
100 percent. And the interceptions were achieved not
by emerging, dedicated counter-drone systems, but
by legacy air defense and EW systems, including a
hodgepodge of Soviet-era air defenses. In the Ukraine
context, more modern NATO systems have also been
put to use.

Counter-drone efforts were most successful when
defenses were layered, providing multiple
opportunities to intercept drones in flight, and
early warning, ground-based air defenses, EW
assets, and combat aircraft functioned in an
integrated fashion. Moreover, the use of newer,
more capable drones or defenses—often acquired
abroad—significantly affected battlefield dynamics,
especially in Libya and Ukraine.
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Syria, 20T11-

The Syrian conflict evolved from a civil war to a
regional struggle that drew in a number of external
powers. Russian forces, which in 2015 intervened

in support of the Bashar al-Assad regime, were the
main operators of drones and counter-drone systems
in Syria. This section will largely focus on their
experiences, though it will also mention Turkish
operations in northwest Syria.

Russia’s main operational hub in Syria was located
at Hmeimim Air Base, where it deployed an air
defense array comprising short-, medium-, and long-
range surface-to-air missile (SAM) systems and EW
assets.? After Russia established a separate,
counter-drone command post in Syria in late 2017
and integrated its early warning radars, SAMs, and
EW,’ Russian defenses at Hmeimim and Tartus
enjoyed significant success against jihadist and
Syrian opposition drone attacks.® Russian ground-
based defenses also enjoyed some success against
Turkish drones operating in Syria’s Idlib province.”

Russian and Syrian Pantsir-S1 systems that operated
independently, however, often did not fare well
against Turkish drones in northern Syria, perhaps
after being blinded by Turkish EW attacks.® Some of
the Syrian Pantsirs that were destroyed may have
been inferior export models and were operated by
less-than-proficient Syrian crews, making them
susceptible to Turkey’s use of offensive EW. Russia
also reportedly lost scores of Russian Orlan-10
reconnaissance drones to Turkish air defenses

and Syrian rebel forces.'

EW proved particularly crucial for both Russian

and Turkish counter-drone operations. Russia’s
Krasukha-4 mobile EW system disabled
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communications of drones and combat drones
operating at low and medium altitudes, reportedly at
ranges of more than 150 kilometers.'* Turkey’s Koral
EW system reportedly supported Turkish drones
conducting suppression and destruction of enemy
air defenses (SEAD/DEAD) operations in northern
Syria, from across the border in Turkey.'? The Koral
was likely responsible for Turkey’s ability to operate
its drones undetected within the engagement zones
of Syrian Pantsir systems, in effect allowing Turkey
to deploy its drones as a conventional air force,
conducting air-to-air and air-to-ground strikes in
northern Syria.'3

Air-to-air engagements accounted for the destruction
of smaller numbers of drones. Syrian aircraft
downed Jordanian drones with air-to-air missiles in
June 2017 but were less effective operating against
Turkish drones in northern Syria.** Turkey supported
its drone operations from across the border with its
Boeing E-7T Peace Eagle airborne early warning and
control (AEW&C) aircraft, directing F-16s to launch
missiles beyond visual range at Syrian Sukhoi-24
attack aircraft attempting to intercept Turkish drones
and combat drones over northern Syria.'®

Overall, from 2018 to 2020, Russian defenses in
Syria reportedly disabled more than 150 drones.*®
Russia’s experience defending Hmeimim Air Base
has heavily influenced its current counter-drone
concept of operations and provided the foundation
for counter-drone training across the Russian
military, at the platoon, company, battalion, and
brigade level.'” Beginning in 2019, all major Russian
military exercises are said to have featured drills
simulating attacks by drone swarms, with EW
functioning as a key element.'® Logisticians,
maintainers, and even cooks are being trained in
counter-drone tactics, and counter-drone training is
now mandatory in all Russian military services.*
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Saudi Arabia, Yemen, 2015-

During the Yemen conflict, Saudi Arabia has
accumulated extensive experience—albeit at a
high price?*—defending its long horders and
geographically dispersed industrial targets and
population centers against drone strikes.?* The
Houthis have relied heavily on drones in their
attacks on Saudi Arabia—since 2021, nearly
two-thirds of their attacks have involved drones?*—
and have mainly employed the Qasef-1/2K and
Sammad-1/2/3 family of drones supplied by Iran.

With a focused effort to counter the threat, Saudi
Arabia claimed a drone intercept rate of 90 percent,?
the result of its integration of low-level ground
radars, airborne early warning aircraft, and F-15
fighters. The Royal Saudi Air Force is one of only
three countries in the Middle East possessing
AEW&C aircraft, operating a squadron of five
U.S.-made Boeing E-3A Sentry and two Saab 2000
Erieye AEW&C aircraft.2 Further, in February 2020,
Britain deployed mobile Saab Giraffe radars to
Saudi Arabia, which provide a 360-degree networked
air picture.?® France has reportedly provided

further coverage via unspecified radars from Thales
Group (possibly Ground Master).?° Saudi Air Force
F-15s armed with advanced air-to-air missiles and
radars capable of detecting small drones provided
an effective but costly solution to addressing the
drone threat.?”

The Houthis use an assortment of SAM systems for
drone defense, including converted R-27 air-to-air
missiles and man-portable air defense systems
(MANPADS) that previously belonged to the Yemeni
Air Force, as well as Iranian Misagh-2 shoulder-
launched SAMs.?® By the end of 2015 alone, the
Houthis had successfully shot down as many as
twelve coalition drones.?” They have since downed
several U.S.-made combat drones, including MQ-9B
Reapers, using SAMs.

One notable Saudi failure came on September 14,
2019, when Iran launched eighteen drones and
seven cruise missiles at Saudi Aramco’s Abgaiq
and Khurais oil processing plants, knocking out
half of the country’s daily crude oil production and
5 percent of globhal daily production.®® Saudi-
operated Patriot SAMs tasked with protecting the
sites reportedly failed to engage the incoming

| S

Royal Saudi Air Force F-15SAs.
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Debris from Iranian cruise missiles and Shahed-131 kamikaze drones used to attack Saudi Aramco oil facilities on display at a news
conference in Riyadh, September 18, 2019. REUTERS/Hamad [ Mohammed

drones®—although the Patriot was never designed

to counter small, maneuverable drones flying at low
altitudes.?? Further, Patriot radars are reported to
have a relatively narrow 120-degree field of view,
requiring them to be oriented in the anticipated
direction of attack to respond effectively.?* Given that
most missile and drone attacks since the conflict
began in 2015 emanated from the south, Saudi
Patriot batteries were oriented accordingly,? and the
Patriot radars were therefore unable to recognize and
respond to an attack coming from the northeast.

This shortcoming was addressed weeks later by the
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transfer of four U.S. AN/MPQ-64 Sentinel radars,
and the aforementioned French and British radar
systems, to bolster defenses against cruise missiles
and drones by providing 360-degree coverage.®®
The United States and Saudi Arabia have since
conducted joint counter-drone exercises, mainly
out of Prince Sultan Air Base near Riyadh.?®
Further, in March 2023, the United States and Saudi
Arabia completed their first joint counter-drone
exercise at the newly created Red Sands Integrated
Experimentation Center, a regional training site
established in the kingdom to test new and existing
counter-drone technologies.®”
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Libya, 2014-

In 2019, UN Special Representative to Libya Ghassan
Salamé called the Libyan conflict the “largest drone
war...in the world,” with more than a thousand
airstrikes conducted by drones since the conflict
began in 2014.°® Both sides used foreign-supplied
and operated drones and air defenses, with the
Government of National Accord (GNA) relying
mainly on the Turkish-supplied and operated
Bayraktar TB2 and the Libyan National Army (LNA)
fielding mainly the Chinese-built, UAE-supplied
and operated Wing Loong I/11.2° Both sides also
used commercial mini-drones for reconnaissance,
but these ultimately proved unreliable and
susceptible to jamming.*°

Overall, counter-drone operations produced
relatively high drone attrition rates in Libya.
Chinese-made Wing Loong I/IT drones and Russian-
made Pantsir-S1 SAM systems—provided by the
UAE in 2016 and 2019, respectively*'—gave the
LNA a significant tactical advantage over the GNA.*?
By September 2019, the LNA had virtually eradicated
GNA-operated Turkish drones, and the GNA’s
largely inferior antiaircraft guns and shoulder-fired
MANPADS were downing only some LNA drones.*
By January 2020, however, nine months after the
LNA offensive on Tripoli began, Turkey had
deployed a layered,** integrated defense at the

GNA’s Misratah and Mitiga Air Bases, allowing the
GNA to consistently shoot down LNA drones over
areas it controlled in northwest Libya.*®

The GNA’s ground-based defenses included Turkish-
supplied HAWK and Hisar SAM systems and Korkut
self-propelled antiaircraft gun systems.*® Turkey
also deployed land-, sea-, and air-based radar and
early warning systems. On land, the GNA deployed
AN/MPQ-64 Sentinel 360-degree, phased array
radars.”” At sea, Turkish Gabya-class frigates
provided the GNA with early warning using AN/
SPS-49 long-range air surveillance radars.*® In the
air, Turkey used AEW&C aircraft like Boeing E-7T
Peace Eagles flying off the coast of Tripoli.*” For

EW, in early 2020 Turkey deployed its Koral system
to Mitiga Air Base,*® which was not only capable of
disrupting Emirati Wing Loong operations but also
proved effective again at disrupting and targeting
Pantsir SAM systems.” The GNA also incorporated
Turkish-manufactured STM Kargu-2 rotary wing
autonomous loitering munitions to hunt down
logistics convoys and retreating LNA units.”? While
the UN experts panel claimed that the Kargu-2 is a
truly autonomous system, STM claims that a human
operator always remains in the loop.>®

The LNA’s main ground-based point defense system
used to counter drones included the Russian
Pantsir-S1, reportedly operated by crews of Russian
Wagner Group mercenaries and poorly trained

In Libya, debris from a downed UAE-owned and operated Chinese Wing Loong Il combat drone.
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Libyans.>* From November 2019 to March 2020,
the LNA claimed its Pantsir systems shot down

at least sixteen Turkish aircraft and were overall
responsible for destroying more than half of the
total two dozen Turkish drones shot down in Libya.>®

Despite initial successes, however, Pantsirs deployed
to Libya—like those in Syria—proved vulnerable to
Turkish EW and Bayraktar TB2s firing MAM-L and
MAM-C laser-guided bombs.>® Pantsirs were often
struck not only while active on the battlefield but
also while nonoperational, such as when parked

in hangars or in transit on flatbed trucks.®” This
demonstrates a key advantage of the persistent-
targeting capability of drones, which can loiter over
the battlefield and attack their targets when most
vulnerable. Pantsirs were also occasionally over-
whelmed, as Turkey sometimes attacked with half a
dozen or more drones simultaneously.>® On several
occasions, Pantsir-S1s failed to engage Turkish
drones and, in at least one case, was observed with
its radar array spinning—indicating that it was
turned on—right before being destroyed.*® By the end
of May 2020, Pantsir crews improved their defense
somewhat by switching to passive electro-optical
sensors, thus limiting their vulnerability to jamming
by Koral EW systems.®°

Nagorno-Karabakh,
September-November 2020

During the Nagorno-Karabakh conflict in 2020,
Azerbaijan used Turkish-made Bayraktar TB2
combat drones and Israeli-made Harop loitering
munitions to defeat virtually every layer of Armenia’s
dense air defenses in the theater of operation.®
Azerbaijani drones repeatedly destroyed Armenian
ground-based air defenses,*? often deployed in

the open, without camouflage or other defensive
measures.®® Overall, Azerbaijan destroyed 65
percent of Armenia’s air defense systems deployed
in Nagorno-Karabakh.®* In comparison,®® Armenia
shot down only two TB2s during the entire conflict.®®
Manned multi-role fighter aircraft were largely
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absent from the skies, allowing drones to operate
unhindered.®”

Azerbaijan also converted Soviet-era Antonov-2
biplanes into remotely piloted aircraft and sent
them into Armenian air defense engagement zones
as decoys.®® Once the Armenian SAMs activated
and engaged the biplanes, Azerbaijani Harops,
loitering above, used their EO/IR sensors to locate
Armenian radars and destroy them via kamikaze
attack.®® Bayraktar TB2s relayed targeting data to
Azerbaijani artillery and/or dropped laser-guided
bombs to destroy Armenian systems.”® Azerbaijan
has not publicly acknowledged using EW in
Nagorno-Karabakh. However, as in the Syrian and
Libyan theaters, Azerbaijani TB2s destroyed several
Armenian air defense systems while their radars
were operating, hinting at the combined use of EW
and drones.”*

Armenia’s ground-based air defenses consisted
mostly of obsolete Soviet-era mobile SAM systems,”?
mainly SA-8s,”® that proved less capable than

more modern Russian systems deployed to Syria.
Collectively, Armenian systems were consistently
unable to detect, track, and target Azerbaijani
drones.”* SA-10s and SA-11s in Armenian service
lacked the ability to network dispersed radars to
produce a single operating picture.”> Systems like
the SA-4, SA-6, SA-8, and SA-13 were reportedly
able to detect Azerbaijani drones but unable to
intercept them,’”® and were vulnerable to enemy EW.””
Armenian SA-11 and SA-15 SAMs and MANPADS
downed a few Azerbaijani drones but were intro-
duced too late in the conflict to have a significant
impact.”® Armenian self-propelled antiaircraft guns
such as the ZSU-23-4 Shilka, or MT-LB vehicles
equipped with antiaircraft guns, were largely
ineffective without upgraded radars and EO sights.”

Armenia’s Russian-supplied Pole-21 EW systems
proved very effective at disrupting Azerbaijani
drones when used.®® Armenia possessed one mobile
Repellent EW complex, but according to Prime
Minister Nikol Pashinyan, it did not work and was
destroyed in combat.®! In northwest Armenia, Russia
deployed the Krasukha mobile EW system at its own
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A Turkish Bayraktar TB2 combat drone armed with MAM-L laser-guided bombs, September 27, 2021. Credit: Oryx

military base in Gyumri. Some reports claim the
Krasukha downed at least nine Bayraktar TB2s,%
although given that Gyumri is roughly 250 kilo-
meters from the main battlefield and thus possibly
outside the Krasukha’s effective range, it is unclear
whether these claims are credible.

Ukraine, February 2022-

Ukraine’s drone defenses in its war against Russia
consist largely of three layers: fighter jets armed
with air-to-air missiles; ground-based air defenses,
including SAMs and antiaircraft guns; and soldiers
armed with MANPADS and heavy machine guns.
Before the war, Ukraine’s inventory consisted
almost exclusively of Soviet-era ground-based air
defense systems, similar to those used in Syria,
Libya, and Nagorno-Karabakh. Over time, with the
infusion of advanced Western air defense systems,
such as the national advanced surface-to-air missile
system (NASAMS), IRIS-T SLM, Vampire, Avenger,
Stinger, and Gepard, Ukraine built a more effective
and extensive layered, integrated air defense
architecture.®® Based on published estimates of
destroyed equipment,® Ukraine has so far proved

increasingly adept at downing Russian combat
drones,® while Russian EW systems are reportedly
downing thousands of Ukrainian drones a month—
the bulk of which are likely expendable commercial
reconnaissance drones.®°

Ukrainian forces have operated Turkish-supplied
Bayraktar TB2 combat drones and smaller
reconnaissance drones, whereas Russian forces
have mainly employed the Russian Orlan-10
reconnaissance drone, Lancet-1/3 loitering
munition, and Iranian Shahed-131/136 (Russian
name: Geran-1/2) one-way attack drone, the last of
these introduced six months after the invasion.
Both sides use loitering munitions, with varying
degrees of effectiveness,?” and thousands of cheap,
expendable, commercial quadcopter drones, mainly
the Chinese-made DJI Mavic, for a variety of roles
such as reconnaissance, artillery spotting, and
bombing.?® Commercial quadcopters have also
reportedly been used to knock enemy quadcopters
out of the sky.®”

In the first few months of the invasion, Ukrainian
TB2s destroyed scores of Russian military vehicles
and equipment moving in columns on roads,”® while
Ukrainian ground forces downed or disabled at least
forty-five Russian Orlan-10 reconnaissance drones.”
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Notably, published images of downed Orlan-10s
showed that most were intact, suggesting the use of
EW rather than kinetic means.??

Russian forces reportedly shot down the first TB2
in mid-March 2022, and in the first five months
of the war, reportedly destroyed around 90 percent
of all Ukrainian drones sent their way.”* They also
made effective use of EW to track and neutralize
Ukrainian drones. On average, Ukrainian drones,
from commercial quadcopters to larger fixed-wing
models,”® reportedly had a dismal life expectancy
of three and six flights, respectively.®® By summer
2022, Russia had dug into areas of eastern Ukraine
and effectively integrated early warning radars,”
ground-based air defenses, and EW to identify,
disrupt, and disable Ukrainian drones.”® According
to one Ukrainian pilot, the Bayraktar TB2 became
“almost useless” with the increased integration of
Russian defenses, requiring Ukrainian pilots to use
the TB2 more selectively for special operations.”

Yet Russia’s Repellent EW system was, as in Armenia,
largely ineffective.'® More capable Russian EW
systems, like the Krasukha, which jam and disrupt

the radar and communication links of TB2s, have at
times been equally disruptive to Russia’s own troops
and equipment.'®* Short-range R-330Zh Zhitel EW
systems have also been effective at jamming the GPS
signals that the TB2s and DJI Mavics depend on for
navigation.'%?

Russian forces also effectively used Orlan-10 drones
with tactics similar to those used by Azerbaijani
forces in Nagorno-Karabakh to perform SEAD/DEAD
operations.'®® After flying into Ukrainian air defense
engagement zones, causing Ukrainian SAMs to
activate their fire control radars and thereby reveal
their location, Orlan-10s suppressed the exposed
systems using EW and relayed targeting coordinates
to Russian artillery to enable their destruction.*4
This forced Ukraine’s short-to-medium-range SAM
systems such as the SA-8 and SA-11 to withdraw
further behind the frontlines to cut their losses.'%

For Ukraine, Western ground-based air defenses
have proven key to improving drone interception
rates. Ukrainian forces claim that German-supplied
IRIS-T SLM heat-seeking missiles have shot down
every projectile they have faced since being deployed

In Ukraine, debris from a Russian Lancet kamikaze drone that exploded prematurely after failing to penetrate protective chain-link
fencing around a Ukrainian AHS Krab self-propelled howitzer artillery gun, January 2023. Credit: Kriegsforscher
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Dozens of DJI Mavic 3T reconnaissance drones delivered to the Ukrainian military, March 2023. Credit: Mykhailo Fedorov

in October 2022, while according to U.S. defense
secretary Lloyd Austin, American-supplied NASAMS
have had a “100 percent success rate” in Ukraine.'%®
The United States likely supplied Ukraine with the
NASAMS-2 variant, which is equipped with the
NATO standard Link-16 communications system,'”
making the NASAMS interoperable with other
SAMs such as the U.S. Patriot and German IRIS-T
SLM.'% When properly integrated, sensors from one
system, including aircraft flying outside Ukrainian
airspace,'%” can provide targeting data to enable
another system to intercept.

According to Ukraine’s defense attaché to the

United States, Maj. Gen. Borys Kremenetsky,
German-supplied Gepard self-propelled antiaircraft
guns, as well as ZSU-23-4s and SA-8s, have been
“successful” against drones.'° An analysis by
Britain’s Royal United Services Institute also claimed
that the Gepard is highly effective, while Soviet-

era SA-19s and the ZSU-23-4s struggle to shoot
down Iranian Shahed-136 drones.*'* Ukraine also
deployed MANPADS across its units and used them

10

effectively against Shahed-136 drones, as well as
against Russian aircraft operating at low altitudes.*?
The most common MANPAD deployed by Ukrainian
forces is the SA-18, but they now also possess an
assortment of Western-supplied MANPADS including
the American Stinger, British Martlet and StarStreak,
French Mistral, and Polish Piorun.**?

During the conflict, Ukraine has claimed climbing
interception rates of Iranian Shahed-136 drones,
from 70 percent in October 2022 to 100 percent

by January 2023."* And Western actors are taking
steps to ensure Ukraine keeps its advantage. Shortly
after the United States pledged to supply Ukraine
with a Patriot missile battery on December 21,
2022, sixty-five handpicked Ukrainian soldiers
began training at Fort Sill, Oklahoma.'*¢ The first
U.S.-supplied Patriot battery arrived in Ukraine on
April 19, 2023,"'7 and was immediately put to use.

In addition, Germany has pledged to supply Ukraine
with one Patriot missile battery and the Netherlands
with two.'*®
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Conclusion

There is no counter-drone silver bullet. The most
effective defense against drones at this time consists
of layered, integrated, interoperable systems capable
of providing 360-degree coverage, employing a
variety of hard- and soft-kill solutions, such as
antiaircraft artillery, surface-to-air and air-to-air
missile interceptors, and EW systems.

Maj. Gen. Sean Gainey, the outgoing director of the
U.S. Army’s new Joint Counter—small Unmanned
Aircraft Systems Office (JCO), describes a “system-of-
systems, layered approach to a common command-
and-control method” as the “best way” to counter
drones, adding that there is “no one capability that
will defeat the range of [drone] threats” on today’s
battlefield.**

The experiences of drone operators in other conflicts
have generally confirmed these findings. For
instance, Israel has downed a number of drones
using a variety of hard- and soft-kill systems. In
March 2021, Israeli F-351 fighters shot down two
Iranian Shahed-197 drones over neighboring
countries—one approaching from the south and one
from the east'*°—in coordination
with these states before they could
enter Israeli airspace. In July 2022,
Israel shot down three Hezbollah
drones approaching offshore gas
rigs by the Karish natural gas

field in the East Mediterranean
using F-16 fighters and Barak 8
surface-to-air missiles fired from
the INS Eilat.*** And in March
2023, Israel shot down a Hamas
drone over Gaza using Iron Dome
interceptors.t??

Many of the most successful
counter-drone cases outlined in
this paper, however, involved the
defense of point targets such as
military bases. Units and facilities
outside the umbrella provided by
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integrated defenses remain more vulnerable—at least
for now. Further, no actors involved in the conflicts
discussed were reported to have used dedicated
counter-drone systems, relying instead mostly on
legacy air defense platforms designed to shoot down
ballistic missiles and conventional aircraft. While
these systems can provide an adequate defense
against large drones, they are ultimately too expen-
sive to use against larger numbers of smaller drones.

In contrast, the U.S. military has already fielded
several dedicated counter-drone platforms across its
services, like Coyote and L-MADIS, with a number
of additional prototypes undergoing operational
testing in the field, like HELIOS. Israel’s Drone Dome,
a counter-drone system capable of using hard- and
soft-kill solutions to neutralize a variety of drones, is
already in use in several NATO and Asian countries
(see appendix).'*® These systems present an
opportunity to augment and complement existing
legacy air defense systems, helping to fill the
counter-drone capabilities gap while lowering the
cost of interception.

With sufficient density and integration, interception
rates of 80, 90, or at times nearly 100 percent can be
achieved using existing technologies. But unmanned
systems will likely continue to
proliferate at an accelerating rate
in the coming decades. If the
United States is to maintain its
battlefield advantage, whether
against near-peer rivals or others,
continued investment, testing, and
fielding of counter-drone platforms
will be paramount. In a February
2021 public address, General
McKenzie highlighted the urgency
of the situation, stating, “The
growing threat posed by these
systems [commercially available
small drones] coupled with our
lack of dependable, networked
capabilities to counter them is the
most concerning tactical develop-
ment since the rise of the impro-
vised explosive device in Iraq.”*?

1
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In fiscal year 2022/23, the U.S. Department of
Defense plans to spend more than $668 million

on counter-drone research and development and at
least $78 million on counter-drone procurement.'?
Today, the JCO is looking to field directed-energy
systems and high-powered microwave systems to
disable drones, especially as adversary drones have

become increasingly autonomous and resistant to
EW. The JCO still emphasizes, however, the need to
“have a kinetic solution” in case soft-kill solutions
fail.*?¢ The continued search for effective responses
to this threat will likely define the future of counter-
drone warfare for years to come. <

The L-MADIS system (circled) was used to down an Iranian drone while parked on the bow of the USS Boxer (LHD-4) as the ship
transited the Strait of Hormuz, July 18, 2019. Credit: U.S. Marine Corps
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Appendix: Select Counter-Drone Systems

System Description Select Users

SURFACE-TO-AIR MISSILES (SAMS)

Hisar Turkish-made, Turkey
vehicle-mounted,
heat-seeking SAM
system with a reported
engagement range of

10-20 km.
IRIS-T SLM German-made, Ukraine
(surface- vehicle-mounted,
launched heat-seeking SAM
missile) system with a reported

engagement range of

up to 40 km.
M1097 U.S.-made, Saudi Arabia
AN/TWQ-1 vehicle-mounted, Ukraine
Avenger heat-seeking SAM

system based on the
FIM-92 Stinger missile,
with a reported
engagement range of

4 km.
MIM-23B U.S.-made, towed, Saudi Arabia
improved radar-guided SAM Turkey
homing-all-the-way system with a reported Ukraine
killer (I-HAWK) engagement range of

25-35 km.
MIM-104 U.S.-made, Saudi Arabia
Patriot vehicle-mounted, Ukraine

radar-guided SAM
system with a reported
engagement range of
70 km.
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Select Users

System

Description

SURFACE-TO-AIR MISSILES (SAMS) (Continued)

National U.S./Norwegian-made, Ukraine

advanced fixed or vehicle-mounted

surface-to-air radar-guided SAM

missile system system with a reported

(NASAMS) engagement range of
40 km.

SA-3 Goa Russian-made, fixed, Armenia

(S-125 Neva/ radar-guided SAM Azerbaijan

Pechora) system with a reported Houthis
engagement range of Syria
25-35 km. Russia

Ukraine

SA-4 Ganef Russian-made, Armenia

(2K11 Krug) vehicle-mounted, Azerbaijan
radar-guided SAM Syria
system with a reported Ukraine
engagement range of
55 km.

SA-6 Gainful Russian-made, Armenia

(2K12 Kub) vehicle-mounted, Houthis
radar-guided SAM Syria
system with a reported Russia
engagement range of Ukraine
up to 25 km.

SA-8 Gecko Russian-made, Armenia

(9K33 Osa) vehicle-mounted, Azerbaijan
radar-guided SAM Russia
system with a reported Syria
engagement range of Ukraine

15 km.
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A “SYSTEM OF SYSTEMS” APPROACH TO COUNTERING DRONES

Description

Select Users

SURFACE-TO-AIR MISSILES (SAMS) (Continued)

SA-10 Grumble Russian-made, Armenia
(S-300P/PS/PT) vehicle-mounted, Russia
radar-guided SAM Ukraine
system with a reported
engagement range of
50-75 km.
SA-11 Gadfly Russian-made, Armenia
(9K37 Buk-M1) vehicle-mounted, Azerbaijan
radar-guided SAM Russia
system with a reported Ukraine
engagement range of
35 km.
SA-13 Gopher Russian-made, Armenia
(9K35 Strela-10) vehicle-mounted, Azerbaijan
heat-seeking SAM Russia
system with a reported Syria
engagement range of Ukraine
5 km.
SA-15 Gauntlet Russian-made, Armenia
(9K330 Tor-M) vehicle-mounted, Azerbaijan
radar-guided SAM Russia
system with a reported Syria
engagement range of Ukraine
10-15 km.
SA-17 Grizzly Russian-made, Azerbaijan
(9K317 Buk-M2E) vehicle-mounted, Russia
radar-guided SAM Syria
system with a reported Ukraine

engagement range of
35-50 km.
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SURFACE-TO-AIR MISSILES (SAMS) (Continued)

SA-19 Grison Russian-made, Russia
(2K22 Tunguska) vehicle-mounted, Ukraine

self-propelled antiair-

craft gun (SPAAG) and

SAM system with a

reported engagement

range of 4 km for the

guns and 20 km for the

missiles.

SA-21 Growler Russian-made, Russia
(S-400 Triumph) vehicle-mounted,
radar-guided SAM
system with a reported
engagement range of

250 km.
SA-22 Greyhound  Russian-made, LNA
(Pantsir-S1) vehicle-mounted, Russia

SPAAG and SAM system  Syria
with a reported

engagement range of

4 km for the guns and

20 km for the missiles.

MAN-PORTABLE AIR DEFENSE SYSTEMS (MANPADS)

FIM-92 Stinger U.S.-made, shoulder- GNA
launched, heat-seeking  Saudi Arabia
missile system with a Turkey
reported engagement Ukraine

range of 4-8 km. Can
also be fired from the
M1097 Avenger system.

Martlet UK-made, shoulder- Ukraine
launched, laser-
guided surface-to-air,
surface-to-surface,
and air-to-surface
missile system with a
reported engagement
range of 8 km.
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System Description Select Users

MAN-PORTABLE AIR DEFENSE SYSTEMS (MANPADS) (Continued)

Misagh-2 Iranian-made, shoulder- Houthis
launched, heat-seeking
missile system with a
reported engagement
range of 3—6 km.

Mistral French-made, shoulder-  Ukraine
launched or vehicle-
mounted heat-seeking
missile system with a
reported engagement
range of 3—6 km.

Piorun Polish-made, shoulder-  Ukraine
launched, heat-seeking
missile system with a
reported engagement
range of 4—-6 km.

SA-18 Grouse Soviet-made, shoulder-  Armenia

(9K38 Igla) launched, heat-seeking  Azerbaijan
missile system with a Russia
reported engagement Ukraine

range of 2-5 km.

StarStreak UK-made, shoulder- Ukraine
launched or vehicle-
mounted laser-guided
missile system with a
reported engagement
range of 5-6 km.
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System Description Select Users

AIR-TO-AIR MISSILES (AAMS)

AIM-9X Sidewinder U.S.-made, heat-seeking, Saudi Arabia
air-to-air and surface- Ukraine
to-air missile launched
from U.S. fighter aircraft
and NASAMS ground

systems.
AIM-120C U.S.-made, heat-seeking, Saudi Arabia
advanced medium- air-to-air and surface- Ukraine
range air-to-air to-air missile launched

missile AMRAAM) from U.S. fighter aircraft
and NASAMS ground
systems.

SELF-PROPELLED ANTIAIRCRAFT GUNS (SPAAGS)

Gepard German-made, vehicle-  Ukraine
mounted, antiaircraft
system with a reported
engagement range of
5 km.

Korkut Turkish-made, Turkey
vehicle-mounted,
antiaircraft system
with a reported
engagement range of

4 km.

ZSU-23-4 Shilka Russian-made, Armenia
vehicle-mounted, Azerbaijan
antiaircraft system Russia
with a reported Ukraine
engagement range of
4 km.
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System Description Select Users

AIRBORNE EARLY WARNING AND CONTROL AIRCRAFT (AEW&C)

Boeing E-3A U.S.-made early Saudi Arabia
Sentry warning and control

aircraft capable of

detecting and tracking

airborne threats at a

reported range of up to

375 km.
Boeing E-7T U.S.-made, early Turkey
Peace Eagle warning and control

aircraft capable of
detecting and tracking
airborne threats at a
reported range of up to
320 km.

Saab 2000 Erieye Swedish-made, Saudi Arabia
early warning and
control aircraft capable
of detecting and tracking
airborne threats at a
reported range of up to
350 km.

ELECTRONIC WARFARE (EW) SYSTEMS

Koral Turkish-made, vehicle- Turkey
mounted, electronic
warfare system designed
to jam and deceive
enemy radar, with a
reported effective range
of 200 km.

Krasukha-4 Russian-made, vehicle- Russia
mounted, electronic
warfare system designed
to jam radar and radio
frequencies, with a
reported effective range
of 150-300 km.
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Description Select Users

ELECTRONIC WARFARE (EW) SYSTEMS (Continued)

Pole-21

Russian-made, fixed Armenia
or vehicle-mounted Russia
electronic warfare

system designed to

disrupt positioning and

guidance systems, with

a reported effective

range of 25 km.

Repellent

Russian-made, vehicle- Armenia
mounted, electronic Russia
warfare system designed

to jam telecommuni-

cation and positioning

systems, with a reported

range of 30 km.

ILLUSTRATIVE COUNTER-DRONE SYSTEMS

Coyote unmanned
aircraft system

U.S.-made, fixed or United States
vehicle-mounted,

radar-guided, counter-

drone system using tube-

launched interceptors

to kinetically destroy

drones, with a reported

engagement range of 15

km. Reportedly used by

U.S. forces in Syria.

Dronebuster

U.S.-made, fixed or man- United States
portable, electronic war-

fare system designed to

disrupt drone communica-

tion signals within line of

sight. Reportedly used by

military and law enforce-

ment across the world.
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ILLUSTRATIVE COUNTER-DRONE SYSTEMS (Continued)

Drone Dome Israeli-made, fixed or Israel
vehicle mounted, counter-
drone system employing
sensors, jammers, and
lasers, with a reported
engagement range of 2
km. Reportedly used by
anumber of NATO and
Asian countries.

High-energy laser  U.S.-made, fixed, United States
with integrated 60-120 kilowatt-class

optical-dazzler directed-energy weapon

and surveillance system for use against

(HELIOS) fast attack boats and

drones, with a reported
engagement range of 8
km. Reportedly being
tested with the U.S. Navy

aboard the USS Preble.
High-energy laser  U.S.-made, fixed or United States
weapon system vehicle-mounted,
(HELWS) 15-50 kilowatt-class

directed-energy weapon
system for use against
mortar bombs and
drones, with a reported
engagement range of 3
km. Reportedly used by
U.S. forces in undisclosed
locations overseas.

Light-marine air U.S.-made, fixed or United States

defense integrated  vehicle-mounted,

system (L-MADIS) multi-functional
electronic warfare
system designed to
disrupt drone commu-
nication signals, with
an undisclosed engage-
ment range. Reportedly
downed an Iranian drone
in the Strait of Hormuz
in 2019 while deployed
aboard the USS Boxer.

Image sources: Shutterstock, Wikimedia, OF Data Integration Network (ODIN) Worldwide Equipment Guide

POLICY NOTE 139 21



ERIC FEELY

NOTES

10

11

12

13

14

15

16

22

A UAV is a “powered aerial vehicle that does not carry a human operator” and can “fly autonomously or be pilot-
ed remotely.” A UAS consists of those systems necessary for the operation of the unmanned vehicle, including
ground control stations, control data links, and other related support equipment. “Unmanned Aircraft Systems/
Drones,” Harvard University, Risk Management and Audit Services, https://rmas.fad.harvard.edu/unmanned-air-
craft-systems-drones.

“Posture Statement of General Kenneth F. McKenzie, Commander, United States Central Command,” House
Armed Services Committee, April 20, 2021, http://docs.house.gov/meetings/AS/AS00/20210420/112498/HHRG-
117-AS00-Wstate-McKenzieK-20210420.pdf; see also Kenneth F. McKenzie Jr., Striking Back: Iran and the Rise of
Asymmetric Drone Warfare in the Middle East, Policy Note 128 (Washington DC: Washington Institute, 2023), https://
www.washingtoninstitute.org/policy-analysis/striking-back-iran-and-rise-asymmetric-drone-warfare-middle-
east.

“Department of Defense Counter-Unmanned Aircraft Systems,” Congressional Research Service, updated April
17, 2023, https://sgp.fas.org/crs/weapons/IF11426.pdf.

Ministry of Defense of the Russian Federation, “Three Echelons of Defense: How Antiaircraft Missile Defense
Works at Hmeimim Air Base” (in Russian), TASS: Russian News Agency, February 12, 2016, https://tass.ru/armi-
ya-i-opk/2650477.

Mason Clark, The Russian Military’s Lessons Learned in Syria (Washington DC: Institute for the Study of War, 2021),
https://bit.ly/3JTp2h5. Russian forces “retuned” their radars to better detect smaller, slower, and lower-flying
aircraft, enhancing their ability to detect drones. Uzi Rubin, “Iran’s Drones Tip the Balance of Power in the Middle
East,” Jerusalem Institute for Strategy and Security, January 1, 2022, https://jiss.org.il/en/rubin-irans-drones-tip-
the-balance-of-power-in-mideast/.

On January 5, 2018, Russia thwarted an attack by a swarm of thirteen drones targeting its bases in Hmeimim
and Tartus. The Pantsir-S1 destroyed seven drones, while Russian soldiers seized control of the remaining six
using EW. Ridvan Bari Urcosta, “The Revolution in Drone Warfare: The Lessons from the Idlib De-Escalation
zZone,” Air Force Journal of European, Middle Eastern, and African Affairs (2020): 51, 62, https://www.airuniversity.
af.edu/JEMEAA/Display/Article/2329510/the-revolution-in-drone-warfare-the-lessons-from-the-idlib-de-esca-
lation-zone/.

Syrian Pantsir-S1s shot down roughly ten Turkish drones in the first few days of Turkey’s Operation Spring
Shield, while the Buk-M2E destroyed about another twenty drones. Bari Urcosta, “The Revolution in Drone
Warfare.”

Ali Bakeer, “The Fight for Syria’s Skies: Turkey Challenges Russia with New Drone Doctrine,” Middle East
Institute, March 26, 2020, https://www.mei.edu/publications/fight-syrias-skies-turkey-challenges-russia-new-
drone-doctrine.

Heiko Borchert, Torben Schutz, and Joseph Verbovszky, Beware the Hype: What Military Conflicts in Ukraine, Syria,
Libya, Nagorno-Karabakh (Don’t) Tell Us About the Future of War (Hamburg: Defense Al Observatory, 2021), 44.
Antonio Calcara et al., “Why Drones Have Not Revolutionized War: The Enduring Hider-Finder Competition in Air
Warfare,” International Security 46, no. 4 (Spring 2022): 156, https://doi.org/10.1162/isec_a_00431.

“IRL257 Krasukha-4,” Army Recognition, April 18, 2022, https://www.armyrecognition.com/russia_russian_mil-
itary_field_equipment/krasukha-4_1r1257_broadband_multifunctional jamming_station_electronic_warfare_
system_technical_data_sheet_pictures_video_10610156.html.

Can Kasapoglu, “Turkey’s Drone Blitz over Idlib,” Jamestown Foundation, April 17, 2020, https://jamestown.org/
program/turkeys-drone-blitz-over-idlib/.

Bakeer, “The Fight for Syria’s Skies,” https://www.mei.edu/publications/fight-syrias-skies-turkey-challenges-rus-
sia-new-drone-doctrine; Kasapoglu, “Turkey’s Drone Blitz over Idlib,” https://jamestown.org/program/turkeys-
drone-blitz-over-idlib/.

Tom Cooper, “Drones Are Dropping Like Flies from the Sky over Syria,” War Is Boring, June 22, 2017,
https://warisboring.com/drones-are-dropping-like-flies-from-the-sky-over-syria/.

Turkey Relied on NATO-Compatible Equipment to Shoot Down Syrian Su-24 Planes,” DefenseMirror.com, March
3, 2020, https:/www.defensemirror.com/news/26448/Turkey_Relied_on_NATO_Compatible_Equipment_to_
Shoot_Down_Syrian_Su_24_Planes#.ZEg_LHbMKUL

Calcara et al., “Why Drones Have Not Revolutionized War,” https:/www.armyrecognition.com/russia_russian_
military_field_equipment/krasukha-4_1r1257_broadband_multifunctional_jamming_station_electronic_war-
fare_system_technical _data_sheet_pictures_video _10610156.html.

THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY


https://rmas.fad.harvard.edu/unmanned-aircraft-systems-drones
https://rmas.fad.harvard.edu/unmanned-aircraft-systems-drones
http://docs.house.gov/meetings/AS/AS00/20210420/112498/HHRG-117-AS00-Wstate-McKenzieK-20210420.pdf
http://docs.house.gov/meetings/AS/AS00/20210420/112498/HHRG-117-AS00-Wstate-McKenzieK-20210420.pdf
https://www.washingtoninstitute.org/policy-analysis/striking-back-iran-and-rise-asymmetric-drone-warfare-middle-east
https://www.washingtoninstitute.org/policy-analysis/striking-back-iran-and-rise-asymmetric-drone-warfare-middle-east
https://www.washingtoninstitute.org/policy-analysis/striking-back-iran-and-rise-asymmetric-drone-warfare-middle-east
https://sgp.fas.org/crs/weapons/IF11426.pdf
https://tass.ru/armiya-i-opk/2650477
https://tass.ru/armiya-i-opk/2650477
https://bit.ly/3JTp2h5
https://jiss.org.il/en/rubin-irans-drones-tip-the-balance-of-power-in-mideast/
https://jiss.org.il/en/rubin-irans-drones-tip-the-balance-of-power-in-mideast/
https://www.airuniversity.af.edu/JEMEAA/Display/Article/2329510/the-revolution-in-drone-warfare-the-lessons-from-the-idlib-de-escalation-zone/
https://www.airuniversity.af.edu/JEMEAA/Display/Article/2329510/the-revolution-in-drone-warfare-the-lessons-from-the-idlib-de-escalation-zone/
https://www.airuniversity.af.edu/JEMEAA/Display/Article/2329510/the-revolution-in-drone-warfare-the-lessons-from-the-idlib-de-escalation-zone/
https://www.mei.edu/publications/fight-syrias-skies-turkey-challenges-russia-new-drone-doctrine
https://www.mei.edu/publications/fight-syrias-skies-turkey-challenges-russia-new-drone-doctrine
https://doi.org/10.1162/isec_a_00431
https://www.armyrecognition.com/russia_russian_military_field_equipment/krasukha-4_1rl257_broadband_multifunctional_jamming_station_electronic_warfare_system_technical_data_sheet_pictures_video_10610156.html
https://www.armyrecognition.com/russia_russian_military_field_equipment/krasukha-4_1rl257_broadband_multifunctional_jamming_station_electronic_warfare_system_technical_data_sheet_pictures_video_10610156.html
https://www.armyrecognition.com/russia_russian_military_field_equipment/krasukha-4_1rl257_broadband_multifunctional_jamming_station_electronic_warfare_system_technical_data_sheet_pictures_video_10610156.html
https://jamestown.org/program/turkeys-drone-blitz-over-idlib/
https://jamestown.org/program/turkeys-drone-blitz-over-idlib/
https://www.mei.edu/publications/fight-syrias-skies-turkey-challenges-russia-new-drone-doctrine
https://www.mei.edu/publications/fight-syrias-skies-turkey-challenges-russia-new-drone-doctrine
https://jamestown.org/program/turkeys-drone-blitz-over-idlib/
https://jamestown.org/program/turkeys-drone-blitz-over-idlib/
https://warisboring.com/drones-are-dropping-like-flies-from-the-sky-over-syria/
https://www.defensemirror.com/news/26448/Turkey_Relied_on_NATO_Compatible_Equipment_to_Shoot_Down_Syrian_Su_24_Planes#.ZEg_LHbMKUl
https://www.defensemirror.com/news/26448/Turkey_Relied_on_NATO_Compatible_Equipment_to_Shoot_Down_Syrian_Su_24_Planes#.ZEg_LHbMKUl
https://www.armyrecognition.com/russia_russian_military_field_equipment/krasukha-4_1rl257_broadband_multifunctional_jamming_station_electronic_warfare_system_technical_data_sheet_pictures_video_10610156.html
https://www.armyrecognition.com/russia_russian_military_field_equipment/krasukha-4_1rl257_broadband_multifunctional_jamming_station_electronic_warfare_system_technical_data_sheet_pictures_video_10610156.html
https://www.armyrecognition.com/russia_russian_military_field_equipment/krasukha-4_1rl257_broadband_multifunctional_jamming_station_electronic_warfare_system_technical_data_sheet_pictures_video_10610156.html

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

A “SYSTEM OF SYSTEMS” APPROACH TO COUNTERING DRONES

Roman Kretsul and Alexey Ramm, “Shooting Drones Included in Combat Training” (in Russian), Izvestia, July 10,
2018, https://iz.ru/762715/roman-kretcul-aleksei-ramm/otstrel-dronov-vkliuchili-v-hoevuiu-podgotovku.
Samuel Bendett, “Russia’s Real-World Experience Is Driving Counter-Drone Innovations,” Defense News, May 2.3,
2021, https://www.defensenews.com/opinion/commentary/2021/05/23/russias-real-world-experience-is-driv-
ing-counter-drone-innovations/.

Bendett, “Russia’s Real-World Experience,” https:/www.defensenews.com/opinion/commentary/2021/05/23/
russias-real-world-experience-is-driving-counter-drone-innovations/; Kretsul and Ramm, “Shooting Drones,”
https://iz.ru/762715/roman-kretcul-aleksei-ramm)/otstrel-dronov-vkliuchili-v-boevuiu-podgotovku.

While the Iranian drones used by the Houthis may cost $20,000 each, the U.S. Department of Defense estimates
that U.S. Air Force F-15s cost about $29,000 an hour to fly. Each AIM-120C AMRAAM costs around $1 million,
and AIM-9X Sidewinders each cost between $430,000 and $470,000. Joseph Trevithick, “Watch a Saudi F-15
Fighter Swoop in Low to Blast a Houthi Rebel Drone out of the Sky,” The Drive, March 30, 2021, https://www.the-
drive.com/the-war-zone/39992/watch-a-saudi-f-15-fighter-swoop-in-low-to-blast-a-houthi-rebel-drone-out-of-
the-sky.

Uzi Rubin, “Iran’s Drones Tip the Balance,” https://jiss.org.il/en/rubin-irans-drones-tip-the-balance-of-power-in-
mideast/.

Since early 2021, 420 of 680 projectiles (62%) fired from Yemen at Saudi Arabia have been drones. Ari Cicurel,
“Houthi Attacks Show Need for Stronger U.S.-Saudi Defense Cooperation,” Jewish Institute for National Security
of America, March 24, 2022, 3, https://jinsa.org/jinsa_report/houthi-attacks-show-need-for-stronger-us-saudi-
defense-cooperation/.

U.S. Department of Defense, “Remarks by Secretary of Defense Lloyd J. Austin Il on Middle East Security at the
Manama Dialogue (As Delivered),” November 20, 2021, https:/www.defense.gov/News/Speeches/Speech/Arti-
cle/2849921 /remarks-by-secretary-of-defense-lloyd-j-austin-iii-on-middle-east-security-at-t/.

International Institute for Strategic Studies, “Middle East and North Africa,” in The Military Balance (London:
Routledge/IISS, 2023), 352.

“Saudi Arabia/Yemen: Anti-Drone Systems Delivering Improved Results,” Gulf States Newsletter, no. 1129

(July 2021), https:/www.gsn-online.com/news-centre/a/IISSrticle/saudi-arabiayemen-anti-drone-systems-deliv-
ering-improved; see also “Giraffe AMB,” https://www.saab.com/products/giraffe-amb.

“Anti-Drone Systems Delivering Improved Results,” https://www.gsn-online.com/news-centre/article/saudi-ara-
biayemen-anti-drone-systems-delivering-improved. See also “Thales in the Kingdom of Saudi Arabia,” Thales
Group, https://www.thalesgroup.com/en/countries/middle-east-and-africa/thales-kingdom-saudi-arabia; and
Reuters, “France Deploys Radar System in Saudi Arabia to ‘Reassure’ Kingdom,” January 17, 2020, https://www.
reuters.com/article/us-iran-usa-france/france-deploys-radar-system-in-saudi-arabia-to-reassure-kingdom-
1dUSKBN1ZG1HC.

In an attack in March 2021 on Ras Tanura, the world’s largest oil-loading facility, Saudi SAM systems and F-15s
intercepted ten of eleven incoming Sammad-3 drones and an additional four Qasef-2K drones targeting King
Khalid Air Base. Michael Knights, “Continued Houthi Strikes Threaten Saudi Oil and the Global Economic
Recovery,” PolicyWatch 3449, Washington Institute for Near East Policy, March 12, 2021, https:/www.washing-
toninstitute.org/policy-analysis/continued-houthi-strikes-threaten-saudi-oil-and-global-economic-recovery. See
also “Saudi Arabia Shoots Down Drones and Missiles Aimed at Jizan,” The National, July 28, 2021, https:/www.
thenationalnews.com/gulf-news/2021/07/28/saudi-arabia-shoots-down-drones-and-missiles-aimed-at-jizan/.
Seth Jones et al., “The Iranian and Houthi War against Saudi Arabia,” Center for Strategic and International
Studies,” December 21, 2021, https:/www.csis.org/analysis/iranian-and-houthi-war-against-saudi-arabia.

In all, Saudi Arabia lost at least nineteen reconnaissance drones and at least twenty-two combat drones during
the Yemen war. Stijn Mitzer and Joost Oliemans, “List of Coalition UAV Losses During the Yemeni Civil War,” Oryx,
September 16, 2021, https:/www.oryxspioenkop.com/2021/09/coalition-uav-losses-during-yemeni.html; see
also Tom Cooper, “The Houthis’ Do-It-Yourself Air Defenses—Part Two,” War Is Boring, January 16, 2018, https://
warisboring.com/the-houthis-do-it-yourself-air-defenses-2/.

Embassy of the Kingdom of Saudi Arabia, “Saudi Ministry of Defense: Aramco Attack Sponsored by Iran,”
September 18, 2019, https:/www.saudiembassy.net/news/saudi-ministry-defense-aramco-attack-spon-
sored-iran; Sam Meredith, “An Oil Price Risk Premium Is Back After Attacks in Saudi Arabia Wipe Out 5% of
Global Supply,” CNBC, September 16, 2019, https:/www.cnbc.com/2019/09/16/oil-prices-saudi-drone-strikes-
wipe-out-5percent-of-global-supply.html.

Seth Frantzman, “Are Air Defense Systems Ready to Confront Drone Swarms,” Defense News, September 26, 2019,
https://www.defensenews.com/global/mideast-africa/2019/09/26/are-air-defense-systems-ready-to-confront-
drone-swarms;/.

POLICY NOTE 139 23


https://iz.ru/762715/roman-kretcul-aleksei-ramm/otstrel-dronov-vkliuchili-v-boevuiu-podgotovku
https://www.defensenews.com/opinion/commentary/2021/05/23/russias-real-world-experience-is-driving-counter-drone-innovations/
https://www.defensenews.com/opinion/commentary/2021/05/23/russias-real-world-experience-is-driving-counter-drone-innovations/
https://www.defensenews.com/opinion/commentary/2021/05/23/russias-real-world-experience-is-driving-counter-drone-innovations/
https://www.defensenews.com/opinion/commentary/2021/05/23/russias-real-world-experience-is-driving-counter-drone-innovations/
https://iz.ru/762715/roman-kretcul-aleksei-ramm/otstrel-dronov-vkliuchili-v-boevuiu-podgotovku
https://www.thedrive.com/the-war-zone/39992/watch-a-saudi-f-15-fighter-swoop-in-low-to-blast-a-houthi-rebel-drone-out-of-the-sky
https://www.thedrive.com/the-war-zone/39992/watch-a-saudi-f-15-fighter-swoop-in-low-to-blast-a-houthi-rebel-drone-out-of-the-sky
https://www.thedrive.com/the-war-zone/39992/watch-a-saudi-f-15-fighter-swoop-in-low-to-blast-a-houthi-rebel-drone-out-of-the-sky
https://jiss.org.il/en/rubin-irans-drones-tip-the-balance-of-power-in-mideast/
https://jiss.org.il/en/rubin-irans-drones-tip-the-balance-of-power-in-mideast/
https://jinsa.org/jinsa_report/houthi-attacks-show-need-for-stronger-us-saudi-defense-cooperation/
https://jinsa.org/jinsa_report/houthi-attacks-show-need-for-stronger-us-saudi-defense-cooperation/
https://www.defense.gov/News/Speeches/Speech/Article/2849921/remarks-by-secretary-of-defense-lloyd-j-austin-iii-on-middle-east-security-at-t/
https://www.defense.gov/News/Speeches/Speech/Article/2849921/remarks-by-secretary-of-defense-lloyd-j-austin-iii-on-middle-east-security-at-t/
https://www.gsn-online.com/news-centre/a/IISSrticle/saudi-arabiayemen-anti-drone-systems-delivering-improved
https://www.gsn-online.com/news-centre/a/IISSrticle/saudi-arabiayemen-anti-drone-systems-delivering-improved
https://www.saab.com/products/giraffe-amb
https://www.gsn-online.com/news-centre/article/saudi-arabiayemen-anti-drone-systems-delivering-improved
https://www.gsn-online.com/news-centre/article/saudi-arabiayemen-anti-drone-systems-delivering-improved
https://www.thalesgroup.com/en/countries/middle-east-and-africa/thales-kingdom-saudi-arabia
https://www.reuters.com/article/us-iran-usa-france/france-deploys-radar-system-in-saudi-arabia-to-reassure-kingdom-idUSKBN1ZG1HC
https://www.reuters.com/article/us-iran-usa-france/france-deploys-radar-system-in-saudi-arabia-to-reassure-kingdom-idUSKBN1ZG1HC
https://www.reuters.com/article/us-iran-usa-france/france-deploys-radar-system-in-saudi-arabia-to-reassure-kingdom-idUSKBN1ZG1HC
https://www.washingtoninstitute.org/policy-analysis/continued-houthi-strikes-threaten-saudi-oil-and-global-economic-recovery
https://www.washingtoninstitute.org/policy-analysis/continued-houthi-strikes-threaten-saudi-oil-and-global-economic-recovery
https://www.thenationalnews.com/gulf-news/2021/07/28/saudi-arabia-shoots-down-drones-and-missiles-aimed-at-jizan/
https://www.thenationalnews.com/gulf-news/2021/07/28/saudi-arabia-shoots-down-drones-and-missiles-aimed-at-jizan/
https://www.csis.org/analysis/iranian-and-houthi-war-against-saudi-arabia
https://www.oryxspioenkop.com/2021/09/coalition-uav-losses-during-yemeni.html
https://warisboring.com/the-houthis-do-it-yourself-air-defenses-2/
https://warisboring.com/the-houthis-do-it-yourself-air-defenses-2/
https://www.saudiembassy.net/news/saudi-ministry-defense-aramco-attack-sponsored-iran
https://www.saudiembassy.net/news/saudi-ministry-defense-aramco-attack-sponsored-iran
https://www.cnbc.com/2019/09/16/oil-prices-saudi-drone-strikes-wipe-out-5percent-of-global-supply.html
https://www.cnbc.com/2019/09/16/oil-prices-saudi-drone-strikes-wipe-out-5percent-of-global-supply.html
https://www.defensenews.com/global/mideast-africa/2019/09/26/are-air-defense-systems-ready-to-confront-drone-swarms/
https://www.defensenews.com/global/mideast-africa/2019/09/26/are-air-defense-systems-ready-to-confront-drone-swarms/

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

2

ERIC FEELY

Gordon Lubold, “Saudi Arabia Pleads for Missile-Defense Resupply as Its Arsenal Runs Low,” Wall Street Journal,
December 7, 2021, https://www.wsj.com/articles/saudi-arabia-pleads-for-missile-defense-resupply-as-its-arse-
nal-runs-low-11638878400.

David Des Roches, “We Need It Yesterday: Air-Defense Missile Sales in a Period of Maximum Demand,” Middle
East Institute, August 9, 2022, https://www.mei.edu/publications/we-need-it-yesterday-air-defense-missile-
sales-period-maximum-demand.

Ian Williams, “How Drone Attacks Reveal Fixable Flaws with American Air Defenses,” The Hill, September 24,
2019, https://thehill.com/opinion/national-security/462661-how-drone-attacks-reveal-fixable-flaws-with-ameri-
can-air-defenses/.

Thomas Gibbons-Neff, “New U.S. Aid to Saudi Arabia Will Include 200 Troops,” New York Times, September 26,
2019, https://www.nytimes.com/2019/09/26/world/middleeast/troops-defense-saudi-pentagon.html.

Jared Szuba and Elisabeth Gosselin-Malo, “U.S. Military Eyes Counter-Drone Experimentation in Saudi Ara-
bia,” Al-Monitor, October 19, 2022, https:/www.al-monitor.com/originals/2022/10/us-military-eyes-count-
er-drone-experimentation-saudi-arabia.

Joseph Haboush, “U.S., Saudi Arabia Complete First Counter-Drone Exercise at Red Sands Testing Facility,” Al
Arabiya, March 24, 2023, https://english.alarabiya.net/News/middle-east/2023/03/24/US-Saudi-Arabia-com-
plete-first-counter-drone-exercise-at-Red-Sands-testing-facility.

Interview with UN Special Representative for Libya Ghassan Salamé,” YouTube video, 6:52, posted by “United
Nations Political and Peacebuilding Affairs,” September 25, 2019, https:/www.youtube.com/watch?v=IB3jie4i7SI.
Wing Loong drones used satellite links for beyond-line-of-sight control for a range of up to 2,000 km. Bayraktar
TB2 drones used datalinks for line-of-sight control for a range of up to 200 km. The GNA used ground data
relay stations to somewhat increase the TB2’s range, but their deployment was limited to GNA-controlled areas.
Shawn Snow, “Jamming, Precision Artillery and Long Range Drone Strikes on Libyan Battlefield Offer Lessons
Learned for U.S. military,” Army Times, February 24, 2020, https://www.armytimes.com/flashpoints/2020/02/24/
jamming-precision-artillery-and-long-range-drone-strikes-on-libyan-battlefield-offer-lessons-learned-for-
us-military/; Franz-Stefan Gady, “Useful, but Not Decisive: UAVs in Libya’s Civil War,” International Institute for
Strategic Studies, November 22, 2019, https://www.iiss.org/online-analysis/online-analysis//2019/11/mide-uavs-
in-libyas-civil-war.

Jason Pack and Wolfgang Pusztai, Turning the Tide: How Turkey Won the War for Tripoli (Middle East Institute,
November 2020), bit.ly/2TdamSA.

“Libyan Pantsir-S1 Air Defense Systems Have Apparently Destroyed a Dozen Turkish UAVs,” defenceWeb,

April 16, 2020, https://www.defenceweb.co.za/land/land-land/libyan-pantsir-s1-air-defence-systems-have-ap-
parently-destroyed-a-dozen-turkish-uavs/.

Eugeniusz Cieslak, “Unmanned Aircraft Systems: Challenges to Air Defense,” Safety and Defense 7, no. 1

(May 2021): 77, https://sd-magazine.eu/index.php/sd/article/view/110/83.

Calcara et al., “Why Drones Have Not Revolutionized War.”

Ben Fishman and Conor Hiney, “What Turned the Battle for Tripoli,” PolicyWatch 3314, Washington Institute for
Near East Policy, May 6, 2020, https:/www.washingtoninstitute.org/policy-analysis/what-turned-battle-tripoli;
Pack and Pusztai, How Turkey Won the War for Tripoli, bit.ly/2TdamSA.

“Drone Crash Database,” Drone Wars, last updated November 30, 2022, https:/dronewars.net/drone-crash-data-
base/.

Hisars could operate independently, utilizing its mast-mounted air surveillance radar and EO/IR sensors, or

as part of a larger battery, integrated with the fire control radar of the Korkut self-propelled antiaircraft gun
(SPAAG). “Korkut Self-propelled Short-Range Air Defense 35mm Gun System,” Army Recognition, August

15, 2020, https:/www.armyrecognition.com/turkey_army_artillery vehicle_weapon_systems_uk/korkut_
self-propelled_air_defense_35mm_gun_system_vehicle_technical_data_sheet_specifications_pictures_vid-
eo_11903175.html; see also Bari Urcosta, “The Revolution in Drone Warfare.”

Ekene Lionel, “GNA Deploys Hawk Air Defense Systems and Sentinel 3D Radar at Tripoli’s Airport Ahead of
Turkish incursion,” Military Africa, January 17, 2020, https://www.military.africa/2020/01/gna-deploys-hawk-air-
defense-system-and-sentinel-3d-radar-at-tripolis-airport-ahead-of-turkish-incursion/.

Pack and Pusztai, How Turkey Won the War for Tripoli, bit.ly/2TdamSA.

“Turkish Warplane Carries Out Surveillance Mission over Tripoli Coast,” Libya Update, September 16, 2021,
https://libyaupdate.com/turkish-warplane-carries-out-surveillance-mission-over-tripoli-coast/.

Borzou Daragahi, “Turkey Sends More Troops and Electronic Warfare Tools to Libya in Challenge to Rogue
General and UAE,” Independent, January 6, 2020, https://www.independent.co.uk/news/world/middle-east/tur-
key-libya-troops-uae-erdogan-haftar-tripoli-a9272116.html.

THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY


https://www.wsj.com/articles/saudi-arabia-pleads-for-missile-defense-resupply-as-its-arsenal-runs-low-11638878400
https://www.wsj.com/articles/saudi-arabia-pleads-for-missile-defense-resupply-as-its-arsenal-runs-low-11638878400
https://www.mei.edu/publications/we-need-it-yesterday-air-defense-missile-sales-period-maximum-demand
https://www.mei.edu/publications/we-need-it-yesterday-air-defense-missile-sales-period-maximum-demand
https://thehill.com/opinion/national-security/462661-how-drone-attacks-reveal-fixable-flaws-with-american-air-defenses/
https://thehill.com/opinion/national-security/462661-how-drone-attacks-reveal-fixable-flaws-with-american-air-defenses/
https://www.nytimes.com/2019/09/26/world/middleeast/troops-defense-saudi-pentagon.html
https://www.al-monitor.com/originals/2022/10/us-military-eyes-counter-drone-experimentation-saudi-arabia
https://www.al-monitor.com/originals/2022/10/us-military-eyes-counter-drone-experimentation-saudi-arabia
https://english.alarabiya.net/News/middle-east/2023/03/24/US-Saudi-Arabia-complete-first-counter-drone-exercise-at-Red-Sands-testing-facility
https://english.alarabiya.net/News/middle-east/2023/03/24/US-Saudi-Arabia-complete-first-counter-drone-exercise-at-Red-Sands-testing-facility
https://www.youtube.com/watch?v=IB3jie4i7SI
https://www.armytimes.com/flashpoints/2020/02/24/jamming-precision-artillery-and-long-range-drone-strikes-on-libyan-battlefield-offer-lessons-learned-for-us-military/
https://www.armytimes.com/flashpoints/2020/02/24/jamming-precision-artillery-and-long-range-drone-strikes-on-libyan-battlefield-offer-lessons-learned-for-us-military/
https://www.armytimes.com/flashpoints/2020/02/24/jamming-precision-artillery-and-long-range-drone-strikes-on-libyan-battlefield-offer-lessons-learned-for-us-military/
https://www.iiss.org/online-analysis/online-analysis//2019/11/mide-uavs-in-libyas-civil-war
https://www.iiss.org/online-analysis/online-analysis//2019/11/mide-uavs-in-libyas-civil-war
http://bit.ly/2TdamSA
https://www.defenceweb.co.za/land/land-land/libyan-pantsir-s1-air-defence-systems-have-apparently-destroyed-a-dozen-turkish-uavs/
https://www.defenceweb.co.za/land/land-land/libyan-pantsir-s1-air-defence-systems-have-apparently-destroyed-a-dozen-turkish-uavs/
https://sd-magazine.eu/index.php/sd/article/view/110/83
https://www.washingtoninstitute.org/policy-analysis/what-turned-battle-tripoli
http://bit.ly/2TdamSA
https://dronewars.net/drone-crash-database/
https://dronewars.net/drone-crash-database/
https://www.armyrecognition.com/turkey_army_artillery_vehicle_weapon_systems_uk/korkut_self-propelled_air_defense_35mm_gun_system_vehicle_technical_data_sheet_specifications_pictures_video_11903175.html
https://www.armyrecognition.com/turkey_army_artillery_vehicle_weapon_systems_uk/korkut_self-propelled_air_defense_35mm_gun_system_vehicle_technical_data_sheet_specifications_pictures_video_11903175.html
https://www.armyrecognition.com/turkey_army_artillery_vehicle_weapon_systems_uk/korkut_self-propelled_air_defense_35mm_gun_system_vehicle_technical_data_sheet_specifications_pictures_video_11903175.html
https://www.military.africa/2020/01/gna-deploys-hawk-air-defense-system-and-sentinel-3d-radar-at-tripolis-airport-ahead-of-turkish-incursion/
https://www.military.africa/2020/01/gna-deploys-hawk-air-defense-system-and-sentinel-3d-radar-at-tripolis-airport-ahead-of-turkish-incursion/
http://bit.ly/2TdamSA
https://libyaupdate.com/turkish-warplane-carries-out-surveillance-mission-over-tripoli-coast/
https://www.independent.co.uk/news/world/middle-east/turkey-libya-troops-uae-erdogan-haftar-tripoli-a9272116.html
https://www.independent.co.uk/news/world/middle-east/turkey-libya-troops-uae-erdogan-haftar-tripoli-a9272116.html

51

52

53

54

55

56

57
58
59
60
61

62

63

64

65

66

67

A “SYSTEM OF SYSTEMS” APPROACH TO COUNTERING DRONES

Ali Bakir, “Turkey’s Electronic Warfare Capabilities: The Invisible Power Behind its UACVs,” Royal United Services
Institute, September 27, 2021, https://rusi.org/explore-our-research/publications/commentary/turkeys-elec-
tronic-warfare-capabilities-invisible-power-behind-its-uacvs; Fishman and Hiney, “What Turned the Battle for
Tripoli,” https:/www.washingtoninstitute.org/policy-analysis/what-turned-battle-tripoli. The Koral located
Pantsirs by homing in on its radar and either directed long-range artillery fire at it or jammed its radar long
enough to allow Turkish drones to destroy it using laser-guided bombs. Pack and Pusztai, How Turkey Won the War
for Tripoli, bit.ly/2TdamSA; Fishman and Hiney, “What Turned the Battle for Tripoli,” https:/www.washingtonin-
stitute.org/policy-analysis/what-turned-battle-tripoli.

Majumdar Roy Choudhury et al., “Final Report of the Panel of Experts on Libya,” UN Security Council, March 8,
2021, 17, https://digitallibrary.un.org/record/3905159?In=en.

Sinan Tavsan, “Turkish Defense Company Says Drone Unable to Go Rogue in Libya,” Nikkei Asia, June 20, 2021,
https://asia.nikkei.com/Business/Aerospace-Defense-Industries/Turkish-defense-company-says-drone-unable-
to-go-rogue-in-Libya.

“Lethal Stalkers: How Turkish Drones Are Neutralizing Haftar’s Pantsirs in Libya,” T-Intelligence, May 22, 2020,
https://t-intell.com/2020/05/22/lethal-stalkers-how-turkish-drones-are-neutralizing-haftars-pantsirs-in-libya-
bda/.

“Libyan Pantsir-S1 Air Defense Systems Have Apparently Destroyed a Dozen Turkish UAVs,” https:/www.de-
fenceweb.co.za/land/land-land/libyan-pantsir-s1-air-defence-systems-have-apparently-destroyed-a-dozen-
turkish-uavs/.

Between May 16 and May 20, 2020, the GNA claimed it destroyed nine Pantsir-S1s and captured one. Between
nine and fifteen Pantsirs were destroyed in Libya by mid-2020. Stijn Mitzer and Joost Oliemans, “An Unmanned
Interdictor: Bayraktar TB2s over Libya,” Oryx, November 22, 2021, https:/www.oryxspioenkop.com/2021/11/
an-unmanned-interdictor-bayraktar-tb2s.html; HARM, “Lethal Stalkers: How Turkish Drones Are Neutralizing
Haftar’s Pantsirs in Libya.”

Clash Report (@clashreport), “The GNA Air Forces’ UAVs had destroyed a Russian made Pantsir S-1 (SA-22)
supplied by the UAE to Haftar in Tarhuna while its tracking radar active,” Twitter, May 20, 2020, 9:41 a.m.,
https://twitter.com/clashreport/status/1263102542705090561?s=20.

Borchert, Schutz, and Verbovszky, Beware the Hype, 31.

Bakir, “Turkey’s Electronic Warfare Capabilities,” https://rusi.org/explore-our-research/publications/commen-
tary/turkeys-electronic-warfare-capabilities-invisible-power-behind-its-uacvs.

Pack and Pusztai, How Turkey Won the War for Tripoli, p. 12, bit.ly/2TdamSA.

Stijn Mitzer and Joost Oliemans, “Aftermath: Lessons of the Nagorno-Karabakh War Are Paraded Through the
Streets of Baku,” Oryx, January 26, 2021, https://www.oryxspioenkop.com/2021/01/aftermath-lessons-of-na-
gorno-karabakh.html.

“Azerbaijan Shows Footage of Destruction of Armenia’s Air Defense Systems During Second Karabakh War,”
video, AzerNews, May 29, 2021, https:/www.azernews.az/nation/179489.html.

In a December 1, 2020, public address, Azerbaijani president [lham Aliyev claimed that his country’s forces had
destroyed several models of Armenian equipment, including one SA-4, four SA-6s, forty SA-8s, seven S-300
launchers, five SA-15s, and twenty-two drones. President of the Republic of Azerbaijan ITham Aliyev, “Address
of the President Ilham Aliyev to the People” (in Russian), December 1, 2020, https://president.az/ru/articles/
view/48205.

Uzi Rubin, The Second Nagorno-Karabakh War: A Milestone in Military Affairs, Mideast Security and Policy Studies
184 (Ramat Gan: Begin-Sadat Center for Strategic Studies, December 2020), 11, https:/besacenter.org/wp-con-
tent/uploads/2020/12/184web-no-ital.pdf.

On November 8, 2020, the Armenian Ministry of Defense claimed to have downed 264 Azerbaijani drones, likely
a gross exaggeration. Eado Hecht, “Drones in the Nagorno-Karabakh War: Analyzing the Data,” Military Strategy
Magazine (Winter 2022), https:/www.militarystrategymagazine.com/article/drones-in-the-nagorno-karabakh-
war-analyzing-the-data/.

Azerbaijani Bayraktar TB2s alone destroyed at least nineteen SAM systems and nine radars. Loitering muni-
tions, particularly the Harop, destroyed at least eleven SAM systems, including at least two S-300 batteries inside
Armenia’s borders and several S-300 radars. Stijn Mitzer et al., “The Fight for Nagorno-Karabakh: Document-
ing Losses on the Sides of Armenia and Azerbaijan,” Oryx, September 27, 2020, https://www.oryxspioenkop.
com/2020/09/the-fight-for-nagorno-karabakh.html; Rubin, The Second Nagorno-Karabakh War, https://besacenter.
org/wp-content/uploads/2020/12/184web-no-ital.pdf.

Rubin, The Second Nagorno-Karabakh War, 14, https://besacenter.org/wp-content/uploads/2020/12/184web-no-
ital.pdf.

POLICY NOTE 139 25


https://rusi.org/explore-our-research/publications/commentary/turkeys-electronic-warfare-capabilities-invisible-power-behind-its-uacvs
https://rusi.org/explore-our-research/publications/commentary/turkeys-electronic-warfare-capabilities-invisible-power-behind-its-uacvs
https://www.washingtoninstitute.org/policy-analysis/what-turned-battle-tripoli
http://bit.ly/2TdamSA
https://www.washingtoninstitute.org/policy-analysis/what-turned-battle-tripoli
https://www.washingtoninstitute.org/policy-analysis/what-turned-battle-tripoli
https://digitallibrary.un.org/record/3905159?ln=en
https://asia.nikkei.com/Business/Aerospace-Defense-Industries/Turkish-defense-company-says-drone-unable-to-go-rogue-in-Libya
https://asia.nikkei.com/Business/Aerospace-Defense-Industries/Turkish-defense-company-says-drone-unable-to-go-rogue-in-Libya
https://t-intell.com/2020/05/22/lethal-stalkers-how-turkish-drones-are-neutralizing-haftars-pantsirs-in-libya-bda/
https://t-intell.com/2020/05/22/lethal-stalkers-how-turkish-drones-are-neutralizing-haftars-pantsirs-in-libya-bda/
https://www.defenceweb.co.za/land/land-land/libyan-pantsir-s1-air-defence-systems-have-apparently-destroyed-a-dozen-turkish-uavs/
https://www.defenceweb.co.za/land/land-land/libyan-pantsir-s1-air-defence-systems-have-apparently-destroyed-a-dozen-turkish-uavs/
https://www.defenceweb.co.za/land/land-land/libyan-pantsir-s1-air-defence-systems-have-apparently-destroyed-a-dozen-turkish-uavs/
https://www.oryxspioenkop.com/2021/11/an-unmanned-interdictor-bayraktar-tb2s.html
https://www.oryxspioenkop.com/2021/11/an-unmanned-interdictor-bayraktar-tb2s.html
https://twitter.com/clashreport/status/1263102542705090561?s=20
https://rusi.org/explore-our-research/publications/commentary/turkeys-electronic-warfare-capabilities-invisible-power-behind-its-uacvs
https://rusi.org/explore-our-research/publications/commentary/turkeys-electronic-warfare-capabilities-invisible-power-behind-its-uacvs
http://bit.ly/2TdamSA
https://www.oryxspioenkop.com/2021/01/aftermath-lessons-of-nagorno-karabakh.html
https://www.oryxspioenkop.com/2021/01/aftermath-lessons-of-nagorno-karabakh.html
https://www.azernews.az/nation/179489.html
https://president.az/ru/articles/view/48205
https://president.az/ru/articles/view/48205
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://www.militarystrategymagazine.com/article/drones-in-the-nagorno-karabakh-war-analyzing-the-data/
https://www.militarystrategymagazine.com/article/drones-in-the-nagorno-karabakh-war-analyzing-the-data/
https://www.oryxspioenkop.com/2020/09/the-fight-for-nagorno-karabakh.html
https://www.oryxspioenkop.com/2020/09/the-fight-for-nagorno-karabakh.html
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf

68

69

70

71

72

73

74
75

76

77

78

79

80

81

82

83

84

85

86

87

26

ERIC FEELY

Nicole Thomas et al., “What the United States Military Can Learn from the Nagorno-Karabakh War,” Small Wars
Journal, April 4, 2021, https:/smallwarsjournal.com/jrnl/art/what-united-states-military-can-learn-nagorno-
karabakh-war.

Stefano D'Urso, “Let’s Talk About the Israel Air Industries Loitering Munitions and What They're Capable Of,”
Aviationist, January 7, 2020, https://theaviationist.com/2022/01/07/iai-loitering-munitions/.

“Lessons for UAV Employment in Nagorno-Karabakh Region,” Principles of War, September 18, 2021, https://the-
principlesofwar.com/uav/lessons-for-uav-employment-in-nagorno-karabakh-region/; Thomas et al., “What the
United States Military Can Learn from the Nagorno-Karabakh War,” https:/smallwarsjournal.com/jrnl/art/what-
united-states-military-can-learn-nagorno-karabakh-war.

Rubin, The Second Nagorno-Karabakh War, 13, https://besacenter.org/wp-content/uploads/2020/12/184web-no-
ital.pdf.

The systems include SA-4, SA-6, SA-8, SA-11, SA-13, SA-15, and S-300. Shaan Shaikh and Wes Rumbaugh, “The
Air and Missile War in Nagorno-Karabakh,” Center for Strategic and International Studies, December 8, 2020,
https://www.csis.org/analysis/air-and-missile-war-nagorno-karabakh-lessons-future-strike-and-defense.

Ben Ho, “The Second Nagorno-Karabakh War: Takeaways for Singapore’s Ground-Based Air Defense,” Journal of
Indo-Pacific Affairs (Fall 2021): 26, https://www.airuniversity.af.edu/JIPA/Display/Article/2743721/the-second-na-
gorno-karabakh-war-takeaways-for-singapores-ground-based-air-defen/.

Calcara et al., “Why Drones Have Not Revolutionized War,” 162.

Gustav Gressel, “Military Lessons from Nagorno-Karabakh: Reason for Europe to Worry,” European Council on
Foreign Relations, November 24, 2020, https://ecfr.eu/article/military-lessons-from-nagorno-karabakh-reason-
for-europe-to-worry/.

Shaikh and Rumbaugh, “The Air and Missile War in Nagorno-Karabakh,” https:/www.csis.org/analysis/air-and-
missile-war-nagorno-karabakh-lessons-future-strike-and-defense.

Calcara et al., “Why Drones Have Not Revolutionized War,” 163.

Shaikh and Rumbaugh, “The Air and Missile War in Nagorno-Karabakh,” https://www.csis.org/analysis/air-and-
missile-war-nagorno-karabakh-lessons-future-strike-and-defense; Rubin, The Second Nagorno-Karabakh War, 10,
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf.

Mitzer and Oliemans, “Lessons of the Nagorno-Karabakh War,” https:/www.oryxspioenkop.com/2021/01/after-
math-lessons-of-nagorno-karabakh.html.

Shaikh and Rumbaugh, “The Air and Missile War in Nagorno-Karabakh,” https:/www.csis.org/analysis/air-and-
missile-war-nagorno-karabakh-lessons-future-strike-and-defense.

Rubin, The Second Nagorno-Karabakh War, 14, https://besacenter.org/wp-content/uploads/2020/12/184web-no-
ital.pdf.

Stephen Bryen, “Russia Knocking Turkish Drones from Armenian Skies,” Asia Times, October 26, 2020,
https://asiatimes.com/2020/10/russia-knocking-turkish-drones-from-armenian-skies/.

The U.S. Department of Defense has provided SAMs, MANPADS, antiaircraft guns, radars, loitering munitions,
reconnaissance drones, and equipment to integrate Western air defense launchers, missiles, and radars with
Ukrainian equipment. Ukraine also received several different ground-based systems from Britain, Germany,
France, and other European nations. See Department of Defense, “Ukraine Fact Sheet,” April 19, 2023,
https://media.defense.gov/2023/Apr/19/2003203480/-1/-1/1/UKRAINE-FACT-SHEET-APRIL-19.PDF.

Note: Oryx documents only destroyed, damaged, and captured equipment with photo or videographic evidence.
As of July 2023, Oryx reported that Ukraine had destroyed at least 145 Russian drones (mostly Orlan-10) while
capturing more than 119 drones. Russia had destroyed at least 24 Bayraktar TB2s and at least another 77
Ukrainian reconnaissance drones, while capturing an additional 54 drones. Stijn Mitzer et al., “Attack on Europe:
Documenting Russian Equipment Losses During the 2022 Russian Invasion of Ukraine,” Oryx, February 24,
2022, https://www.oryxspioenkop.com/2022/02/attack-on-europe-documenting-equipment.html.

Ukraine’s Ministry of Defense claimed in July 2023 that Russian forces have lost at least 3,993 hattlefield
drones: “The Total Combat Losses of the Enemy from 24.02.2022 to 26.07.2023,” https:/www.mil.gov.ua/en/
news/2023/07/26/the-total-combat-losses-of-the-enemy-from-24-02-2022-t0-26-07-2023/.

In a May 2023 report, interviews with Ukrainian and Western military officials conducted by the Royal United
Services Institute indicated that Russian EW is contributing to a Ukrainian loss rate of 10,000 drones per month.
Jack Watling and Nick Reynolds, “Meatgrinder: Russian Tactics in the Second Year of Its Invasion of Ukraine,”
Royal United Services Institute, May 19, 2023, https://rusi.org/explore-our-research/publications/special-re-
sources/meatgrinder-russian-tactics-second-year-its-invasion-ukraine.

Russian loitering munitions have missed or failed to destroy their target at least forty-one times. There are
several photos in the open source (Twitter) demonstrating the Lancet-3’s inability to penetrate passive defense
measures like vehicles hiding behind trees and simple netting or chain-link fencing placed over Ukrainian

THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY


https://smallwarsjournal.com/jrnl/art/what-united-states-military-can-learn-nagorno-karabakh-war
https://smallwarsjournal.com/jrnl/art/what-united-states-military-can-learn-nagorno-karabakh-war
https://theaviationist.com/2022/01/07/iai-loitering-munitions/
https://theprinciplesofwar.com/uav/lessons-for-uav-employment-in-nagorno-karabakh-region/
https://theprinciplesofwar.com/uav/lessons-for-uav-employment-in-nagorno-karabakh-region/
https://smallwarsjournal.com/jrnl/art/what-united-states-military-can-learn-nagorno-karabakh-war
https://smallwarsjournal.com/jrnl/art/what-united-states-military-can-learn-nagorno-karabakh-war
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://www.csis.org/analysis/air-and-missile-war-nagorno-karabakh-lessons-future-strike-and-defense
https://www.airuniversity.af.edu/JIPA/Display/Article/2743721/the-second-nagorno-karabakh-war-takeaways-for-singapores-ground-based-air-defen/
https://www.airuniversity.af.edu/JIPA/Display/Article/2743721/the-second-nagorno-karabakh-war-takeaways-for-singapores-ground-based-air-defen/
https://ecfr.eu/article/military-lessons-from-nagorno-karabakh-reason-for-europe-to-worry/
https://ecfr.eu/article/military-lessons-from-nagorno-karabakh-reason-for-europe-to-worry/
https://www.csis.org/analysis/air-and-missile-war-nagorno-karabakh-lessons-future-strike-and-defense
https://www.csis.org/analysis/air-and-missile-war-nagorno-karabakh-lessons-future-strike-and-defense
https://www.csis.org/analysis/air-and-missile-war-nagorno-karabakh-lessons-future-strike-and-defense
https://www.csis.org/analysis/air-and-missile-war-nagorno-karabakh-lessons-future-strike-and-defense
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://www.oryxspioenkop.com/2021/01/aftermath-lessons-of-nagorno-karabakh.html
https://www.oryxspioenkop.com/2021/01/aftermath-lessons-of-nagorno-karabakh.html
https://www.csis.org/analysis/air-and-missile-war-nagorno-karabakh-lessons-future-strike-and-defense
https://www.csis.org/analysis/air-and-missile-war-nagorno-karabakh-lessons-future-strike-and-defense
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://besacenter.org/wp-content/uploads/2020/12/184web-no-ital.pdf
https://asiatimes.com/2020/10/russia-knocking-turkish-drones-from-armenian-skies/
https://media.defense.gov/2023/Apr/19/2003203480/-1/-1/1/UKRAINE-FACT-SHEET-APRIL-19.PDF
https://www.oryxspioenkop.com/2022/02/attack-on-europe-documenting-equipment.html
https://www.mil.gov.ua/en/news/2023/07/26/the-total-combat-losses-of-the-enemy-from-24-02-2022-to-26-07-2023/
https://www.mil.gov.ua/en/news/2023/07/26/the-total-combat-losses-of-the-enemy-from-24-02-2022-to-26-07-2023/
https://rusi.org/explore-our-research/publications/special-resources/meatgrinder-russian-tactics-second-year-its-invasion-ukraine
https://rusi.org/explore-our-research/publications/special-resources/meatgrinder-russian-tactics-second-year-its-invasion-ukraine

88

89

90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

105

A “SYSTEM OF SYSTEMS” APPROACH TO COUNTERING DRONES

vehicles. Stijn Mitzer and Joost Oliemans, “Hit or Miss: The Russian Loitering Munition Kill List,” Oryx, November
25, 2022, https://www.oryxspioenkop.com/2022/11/hit-or-miss-russian-loitering-munition.html.

Maximillian Bremer and Kelly Grieco, “Air Denial: The Dangerous Illusion of Decisive Air Superiority,” Atlantic
Council, August 30, 2022, https:/www.atlanticcouncil.org/content-series/airpower-after-ukraine/air-deni-
al-the-dangerous-illusion-of-decisive-air-superiority/.

David Hambling, “‘Shahed Catchers’: Ukraine Will Deploy Interceptor Drones Against Russian Kamikazes,” Forbes,
November 2, 2022, https://www.forbes.com/sites/davidhambling/2022/11/02/shahed-catchers-ukraines-inter-
ceptor-drones-to-bring-down-russian-kamikazes/?sh=4568aa67h680.

Ragip Soylu, “Russia-Ukraine War: Turkey’s Bayraktar TB2 Drones Proving Effective Against Russian Forces,”
Middle East Eye, February 28, 2022, https:/www.middleeasteye.net/news/russia-ukraine-war-turkey-drones-ef-
fective-deadly.

“How Ukraine Is Winning the Drone-Jamming War,” Economist, May 18, 2022, https://www.economist.com/
the-economist-explains/2022/05/18/how-ukraine-is-winning-the-drone-jamming-war.

“How Ukraine Is Winning,” https:/www.economist.com/the-economist-explains/2022/05/18/how-ukraine-is-
winning-the-drone-jamming-war.

Vikram Mittal, “The Ukrainian Military Is Changing Its Tactics with Bayraktar TB2 Drones,” Forbes, June 23, 2022,
https://www.forbes.com/sites/vikrammittal/2022/06/23/ukrainian-military-is-changing-its-tactics-with-the-
bayraktar-tb2-drones/?sh=636e5eeflecO.

Mykhaylo Zabrodskyi et al., Preliminary Lessons in Conventional Warfighting from Russia’s Invasion of Ukraine:
February—July 2022 (London: Royal United Services Institute, 2022), 37, https://rusi.org/explore-our-research/
publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-febru-
ary-july-2022.

In one example, a Russian military spokesperson claimed that Russian antiaircraft systems destroyed thirty
Ukrainian combat drones, including nine TB2s, over a three-day span during Ukraine’s attempt to seize Snake Is-
land in May 2022. TASS: Russian News Agency, “Kiev Loses 30 Drones in Attempt to Seize Snake Island—Russian
Defense Ministry,” May 10, 2022, https://tass.com/defense/1449051?utm_source=google.com&utm_medium=or-
ganic&utm_campaign=google.com&utm_referrer=google.com.

Zabrodskyi et al., Preliminary Lessons in Conventional Warfighting, https://rusi.org/explore-our-research/publica-
tions/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-ju-
ly-2022.

Alia Shoaib, “Ukraine’s Drones Are Becoming Increasingly Ineffective as Russia Ramps Up Its Electronic Warfare
and Air Defenses,” Business Insider, July 3, 2022, https:/www.businessinsider.in/international/news/ukraines-
drones-are-becoming-increasingly-ineffective-as-russia-ramps-up-its-electronic-warfare-and-air-defenses/
articleshow/92633146.cms.

To illustrate the density of the EW environment, Russia reportedly placed up to ten EW complexes along every
20 km on the frontlines of the Donbas region. Zabrodskyi et al., Preliminary Lessons in Conventional Warfighting,
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfight-
ing-russias-invasion-ukraine-february-july-2022.

Jack Detsch, “It’s Not Afghanistan’: Ukrainian Pilots Push Back on U.S.-Provided Drones,” Foreign Policy, June 21,
2022, https://foreignpolicy.com/2022/06/21/ukraine-us-drones-pushback/.

Using software tools, Thomas Withington of the Royal United Services Institute found the true effective range of
Russia’s Repellent-1 to be little more than half what is advertised, with an overall success rate of 10-50 percent
beyond 20 km. “How Ukraine Is Winning,” https:/www.economist.com/the-economist-explains/2022/05/18/
how-ukraine-is-winning-the-drone-jamming-war.

Zabrodskyi et al., Preliminary Lessons in Conventional Warfighting, https://rusi.org/explore-our-research/publica-
tions/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-ju-
ly-2022.

Bryan Clark, “The Fall and Rise of Russian Electronic Warfare,” IEEE Spectrum, July 30, 2022, https://spectrum.
ieee.org/the-fall-and-rise-of-russian-electronic-warfare.

Justin Bronk, Nick Reynolds, and Jack Watling, The Russian Air War and Ukrainian Requirements for Air Defence,
(London: Royal United Services Institute, 2022), https://rusi.org/explore-our-research/publications/special-re-
sources/russian-air-war-and-ukrainian-requirements-air-defence.

Bronk, Reynolds, and Watling, The Russian Air War, https://rusi.org/explore-our-research/publications/special-re-
sources/russian-air-war-and-ukrainian-requirements-air-defence.

Bronk, Reynolds, and Watling, The Russian Air War, https://rusi.org/explore-our-research/publications/special-re-
sources/russian-air-war-and-ukrainian-requirements-air-defence.

POLICY NOTE 139 21


https://www.oryxspioenkop.com/2022/11/hit-or-miss-russian-loitering-munition.html
https://www.atlanticcouncil.org/content-series/airpower-after-ukraine/air-denial-the-dangerous-illusion-of-decisive-air-superiority/
https://www.atlanticcouncil.org/content-series/airpower-after-ukraine/air-denial-the-dangerous-illusion-of-decisive-air-superiority/
https://www.forbes.com/sites/davidhambling/2022/11/02/shahed-catchers-ukraines-interceptor-drones-to-bring-down-russian-kamikazes/?sh=4568aa67b680
https://www.forbes.com/sites/davidhambling/2022/11/02/shahed-catchers-ukraines-interceptor-drones-to-bring-down-russian-kamikazes/?sh=4568aa67b680
https://www.middleeasteye.net/news/russia-ukraine-war-turkey-drones-effective-deadly
https://www.middleeasteye.net/news/russia-ukraine-war-turkey-drones-effective-deadly
https://www.economist.com/the-economist-explains/2022/05/18/how-ukraine-is-winning-the-drone-jamming-war
https://www.economist.com/the-economist-explains/2022/05/18/how-ukraine-is-winning-the-drone-jamming-war
https://www.economist.com/the-economist-explains/2022/05/18/how-ukraine-is-winning-the-drone-jamming-war
https://www.economist.com/the-economist-explains/2022/05/18/how-ukraine-is-winning-the-drone-jamming-war
https://www.forbes.com/sites/vikrammittal/2022/06/23/ukrainian-military-is-changing-its-tactics-with-the-bayraktar-tb2-drones/?sh=636e5eef1ec0
https://www.forbes.com/sites/vikrammittal/2022/06/23/ukrainian-military-is-changing-its-tactics-with-the-bayraktar-tb2-drones/?sh=636e5eef1ec0
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://tass.com/defense/1449051?utm_source=google.com&utm_medium=organic&utm_campaign=google.com&utm_referrer=google.com
https://tass.com/defense/1449051?utm_source=google.com&utm_medium=organic&utm_campaign=google.com&utm_referrer=google.com
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://www.businessinsider.in/international/news/ukraines-drones-are-becoming-increasingly-ineffective-as-russia-ramps-up-its-electronic-warfare-and-air-defenses/articleshow/92633146.cms
https://www.businessinsider.in/international/news/ukraines-drones-are-becoming-increasingly-ineffective-as-russia-ramps-up-its-electronic-warfare-and-air-defenses/articleshow/92633146.cms
https://www.businessinsider.in/international/news/ukraines-drones-are-becoming-increasingly-ineffective-as-russia-ramps-up-its-electronic-warfare-and-air-defenses/articleshow/92633146.cms
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://foreignpolicy.com/2022/06/21/ukraine-us-drones-pushback/
https://www.economist.com/the-economist-explains/2022/05/18/how-ukraine-is-winning-the-drone-jamming-war
https://www.economist.com/the-economist-explains/2022/05/18/how-ukraine-is-winning-the-drone-jamming-war
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://spectrum.ieee.org/the-fall-and-rise-of-russian-electronic-warfare
https://spectrum.ieee.org/the-fall-and-rise-of-russian-electronic-warfare
https://rusi.org/explore-our-research/publications/special-resources/russian-air-war-and-ukrainian-requirements-air-defence
https://rusi.org/explore-our-research/publications/special-resources/russian-air-war-and-ukrainian-requirements-air-defence
https://rusi.org/explore-our-research/publications/special-resources/russian-air-war-and-ukrainian-requirements-air-defence
https://rusi.org/explore-our-research/publications/special-resources/russian-air-war-and-ukrainian-requirements-air-defence
https://rusi.org/explore-our-research/publications/special-resources/russian-air-war-and-ukrainian-requirements-air-defence
https://rusi.org/explore-our-research/publications/special-resources/russian-air-war-and-ukrainian-requirements-air-defence

106

107

108

109

110

111

112

113

114

115

116

117

118

119

120

121

122

123

124

125

126

28

ERIC FEELY

U.S. Department of Defense, “Opening Remarks by Secretary of Defense Lloyd J. Austin I1I at the Seventh Ukraine
Defense Contact Group,” November 16, 2022, https://www.defense.gov/News/Speeches/Speech/Article/3219885/
opening-remarks-hy-secretary-of-defense-lloyd-j-austin-iii-at-the-seventh-ukrai/.

““Very Impressive’: NASAMS Thwarting Russian Attacks with 100% Precision; Expert Says Deployed to Defend
Leadership,” EurAsian Times, November 17, 2022, https://eurasiantimes.com/very-impressive-nasams-thwart-
ing-russian-targets-with-100-precision/.

“Western Air-Defence Systems Help Ukraine Shoot Down More Missiles,” Economist, November 6, 2022, https://
www.economist.com/europe/2022/11/06/western-air-defence-systems-help-ukraine-shoot-down-more-mis-
siles.

Including E-3 Sentry, E-8C Joint STARS, P-8 Poseidon, RC-12 Guardrail, RQ-4D Phoenix, RC-135S Cobra Ball,
and RC-135U Combat Sent. “Very Impressive: NASAMS Thwarting Russian Attacks,” https://eurasiantimes.com/
very-impressive-nasams-thwarting-russian-targets-with-100-precision/.

David Brennan, “Shahed-136: The Iranian Drones Aiding Russia’s Assault on Ukraine,” Newsweek, December 30,
2022, https://www.newsweek.com/shahed-136-kamikaze-iran-drones-russia-ukraine-1770373.

Bronk, Reynolds, and Watling, The Russian Air War, https://rusi.org/explore-our-research/publications/special-re-
sources/russian-air-war-and-ukrainian-requirements-air-defence.

Zabrodskyi et al., Preliminary Lessons in Conventional Warfighting, https://rusi.org/explore-our-research/publica-
tions/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-ju-
ly-2022.

Zabrodskyi et al., Preliminary Lessons in Conventional Warfighting, https://rusi.org/explore-our-research/publica-
tions/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-ju-
ly-2022.

Andrew Kramer, “We Heard It, We Saw It, Then We Opened Fire,” New York Times, October 23, 2022, https://www.
nytimes.com/2022/10/23/world/europe/ukraine-russia-drones-iran.html; Uzi Rubin, “Russia’s Iranian-Made
UAVs: A Technical Profile,” Royal United Services Institute, January 13, 2023, https://rusi.org/explore-our-re-
search/publications/commentary/russias-iranian-made-uavs-technical-profile; Defense of Ukraine (@DefenceU),
“Instead of New Year’s fireworks. russia launched 45 Iranian-made kamikaze drones at Ukraine throughout
New Year’s Eve. All 45 of them were shot down. The kremlin terrorist cannot waver the determination of Ukrai-
nians. 2023 is the year of new victories,” Twitter, January 1, 2023, 6:36 a.m., https:/twitter.com/DefenceU/sta-
tus/1609513940488421376?s=20.

David Vergun, “Ukraine Getting Patriot Battery, Other Defense Weapons,” U.S. Department of Defense, December
21, 2022, https://www.defense.gov/News/News-Stories/Article/Article/3253206/ukraine-getting-patriot-bat-
tery-other-defense-weapons/.

Lara Seligman, “‘Absolutely a Quick Study’: Ukrainians Master Patriot System Faster Than Expected,” Politico,
March 21, 2023, https:/www.politico.com/news/2023/03/21/ukrainian-soliders-patriot-missile-training-oklaho-
ma-00088166.

Adam Pemble, “U.S.-Made Patriot Guided Missile Systems Arrive in Ukraine,” Associated Press, April 19, 2023,
https://apnews.com/article/russia-ukraine-war-patriot-missile-system-4c79f9110899ca1880a61f2d1f328179.
“Patriots Promise Ukraine Its First Defence Against Ultra-Fast Russian Missiles,” Economist, January 24, 2023,
https://www.economist.com/europe/2023/01/24/patriots-promise-ukraine-its-first-defence-against-ultra-fast-
russian-missiles.

Jen Judson, “Pentagon’s Counter-Drone Boss Tackles Rising Threat,” Defense News, March 10, 2023, https:/www.
defensenews.com/unmanned/2023/03/10/pentagons-counter-drone-boss-tackles-rising-threat/.

Anna Ahronheim, “As Iranian Drone Threat Increases, Israeli F-35s Down Two,” Jerusalem Post, March 7, 2022,
https://www.jpost.com/middle-east/iran-news/article-700573.

Emanuel Fabian, “IDF Shoots Down 3 Hezbollah Drones Heading for Karish Gas Field,” Times of Israel, July 2,
2022, https://www.timesofisrael.com/idf-says-it-shot-down-3-hezbollah-drones-heading-for-karish-gas-field/.
“Iron Dome Shot Down Hamas Drone over Gaza,” Jerusalem Post, March 22, 2023, https://www.jpost.com/break-
ing-news/article-735059.

Yaakov Lappin, “Russia’s UAV Onslaught Ups Interest in Israeli Defense System,” Jewish News Syndicate, June
20, 2023, https://www.jns.org/israel-news/russia/23/6/20/296399/.

“Keynote Address: Gen. Kenneth F. McKenzie Jr.,” Middle East Institute, February 8, 2021, https:/www.mei.edu/
multimedia/video/keynote-address-gen-kenneth-f-mckenzie-jr.

“Department of Defense Counter-Unmanned Aircraft Systems,” Congressional Research Service, updated

April 17, 2023, https://sgp.fas.org/crs/weapons/IF11426.pdf.

Mikayla Easley, “Army Piloting Pentagon’s Counter-UAS Efforts,” National Defense, October 6, 2022, https:/www.
nationaldefensemagazine.org/articles/2022/10/6/army-piloting-pentagon-counter-uas-efforts.

THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY


https://www.defense.gov/News/Speeches/Speech/Article/3219885/opening-remarks-by-secretary-of-defense-lloyd-j-austin-iii-at-the-seventh-ukrai/
https://www.defense.gov/News/Speeches/Speech/Article/3219885/opening-remarks-by-secretary-of-defense-lloyd-j-austin-iii-at-the-seventh-ukrai/
https://eurasiantimes.com/very-impressive-nasams-thwarting-russian-targets-with-100-precision/
https://eurasiantimes.com/very-impressive-nasams-thwarting-russian-targets-with-100-precision/
https://www.economist.com/europe/2022/11/06/western-air-defence-systems-help-ukraine-shoot-down-more-missiles
https://www.economist.com/europe/2022/11/06/western-air-defence-systems-help-ukraine-shoot-down-more-missiles
https://www.economist.com/europe/2022/11/06/western-air-defence-systems-help-ukraine-shoot-down-more-missiles
https://eurasiantimes.com/very-impressive-nasams-thwarting-russian-targets-with-100-precision/
https://eurasiantimes.com/very-impressive-nasams-thwarting-russian-targets-with-100-precision/
https://www.newsweek.com/shahed-136-kamikaze-iran-drones-russia-ukraine-1770373
https://rusi.org/explore-our-research/publications/special-resources/russian-air-war-and-ukrainian-requirements-air-defence
https://rusi.org/explore-our-research/publications/special-resources/russian-air-war-and-ukrainian-requirements-air-defence
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://rusi.org/explore-our-research/publications/special-resources/preliminary-lessons-conventional-warfighting-russias-invasion-ukraine-february-july-2022
https://www.nytimes.com/2022/10/23/world/europe/ukraine-russia-drones-iran.html
https://www.nytimes.com/2022/10/23/world/europe/ukraine-russia-drones-iran.html
https://rusi.org/explore-our-research/publications/commentary/russias-iranian-made-uavs-technical-profile
https://rusi.org/explore-our-research/publications/commentary/russias-iranian-made-uavs-technical-profile
https://twitter.com/DefenceU/status/1609513940488421376?s=20
https://twitter.com/DefenceU/status/1609513940488421376?s=20
https://www.defense.gov/News/News-Stories/Article/Article/3253206/ukraine-getting-patriot-battery-other-defense-weapons/
https://www.defense.gov/News/News-Stories/Article/Article/3253206/ukraine-getting-patriot-battery-other-defense-weapons/
https://www.politico.com/news/2023/03/21/ukrainian-soliders-patriot-missile-training-oklahoma-00088166
https://www.politico.com/news/2023/03/21/ukrainian-soliders-patriot-missile-training-oklahoma-00088166
https://apnews.com/article/russia-ukraine-war-patriot-missile-system-4c79f9110899ca1880a61f2d1f328179
https://www.economist.com/europe/2023/01/24/patriots-promise-ukraine-its-first-defence-against-ultra-fast-russian-missiles
https://www.economist.com/europe/2023/01/24/patriots-promise-ukraine-its-first-defence-against-ultra-fast-russian-missiles
https://www.defensenews.com/unmanned/2023/03/10/pentagons-counter-drone-boss-tackles-rising-threat/
https://www.defensenews.com/unmanned/2023/03/10/pentagons-counter-drone-boss-tackles-rising-threat/
https://www.jpost.com/middle-east/iran-news/article-700573
https://www.timesofisrael.com/idf-says-it-shot-down-3-hezbollah-drones-heading-for-karish-gas-field/
https://www.jpost.com/breaking-news/article-735059
https://www.jpost.com/breaking-news/article-735059
https://www.jns.org/israel-news/russia/23/6/20/296399/
https://www.mei.edu/multimedia/video/keynote-address-gen-kenneth-f-mckenzie-jr
https://www.mei.edu/multimedia/video/keynote-address-gen-kenneth-f-mckenzie-jr
https://sgp.fas.org/crs/weapons/IF11426.pdf
https://www.nationaldefensemagazine.org/articles/2022/10/6/army-piloting-pentagon-counter-uas-efforts
https://www.nationaldefensemagazine.org/articles/2022/10/6/army-piloting-pentagon-counter-uas-efforts

The Author

ERIC FEELY is a research assistant in The Washington Institute’s Military

and Security Studies Program. He holds a bachelor’s degree in Middle
Eastern Studies from Florida State University.

CTION,
S- A

THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY
1111 19TH STREET NW, SUITE 500 | WASHINGTON, DC 20036

WWW.WASHINGTONINSTITUTE.ORG

©2023 THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY. ALL
RIGHTS RESERVED.






