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Members of the Parliamentary Joint Committee on Intelligence and Security, thank you for the opportunity to
provide expert testimony on this important topic. For context, my expertise regarding the international terrorist
and criminal activities of Lebanese Hezbollah is the result of years studying the group both as a U.S. counter-
terrorism official and out of government service as an academic working at the Washington Institute for Near
East Policy and teaching at Georgetown University. [ am the author of multiple books on the subject, including
Hezbollah: The Global Footprint of Lebanon’s Party of God (Georgetown University Press, 2013), and have writ-
ten extensively about the group in newspapers, foreign policy outlets like Foreign Affairs, and professional and
academic journals. I have testified about Hezbollah in criminal and civil federal court cases in the United States
and abroad, as well as before the U.S. Congress and European Parliament. [ am also the creator of the interactive
Lebanese Hezbollah Select Worldwide Activity interactive map and timeline,' which earned high praise from
counterterrorism experts such as former director of the U.S. National Counterterrorism Center Nicholas Ras-
mussen, former British counterterrorism official Richard Barrett, former New York Police Department official
Mitchell Silber, and Georgetown University counterterrorism expert Professor Bruce Hoffman.” In the words
of Charles Allen, former CIA Assistant Director for Collection, “Matthew Levitt is a recognized authority on
Hezbollah and its activities, both in the Levant and globally.™ I have spoken at academic and government
conferences around the world on the topic at hand, including in Australia.

I. Introduction

There is no doubt that Lebanese Hezbollah fulfills the statutory requirements under the Australian Criminal
Code (Terrorist Organisation—Hizballah’s External Security Organisation) Regulations 2021 for continued
designation as a terrorist organization. However, it is my expert recommendation to the Parliamentary Joint
Committee on Intelligence and Security that renewal of the partial designation of Hezbollah—to include only
the group’s External Security Organization (ESO)—is insufficient.

Hezbollah is structured and operates as a singular organization, a fact that the group’s own leaders proudly
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proclaim. Moreover, Hezbollah politicians and civilian organizations are deeply involved in the group’s terrorist
and militant activities. As a result, an increasing number of countries and international organizations have
moved to designate the entirety of Hezbollah as a terrorist organization, including the United Kingdom, Ger-
many, Slovenia, Latvia, the Czech Republic, Estonia, Serbia, Lithuania, Kosovo, Argentina, Colombia, Hon-
duras, Guatemala, Paraguay, the Arab League, the Gulf Cooperation Council, Bahrain and more. Banning all
of Hezbollah would keep Australia in line with this international trend and make a tangible contribution to

Australian and global security.

Moreover, in recent years a laundry list of Hezbollah terrorist plots and illicit financial schemes have involved
Australian citizens and/or activities on Australian soil.

II. Hezbollah Is a Singular Organization

Speaking in the wake of the tragic August 2020 Beirut explosion, French President Macron publicly stated that
“Hezbollah cannot operate at the same time as an army against Israel, a militia unleashed against civilians in
Syria, and a respectable political party in Lebanon.”™ In fact, Hezbollah acts as all these things and more—an
international terrorist group and transnational organized crime syndicate, for example—and does so as a single,
unitary organization.

In a December 3, 2020, interview with a Lebanese newspaper, Hezbollah’s deputy secretary-general, Naim
Qassem, explicitly debunked the idea that there is any distinction between Hezbollah’s militant and other ac-
tivities, explaining that the group’s Shura (consultative) Council provides a single leadership and administration
for the group. He stated: “Hezbollah has one single leadership, and its name is the decision-making Shura
Council. It manages the political activity, the Jihad activity, the cultural and the social activities... Hezbollah’s
secretary general is the head of the Shura Council and also the head of the Jihad Council, and this means that

we have one leadership, with one administration.”™

Since its founding, Hezbollah has developed a sophisticated organizational and leadership structure which com-
mands its civilian, political, social, military and terrorist functions. The overall governing authority, the Majlis
al-Shura (Consultative Council), wields all decision-making power and directs several subordinate functional
councils. Each functional council oversees the normal operations of key areas and reports directly to the Shura
Council which, according to Hezbollah Deputy Secretary General Qassem, is “in charge of drawing the overall
vision and policies, overseeing the general strategies for the Party’s function, and taking political decisions.”
U.S. assessments echo Qassem’s description: “Hezbollah has a unified leadership structure that oversees the
organization’s complementary, partially compartmentalized elements,” according to a Congressional Research
Service report.” In May 2018, the United States and the Gulf Cooperation Council’s terrorist financing and
targeting center (TFTC) jointly designated Hezbollah Shura Council members, describing the council as Hez-
bollah’s “supreme decision-making body responsible for religious, military and strategic matters” which “asserts

control over administrative, planning, and policy-making authorities.”

The Secretary General, currently Hassan Nasrallah, presides over the Shura Council and functions as the group’s
leader under the authority of the Guardianship of the Islamic Jurisprudent, Iran’s Supreme Leader Ayatollah
Ali Khamenei. Five administrative bodies, organized around thematic responsibilities, run Hezbollah’s political,
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military (Jihad), parliamentary, executive and judicial activities.” The Shura Council purposefully and proac-
tively considers all elements of the group’s activities, including its political and military wings, as part of one
holistic entity. In the words of Naim Qassem:

If the military wing were separated from the political wing, this would have repercussions, and it would reflect
on the political scene. But Hezbollah has one single leadership, and its name is the Decision-Making Shura
Council. It manages the political activity, the Jihad activity, the cultural and the social activities...Hezbollah’s
Secretary General is the head of the Shura Council and also the head of the Jihad Council, and this means that

we have one leadership, with one administration."

Originally, the Shura Council established seven committees dealing with political, military, financial, judicial,
ideological, informational, and social affairs in each of Hezbollah’s three main operational regions: Beirut, the
Bekaa Valley, and southern Lebanon." A restructuring period in 1989 led to several changes, including the
creation of Secretary General and Deputy Secretary General positions and a decrease of leadership council
members. Later Hezbollah established the five “council assemblies,” namely the Executive Council, Jihad Coun-
cil, Political Council, Parliamentary Council, and Judicial Council."

The Executive Council manages the organization’s daily operations and oversees all cultural, educational, social
and political affairs."” The Political Council administers Hezbollah’s external relations, oversees the group’s
relations with the other political forces in Lebanon and organizes public information and propaganda efforts."
Under the Political Council, a series of subcommittees organize public information and propaganda efforts. For
example, the Recruitment and Propaganda organ runs Hezbollah’s radio stations and television station, al-
Manar."” The Political Council continuously works on “fostering relationships with the various political power
and parties” in Lebanon, according to Qassem, while the Jihad Council coordinates “resistance activity.”'® The
Jihad Council, Qassem explains, “comprises those in charge of resistance activity, be that in terms of oversight,

recruitment, training, equipment, security, or any other resistance-related endeavors.”"’

In May 2018, the U.S. Treasury Department and members of the Terrorist Financing Targeting Center
(TFTC) jointly sanctioned Hezbollah’s senior leadership. The TFTC is co-chaired by the United States and
Saudi Arabia and includes the Kingdom of Bahrain, the State of Kuwait, the Sultanate of Oman, the State of
Qatar, and the United Arab Emirates (UAE)."® The joint press statement announcing this action describes
Hezbollah’s organizational structure this way:
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The Shura Council is Hizballah’s supreme decision-making body responsible for religious, military, and strate-
gic matters and asserts control over administrative, planning, and policy-making authorities. In the event of a
deadlock in the Shura Council, the Supreme Leader of Iran casts the deciding vote. There are five subordinate
councils of the Shura Council: (1) the Executive Council, which oversees the daily activities of Hizballah; (2)
the Parliamentary Council, which selects Hizballah’s nominees for parliamentary elections and ensures that the
parliamentary representatives carry out the Shura Council’s decisions and policies; (3) the Political Council,
which manages relationships with Lebanon’s political parties; (4) the Jihad Council, which oversees all of Hiz-
ballah’s military and security operations, deliberates on fighting strategy and tactics, and assesses threats to the
organization; and (5) the Judicial Council, which organizes judicial representatives who work with Hizballah
on conflict resolution and ensures compliance with their law."”

The Jihad Council is responsible not only for Hezbollah’s formal militia activity (the Islamic Resistance), but
also its covert activicy—at home and abroad—under the auspices of the Islamic Jihad Organization. To accom-
plish its mission, the Jihad Council is divided into several smaller units in charge of protecting the leadership,
carrying out internal and external surveillance, and overseas operations. Special Security Apparatus is further
broken down into three sub-groups, central, preventive and overseas security apparatuses. In 2000, a dedicated
Counter-intelligence branch was reportedly founded as well.*

Under this structure, Hezbollah’s militia, terrorist wing, and security organ all report to the Jihad Council.”!
Unlike its sister councils, the Jihad Council enjoys strategic ambiguity, such that neither the majority of its
officials nor Hezbollah’s elected parliamentary members are aware of the details of the party’s covert military
and terrorist activities. Decisions about such activities are made by Hezbollah’s most senior leadership. Accord-
ing to the U.S. government, while these activities are “executed” by the leadership of the Islamic Resistance and
the Islamic Jihad Organization, they are “overseen” by Hezbollah Secretary General Hassan Nasrallah.* Indeed,
the U.S. intelligence community sees Hezbollah as “a multifaceted, disciplined organization that combines po-
litical, social, paramilitary, and terrorist elements” in which decisions “to resort to arms or terrorist tactics is

carefully calibrated.””

Indeed, Hezbollah political officials have been directly involved in militant activities, including recruiting op-
eratives for the group’s terrorist wing and procuring weapons for the group’s fighters. Consider the case of
Hezbollah parliamentarian Mohammad Raad who, according to information released by the U.S. Treasury
Department, worked with the head of Hezbollah’s security apparatus, Wafiq Safa, to maintain a hundred-
person list of members slated to acquire foreign citizenship who could conduct long-term missions for Hezbol-
lah in Arab and Western countries using their non-Lebanese passports.”

For his part, Wafiq Safa serves not only as the head of Hezbollah’s security apparatus, but also as liaison to
Lebanese security agencies and the international community. Safa is a member of Hezbollah Secretary-General
Hassan Nasrallah’s inner circle—again erasing any lines between the group’s political and militant activities.
According to intelligence released by the U.S. Treasury Department, Safa has exploited Lebanon’s ports and
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border crossings to facilitate Hezbollah’s smuggling of contraband, including drugs and weapons, along with
the travel of Hezbollah members.?

Another Hezbollah parliamentarian, Amin Sherri, threatened Lebanese bank officials and their family members
on behalf of Hezbollah when their banks froze accounts of U.S.-designated Hezbollah members.*

Hassan Hodroj, who holds political positions within Hezbollah, has been indicted in the United States for
material support of terrorism related to his activities as a Hezbollah weapons procurement officer who attempted
to purchase 1,200 Colt M4 carbine machine guns for Hezbollah and to donate proceeds from his criminal
enterprises to Hezbollah.”

Hezbollah civilian organizations have also been tied to the group’s militant activities. For example, Hezbollah
has used its environmental organization, Green Without Borders, as a platform from which it has fired anti-
tank missiles from Lebanon into Israel, as a series of intelligence collection platforms for such attacks, and as a
means of threatening and disrupting the activities and patrols of UN forces deployed to south Lebanon.”® Many
other Hezbollah civilian organizations serve militant purposes, such as the Peace Generations Organization for
Demining.”’

In May 2019, a Hezbollah ESO operative, Ali Kourani, was convicted of providing material support for terror-
ism by carrying out preoperational surveillance of targets in the New York area, of New York and Toronto
airports, and more on behalf of Hezbollah. Kourani described the ESO (aka Islamic Jihad Organization, or
Unit 910) as the “Black Ops of Hezbollah” which is “the secret or covert part of Hezbollah.” Unit 910 (i.e., the
ESO) reports directly to Hezbollah secretary general Hassan Nasrallah, Kourani told the FBI. Nasrallah, he
added, then reports to the Supreme Leader of Iran. In other words, Nasrallah in responsible for and in charge

of Hezbollah’s ESO.*°

In short, there is no truth to the myth that Hezbollah operates distinct wings. Hezbollah is a unitary organiza-
tion, and each of its component parts plays roles in the group’s militant and terrorist activities.

II1. Hezbollah and Australia

A number of Hezbollah plots and illicit financial schemes over the past few years involved Australian touch-
points. Here are just a few examples:

e One of the Hezbollah terrorists who carried out the July 2012 Burgas, Bulgaria bus bombing attack
was Australian citizen Meliad Farah (aka Hussein Hussein). On the ground in Bulgaria, Farah used a
counterfeit American driver’s license from the state of Michigan under the cover name Brian Jeremiah
Jameson. Farah flew to Europe and then traveled by train through Hungary and Romania en route to
Bulgaria. He stayed in Romania for several days and traveled throughout Bulgaria with his Canadian
Hezbollah accomplice, Hassan el-Hajj.”' In 2016 a Bulgarian court charged them both in absentia for
their roles in the bus bombing. They were found guilty and sentenced to life in prison in September
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2020, though both remain fugitives.””

In September 2019, the Daily Telegraph reported that the al-Mabarrat Benevolent Society based in
Sydney was founded by Hezbollah spiritual leader Muhammad Hussein Fadlallah and was still being
run by his sons in Lebanon along with Australia-based Hezbollah sympathizers. Among the latter, the
paper alleged, were Yacoub Hammoud, the brother of a Hezbollah commander, and Mustapha Hassan,
who in 2006 indicated that the charity regularly sent $20,000-plus in checks to Lebanon.”

In July 2019, a U.S. Department of Homeland Security bulletin highlighted Hezbollah’s recruitment
strategies, including its interest in operatives with foreign citizenship. In that regard, it noted that both
Hezbollah and Iran typically seek personnel who have familial ties to existing operatives, who previously
studied in religious institutions or universities in Iran, or who have dual nationality status. It noted that
recent worldwide cases included Hezbollah operatives with citizenship in various foreign countries,
including Australia.”*

In April 2019, the U.S. Treasury Department lists the Chams Money Laundering Organization as a
Specially Designated Narcotics Trafficker, and designates Kassem Chams and his organization as an
affiliated network of Hezbollah. According to intelligence made public by the U.S. Treasury, Chams
Exchange Company SAL launders millions of dollars in monthly drug charges and facilitated funds
transfers for Hezbollah. These payments are laundered around the world in transactions to and from
Australia and a long list of other countries, including Colombia, Italy, Lebanon, the Netherlands,
Spain, Venezuela, France, Brazil, and the United States. Chams organization clients including Hezbol-
lah-affiliated drug money launder Ayman Jouma. The case was part of the U.S. Drug Enforcement
Administration’s Project Cassandra which targets Hezbollah’s global criminal support networks.”

In 2016 Lebanese-Canadian Hezbollah illicit financier is placed under house arrest in Paris pending
extradition to the United States, and his Hezbollah associates Mohammad Ahmad Ammar and Ghassan
Diab are arrested in the United States. The three are wanted for involvement in laundering cocaine
proceeds for Colombian cartels and supporting Hezbollah. They are accused of illegally moving
$500,000 into Miami banks through transactions stretching from Australia to Europe to the United
States.*

In 2015 the U.S. Treasury Department targeted the Altaf Khanani money laundering organization,
which engages in third-party laundering by transferring funds to financial institutions on behalf of drug
traffickers and transnational criminal organizations, including Hezbollah. Khanani himself was arrested
in September 2015. The Khanani MLO facilitated illicit money movement around the world, includ-
ing Australia, for a diverse clientele that included Chinese, Colombian, and Mexican organized crime
groups and individuals associated with Hezbollah.”’

There are many other examples going back to at least the 1990s, including a notional Hezbollah plot to target

the 2000 Olympics in Australia,”® efforts to infiltrate terrorists from Southeast Asia into Israel through Aus-

tralia,” and a 2000 Philippine intelligence report warning of Hezbollah terrorist activities being planned by
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cells in Indonesia, Malaysia, Thailand, Myanmar, Philippines, Singapore, and Australia.® Details of these legacy
plots are available in my book on Hezbollah, “Hezbollah: The Global Footprint of Lebanon’s Party of God” at
Pp. 117-145.

IV. Why a Full Designation of Hezbollah Is Necessary

Designating Hezbollah in full is not just a matter of debunking the myth that there are good parts and bad
parts to this singular organization, there are practical reasons for doing so. As Europol’s 2020 Terrorism Situa-
tion and Trend Report notes, Hezbollah traffics in diamonds and drugs and launders illicit funds, but “investi-
gations face the difficulty of demonstrating that the funds collected are channeled to the military wing of the
organization.”"" This severely handicaps Hezbollah illicit finance investigations, given that the group does not
do law enforcement the courtesy of doing business under the name “ESO.”

Starting in 2014, the U.S. has organized a series of meetings about Hezbollah international terrorist and crim-
inal activities through the Law Enforcement Coordination Group (LECG) in which Australian representatives
have participated.”” Australian law enforcement and intelligence officials are aware of the type of information
included in this report, and surely more.

Without question, there is more than enough evidence to warrant an overall terrorist designation of Hezbollah,
but the debate has typically focused less on meeting the evidentiary threshold for such action and more on
matters of policy. The question is not typically whether such an action could be done, but whether it should. I
argue, and an increasing number of countries and international organizations agree, that designating all of Hez-
bollah makes good policy. But there are several arguments against such action which I will address in turn here.

Some officials maintain that banning Hezbollah in its entirety would undermine domestic stability in Lebanon.
In fact, no party has done more to undermine stability in Lebanon than Hezbollah, in part as a result of the
international community’s reluctance to hold the group accountable for its destabilizing actions in Lebanon.
These include, for example, taking over downtown Beirut by force of arms and killing fellow Lebanese citizens
in 2008; assassinating Lebanese politicians, journalists and activists not to its liking (including, but not limited
to former Prime Minister Rafiq Hariri®®); undermining the stability of the Lebanese financial system through
its illicit financial schemes; dragging Lebanon into the Syrian civil war by sending thousands of Hezbollah
fighters to defend the Assad regime; and using Lebanese civilians as human shields by stockpiling rockets in
residential civilian neighborhoods.*

Some officials also worry that designating Hezbollah writ large might prompt the group to attack countries that
do so, or lead the group to target UN peacekeepers in Lebanon. In fact, not only does Hezbollah already target
UN peacekeepers®, it engages in plots abroad and dispatches dual citizens to carry them out, as underscored by
the role of an Australian operative in the Bulgaria bombing. And while an increasing number of countries and
international organizations have designated Hezbollah in full, none of them have been targeted for doing so. In
fact, throughout its long history of attacks there is not a single example where Hezbollah plotted an attack
because of a designation of the group or one of its members or entities.

Perhaps the greatest sticking point has been the concern that banning Hezbollah would preclude contact with
Hezbollah politicians and, by extension, the government of Lebanon. Recent events in Lebanon suggest that
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pressuring Hezbollah to allow for the formation of a technocratic government would be a good thing“, but that
aside there is ample evidence that countries can ban the group and still maintain effective communication with
and influence over the Lebanese government and its policies. The United States had been able to effectively
communicate its interests to both the government of Lebanon and even Hezbollah, despite having designated
the entire group and following up with a long list of additional targeted sanctions of Hezbollah officials and
entities.

Banning only part of Hezbollah has not worked. Hezbollah called the bluff of those countries who continued
to ban only part of the group by continuing to engage in terrorist and criminal activities notwithstanding its
partial ban. Indeed, the group recruited Australian and European operatives to carry out its operations.

Designating all of Hezbollah would streamline Australian investigations of Hezbollah financial crimes. It would
contribute to stability in Lebanon and beyond by communicating to the group that there will be costs to con-
tinuing to engage in terrorist, militant, and illicit financial activities alongside its political activities. In the wake
of the recent war between Hamas and Israel, in which thousands of Hamas rockets were fired at Israeli civilian
communities and Israel felt the need to retaliate against Hamas, even when its activities were carried out from
residential areas, the need to address Hezbollah is all the more critical. A rocket war between Hezbollah and
Israel would be significantly more deadly and damaging than the recent war with Hamas. Now is the time to
indicate to Hezbollah, as President Macron stated, that the international community will not accept the group
as a legitimate political actor in Lebanon so long as it continues to engage in militant, terrorist and criminal
activities.
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