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In-Depth Reports

C yber is emerging as Iran's weapon of choice for dealing with domestic opponents and foreign adversaries.
Accordingly, Washington needs to better understand the dynamics governing cyber deterrence and

escalation vis-a-vis the Islamic Republic.

In this Research Note, military expert Michael Eisenstadt explains why Tehran has come to rely increasingly on
cyber in its interactions with foreign adversaries: It offers options not provided by the other legs of its
deterrent/warfighting triad, and with far fewer risks. Cyber can be used in peacetime, since norms have not been
established that would define cyberspying or cyberattacks as activities that may justify a military response. And
because it may be difficult to attribute responsibility for an attack on a timely basis, and in a manner that would be
convincing to American and foreign publics (since cyber forensics do not rely on physical evidence in the traditional

sense), cyber holds special appeal for Tehran.

Finally, cyber allows Tehran to strike at adversaries and to project power globally, instantaneously, and on a

sustained basis, in ways it cannot in the physical domain.
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