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With the terrorist threat landscape looking ominous in Africa and other seemingly distant locales, officials
should not downplay the potential risks to the U.S. homeland or discount “outside the box” insights from
experts in the private sector.

A mid the third anniversary of Hamas’s devastating October 7, 2023, attack, Israelis have been arguing about the lessons their government should learn
from this tragedy. But the United States should be learning from October 7 too—not least because Hamas’s assault killed and injured more Americans

than any other terrorist attack (https://2021-2025.state.gov/reports/country-reports-on-terrorism-2023/israel-the-west-bank-and-gaza/?safe=1) since

9/11. October 7 can hardly be seen as primarily an American intelligence failure, but the U.S. should still incorporate several key takeaways into its

counterterrorism approach and posture.

First, Washington should recognize that terrorist attacks can have an outsized impact and force dramatic shifts in U.S. foreign policy priorities. As such,
counterterrorism must be adequately resourced to monitor and track threats, particularly those tied to global jihadist organizations—even when the terrorist

risk directly to Americans may appear to be low.

President Biden spent the early months of his term focused on competition with China (https://www.war.gov/News/News-

Stories/article/article/2500271/biden-announces-dod-china-task-force/) , Russia’s invasion of Ukraine (https://www.reuters.com/world/us/biden-

requests-925-bln-covid-377-bln-ukraine-congress-officials-2022-11-15/) , cybersecurity (https://www.presidency.ucsb.edu/documents/fact-sheet-

, and COVID. But in the wake of October 7, the Middle East once again returned to

center stage and remained there for the rest of his time in office.

The Obama Administration confronted a similar dynamic more than a decade earlier. In 2011, the U.S. finished withdrawing

-intl) its troops from Iraq, fulfilling an Obama campaign promise
(https://obamawhitehouse.archives.gov/blog/2011/10/21/president-obama-has-ended-war-Iraq) , at a time when the terrorist threat to the region
appeared greatly diminished. Within several years, ISIS had stormed onto the scene, establishing a self-declared caliphate

(https://www.bbc.com/news/world-middle-east-28082962) the size of the U.K. The U.S. found itself spearheading a major international military response
(https://www.army.mil/article/280128/a_new_approach_to_defeating_an_old_enemy_army_special_operations_forces_in_operation_inherent_resolve)

to beat back this now powerful terrorist organization.

The threat landscape from ISIS and al Qa’ida is currently ominous in parts of Africa (https://news.un.org/en/story/2025/11/1166396) , and again in
Afghanistan (https://jamestown.org/global-terrorism-threat-looks-uncomfortably-familiar/) , but many analysts and officials see the threats as primarily to

local governments and populations. We shouldn’t be complacent, however, with terrorist organizations that have a clear and long-standing anti-U.S. agenda,
and we must dedicate sufficient resources to ensure that we have the best available intelligence picture. The U.S. military’s top commander for Africa recently

testified that Africa is now an intelligence “black hole” (https://www.war.gov/News/News-Stories/Article/Article/4487504/africom-commander-says-

continent-at-crossroads-of-global-commerce-security/) despite the increasing threat, due to the major resource reductions. This is dangerous. We must be

better prepared should radical groups shift their focus once again to targeting the U.S.

The second lesson is that the U.S.—including not only intelligence officials but also senior policymakers—must regularly challenge its counterterrorism

assumptions. Before October 7, the consensus thinking in Israel and beyond was that Hamas did not want a major confrontation

-063519932.html) at that stage. Israel saw Hamas’s training and planning

activities largely as long-term preparations as opposed to imminent attack planning (https://www.pbs.org/newshour/show/israeli-officials-repeatedly-

dismissed-warning-signs-before-hamas-attack-report-claims) , despite the cries of lower-level Israeli intelligence personnel warning of impending danger.
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Hamas made clear again after October 7 how unpredictable it could be by embarking on terrorist plotting in Europe for the first time. In late 2023, German

authorities discovered caches (https://www.theguardian.com/world/2023/dec/14/four-arrested-in-europe-over-alleged-cross-border-hamas-

terrorism-plot) of prepositioned Hamas weapons, and in 2025 European authorities uncovered a Hamas plot (https://www.dw.com/en/germany-charges-
7-suspected-hamas-members-over-attack-plot/a-79230171) to conduct attacks timed to coincide with the second anniversary of October 7. While these

networks were disrupted despite the element of surprise, numerous other examples, including September 11 itself, show the risks of the U.S. failing to

adequately anticipate what terrorist groups might be planning.

To address this potential gap, the U.S. should be having out-of-the-box conversations about terrorist groups’ potential plans and targets not only internally but
also with other partners, including foreign governments, and outside experts. Governments have the most access to sensitive intelligence, but both October 7
and September 11 demonstrated that government officials—particularly senior policymakers—are often too constrained in their thinking. Nongovernmental

experts may well have less conventional perspectives, drawing on very different sources of information.

The U.S. and our allies are facing serious new threats, including the dangers of having artificial intelligence, cybertechnology, or drones in the hands of terrorist
actors. Yet with all these tools, the most developed thinking about their nefarious potential usages will likely be done by the companies that make them, as well

as others in these fields.

These threats are no longer in the distant future. For example, a report recently issued by one major Al company revealed that the Houthis had already
attempted (https://apnews.com/article/yemen-houthis-anthropic-ai-missiles-9b20934e031ff3d99dd8bb49d85d97a9) to use Anthropic’s Claude Al

assistant to develop and improve their missile-guidance systems. And Iran was implicated in major coordinated cyber attacks
(https://www.csis.org/analysis/mapping-iranian-cyberattacks-us-water-systems) on water systems in 12 American states. The U.S. should be consulting

extensively with Al, cyber, and defense firms to imagine potential new attacks—and try to prevent them or brace for their possible impact.

Finally, October 7 showed the ongoing danger to the U.S. and its interests posed by groups armed, trained, and equipped by Iran. We should not underestimate

the organizations in this network. The Trump Administration’s approach to this threat, however, has been disjointed and incoherent.

On the one hand, with the launch of the war against Iran, President Trump made clear that he recognized the dangers Iran and its proxies pose to the
international order. On the other hand, the Trump Administration’s counterterrorism strategy does not mention Iran as one of the top three priorities, instead
choosing to focus on cartels, gangs, and left-wing groups (https://www.whitehouse.gov/wp-content/uploads/2026/05/2026-USCT-Strategy-1.pdf) . And
according to news reports, the FBI fired a number of agents (https://www.cnn.com/2026/03/03/politics/patel-fbi-national-security-division-firings-iran)
working on Iran-related investigations in the lead up to the war, and the Justice Department’s National Security Section lost approximately two thirds

-brain-drain-weakens-fbi-doj

(https://www.nbcnews.com/politics/national-security/trum; -us-braces-iran-attack-defenses-rcna214182) of its personnel

as of last summer. These moves would all limit DOJ and FBI’s ability to investigate Iran and its proxies’ nefarious activities and schemes, including not only

terrorist plots, but also weapons and dual use technology procurement, fundraising, and sanctions evasion.

Iran has spent years—and sometimes decades—building up the capabilities of these partners and proxies. While both Israel and the U.S. have inflicted serious
blows against some of them since 2023, their threat remains. The Houthis’ recent rapid takeover of a key Red Sea port
(https://www.bbc.com/news/articles/c4g7vrOlngwo) and their threats to shipping in the region demonstrate how dangerous this Iran-sponsored group still

is. IRGC advisers have reportedly been on the ground (https://apnews.com/article/yemen-houthis-iran-war-red-sea-battle-

e32ed78eb9h528642d043d4303192927) in Yemen providing guidance to the Houthis on their military strategy and approach. The IRGC is also providing
robust support to Hezbollah in Lebanon (https://www.reuters.com/world/middle-east/how-irans-irgc-rebooted-lebanons-hezbollah-be-ready-war-2026-

03-21/) , including extensive efforts to rearm (https://www.jpost.com/middle-east/article-902756) and finance (https://home.treasury.gov/news/press-
releases/sb0611) the battered Shia terrorist group and militia.

Iran has also continued to engage in terrorist plotting, both in Europe and the U.S. In late 2025, Israeli intelligence says it uncovered a well-developed Iranian

plot (https://www.i24news.tv/en/news/israel/defense/artc-new-details-revealed-yair-netanyahu-s-dramatic-escape-from-an-iranian-assassination-

plot-in-miami) to assassinate Israeli Prime Minister Binyamin Netanyahu’s son, who was then living in Miami. He was quickly whisked out of the U.S. to
prevent the Iranians from following through. Additionally, in the months after the Iran war began, Tehran was reportedly involved in a series of attacks in
Europe (https://www.washingtoninstitute.org/policy-analysis/deniable-disposable-disruptive-irans-hybrid-warfare-europe-demands-proactive)
through a new front group known as Harakat Ashab al-Yamin al-Islamiyya. A senior commander for Kataib Hezbollah (https://www.justice.gov/opa/pr/iraqi-

national-arrested-and-charged-providing-material-support-iranian-backed-terrorist) , one of Iran’s closest Iraqi militia allies, is now facing charges in the

U.S. for his role in this plotting.

Last month, the U.S. marked 25 years since the 9/11 attacks with a renewed look at the progress we’ve made since then on counterterrorism, the challenges
that remain, and the ways we might have responded more wisely. The third anniversary of October 7 will not prompt the same type of widespread review and

reflection in the U.S., but counterterrorism officials should still try to use this grim milestone to ensure America does not repeat Israel’s tragic mistakes.

Michael Jacobson is the Mark and Wayne Levy Senior Fellow at The Washington Institute and former director of strategy, plans, and initiatives in the State

Department’s Counterterrorism Bureau. This article was originally published on the Homeland Security Today website (https://www.hstoday.us/subject-
matter-areas/counterterrorism/the-counterterrorism-lessons-america-must-draw-from-israels-october-7-tragedy/) . <
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