Policy Analysis (/policy-analysis) /
How Iran Employed Iraq's Mugawama in Its Post-Natanz Response

by Hamdi Malik (/experts/hamdi-malik) , Crispin Smith (/experts/crispin-smith)

May 3, 2021

Also available in

ayyell (/ar/policy-analysis/kyf-astghlt-ayran-almgawmt-alraqyt-fy-rdwha-fy-agab-hjwm-ntnz) /

Farsi (/fa/policy-analysis/chgwnh-ayran-az-grwhhay-mgawmt-rag-bray-waknsh-bh-anfjar-ntnz-astfadh-krd)

ABOUT THE AUTHORS

A

Hamdi Malik (/experts/hamdi-malik

Hamdi Malik is an Associate Fellow with the Washington Institute, specializing in Shia militias. He earned his doctorate at the school of social, political and global studies,
Keele University. He is a co-founder of the Militia Spotlight platform, which offers in-depth analysis of developments related to the Iranian-backed militias in Iraq and Syria. He
is the coauthor of the Institute's 2020 study "Honored, Not Contained: The Future of Iraq’s Popular Mobilization Forces."

= §7
Crispin Smith (/experts/crispin-smith)

Crispin Smith is an associate at a Washington-based national security law group. His research focuses on Iraqi security, human rights, and law of armed conflict issues. He is a
co-founder of the Militia Spotlight platform, which offers in-depth analysis of developments related to the Iranian-backed militias in Iraq and Syria.

o

Brief Analysis

Part of a series: Militia Spotli

Militias falsely claimed attacks against Israeli and U.S. targets in retaliation for the
nuclear incident, underlining how Tehran directs and coordinates each proxy's kinetic
and information operations in a centralized manner.

o n April 11, 2021, Iran announced (https://www.reuters.com/article/us-iran-nuclear-natanz-idCAKBN2BY052) that its

Natanz nuclear site had been attacked. Israeli media (https:

against-irans-centrifuges-at-natanz-664806) quickly attributed the attack to Israel, with Iranian media soon following suit
https://www.isna.ir/news/1400012514641/%D8%A8%D8%A7-
2%D8%A7%D8%B3%D8%B1%D8%A7%DB%8C%DB%8C%D9%84-%DA%86%D9%87-%D8%A8%D8%A7%DB%38C%D8%AF-
%D8%A8%DA%A9%D9%86%DB%38C%D9%85) . Israeli outlet Kan specified (https://apnews.com/article/world-news-israel-

iran-62a7aa3182992ed0f97b5486d71280c2) that the Mossad intelligence agency was behind the incident. This was a humiliating

blow to the Islamic Republic, especially because the same facility had previously been targeted in July 2020, causing significant

damage (https://www.nytimes.com/2020/07/05/world/middleeast/iran-Natanz-nuclear-damage.html) to the country's main
nuclear fuel enrichment site. Alireza Zakani, head of the Iranian parliamentary research center, reacted to the April explosion by

describing Iran as “heav

natanz-explosion/31201266.html) .”

To demonstrate its ability to retaliate against Israel, Tehran quickly mobilized its resources. On April 12, an Israeli-owned ship was

attacked off the coast of the United Arab Emirates, and Israeli officials believe Iran was behind the attack

Meanwhile, Tehran announced that it would start enriching some uranium to 60 percent.
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Iran also mobilized the Iraqi mugawama (resistance). This took the form of a coordinated effort among mugawama social media

channels to spread news of attacks against the U.S.-led coalition. Fake stories disseminated by mugawama Twitter and Telegram

accounts are nothing new, but there was an uptick in the frequency of fake attacks (/node/16706) and news campaigns for a few
days after the Natanz incident. Two of the most prominent are detailed below.

April 13: Fake Attack on Israeli Intelligence

On April 13, Unit 10,000 (/node/16707) posted a message on its Telegram channel at 21:01 local time claiming that a Mossad
center for information and special operations in northern Iraq had been attacked, and that a number of Israeli personnel had been

killed or injured (Figure 1).

Other Iraqi mugawama Telegram accounts quickly followed suit. At 21:02, 10000 s.s4ll
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credit to Unit 10,000 (Figure 2), an indication that this was an information

Corps (IRGC), which is generally able to compel a degree of coordination across

the mugawama. In order to reach an international audience, Sabereen then Figure 1: 23:010 past by Unit 10,000, April 13, 2013
posted the message in Farsi and English.
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. . . . sites/defa
“PTVbreaking” Twitter account to post news of the attack. This was quickly v /
. . . . . Lot g it aloaall 2o a2y lasles 5,0 DRZRIG2.pN
retweeted and prominently pinned by the main Press TV Twitter account, which ettt Sty F R e ffj P

is followed by more than 252,000 users. o il sty ol Rng! Lo Tapages 1 i el psnie )
e i L Gl JLa o aloggall gl aln ey S lale
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published it in Farsi. This prompted the Jerusalem Postto run the story, citing
Figure 2: 21:02 paosl by Sabareen, April 13, 2021

Fars News. Other outlets such as Russia TV Arabic also published the news.
April 15-16: Fake Attacks on al-Asad Air Base

In another coordinated information operation, two fake attacks were claimed on al-Asad Air Base. The first was claimed on April 15
around 20:10 local time by a group of Kataib Hezbollah (/node/16641) -affiliated channels. These claims led to a flurry of
propaganda imagery and posts from across the Kataib Hezbollah online networks. At 20:45, however, Sabereen posted a statement

confirming that the attack had not happened yet.

Hours later, at 03:41 on April 16, Sabereen broke the (fake) news of a drone attack on the base (Figure 3), and dozens of other
mugawama social media channels and Telegram accounts aggressively published fake details, building an iterative and
interwoven narrative. According to these posts, high-value targets such as the operations center and anti-missile systems had been
bombed. Once again, Sabereen published the news in Farsi and English, and Iranian news agencies such as IRNA and

Mehr published the fake story, citing Sabereen. Taken together, these efforts resulted in what appeared to be a plausible developing
story—despite no drones or rockets having been fired. Only two days before, mugawama had launched a real attack on U.S. forces
at Erbil airport using a suicide drone.

Other fake attacks have included claimed rocket strikes against Balad Air Base Sabereen News - ‘i o ulo
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launched against Baghdad's air base in the second half of April, and real convoy Figure 3 0301 post by Sabereen, April 16, 2021,
attacks are Ongoing as Well ‘ {node {16712! . announcing a fake drone attack om al-Asad Ajr Base

The combination of real and fabricated attacks is intended to confuse opponents
while falsely demonstrating a “robust” Iranian and mugawama response to the Natanz incident. This hybridization of information
and kinetic operations will almost certainly continue in the coming months, since it represents a cheap way of multiplying the

propaganda value of militia operations while adding a layer of deception. **


https://www.washingtoninstitute.org/node/16706
https://www.washingtoninstitute.org/node/16707
https://www.washingtoninstitute.org/sites/default/files/2021-05/FIG1.png
https://www.washingtoninstitute.org/node/16673
https://www.washingtoninstitute.org/sites/default/files/2021-05/FIG2.png
https://www.washingtoninstitute.org/node/16641
https://www.washingtoninstitute.org/sites/default/files/2021-05/FIG%203_0.png
https://www.washingtoninstitute.org/node/16712

PART OF A SERIES

Militia Spotlight (/policy-analysis/series/militia-spotlight)

How to Use Militia Spotlight
(/policy-analysis/how-use-militia-spotlight)

Kataib Hezbollah Behind "Grassroots" Iragi Fundraising for Yemen
(/policy-analysis/kataib-hezbollah-behind-grassroots-iragi-fundraising-yemen)

Militia Lionization of Esmail Qaani: Consolidation or Covering Embarrassment?
(/policy-analysis/militia-lionization-esmail-qaani-consolidation-or-covering-embarrassment)

RECOMMENDED

BRIEF ANALYSIS
Saudi Arabia Adjusts Its History, Diminishing the Role of Wahhabism

Feb 11, 2022
3
Simon Henderson

(/policy-analysis/saudi-arabia-adjusts-its-history-diminishing-role-wahhabism)

Matthew Levitt

BREAKINE
'HI'J’BUI LAH:S

ARTICLES & TESTIMUNY

Podcast: Breaking Hezbollah's Golden Rule



https://www.washingtoninstitute.org/policy-analysis/series/militia-spotlight
https://www.washingtoninstitute.org/policy-analysis/how-use-militia-spotlight
https://www.washingtoninstitute.org/policy-analysis/kataib-hezbollah-behind-grassroots-iraqi-fundraising-yemen
https://www.washingtoninstitute.org/policy-analysis/militia-lionization-esmail-qaani-consolidation-or-covering-embarrassment
https://www.washingtoninstitute.org/policy-analysis/saudi-arabia-adjusts-its-history-diminishing-role-wahhabism
https://www.washingtoninstitute.org/policy-analysis/podcast-breaking-hezbollahs-golden-rule

Feb 9, 2022
*
Matthew Levitt

(/policy-analysis/podcast-breaking-hezbollahs-golden-rule)

BRIEF ANALYSIST"
Targeting the Islamic State: Jihadist Military Threats and the U.S. Response

February 16, 2022, starting at 12:00 p.m. EST (1700 GMT)
*

Ido Levy,

Craig Whiteside

(/policy-analysis/targeting-islamic-state-jihadist-military-threats-and-us-response)

TOPICS
Arab & Islamic Politics (/policy-analysis/arab-islamic- Arab-Israeli Relations (/policy-analysis/arab-israeli-
politics) relations)
Democracy & Reform (/policy-analysis/democracy- Military & Security (/policy-analysis/military-
reform) security)
Terrorism (/policy- U.S. Policy (/policy-analysis/us-
analysis/terrorism) policy)
REGIONS & COUNTRIES
Gulf States (/policy-analysis/gulf- Iran (/policy- Iraq (/policy- Israel (/policy-
states) analysis/iran) analysis/iraq) analysis/israel)

Middle East (/policy-analysis/middle-
east)


https://www.washingtoninstitute.org/policy-analysis/targeting-islamic-state-jihadist-military-threats-and-us-response
https://www.washingtoninstitute.org/policy-analysis/arab-islamic-politics
https://www.washingtoninstitute.org/policy-analysis/arab-israeli-relations
https://www.washingtoninstitute.org/policy-analysis/democracy-reform
https://www.washingtoninstitute.org/policy-analysis/military-security
https://www.washingtoninstitute.org/policy-analysis/terrorism
https://www.washingtoninstitute.org/policy-analysis/us-policy
https://www.washingtoninstitute.org/policy-analysis/gulf-states
https://www.washingtoninstitute.org/policy-analysis/iran
https://www.washingtoninstitute.org/policy-analysis/iraq
https://www.washingtoninstitute.org/policy-analysis/israel
https://www.washingtoninstitute.org/policy-analysis/middle-east

	How Iran Employed Iraq's Muqawama in Its Post-Natanz Response
	PART OF A SERIES
	RECOMMENDED
	TOPICS
	REGIONS & COUNTRIES



