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In January 2020, U.S. airstrikes killed Gen. Qasem Soleimani, who 
commanded the Qods Force of Iran’s Islamic Revolutionary Guard Corps 
(IRGC) and was, according to U.S. officials, plotting attacks against American 

interests at the time.1 Within days, Iran fired more than a dozen missiles at  
U.S. bases in Iraq—where Soleimani was killed alongside top militia leader  
Abu Mahdi al-Muhandis—causing traumatic brain injury to more than a 
hundred U.S. service members.2 By October 2021, Iranian agents were plotting 
to assassinate former U.S. national security advisor John Bolton, along with 
other U.S. officials suspected of playing a role in the Soleimani operation.3  
But Iranian state-sponsored maneuvering was hardly the whole story. 

Left: Salman Rushdie  
attacker Hadi Matar  
appears in court,  
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Alongside regime-led efforts, a parallel development 
emerged in which individuals with no formal ties 
to Iran or its agencies or proxies took it upon them-
selves to carry out attacks of the types encouraged 
by the Islamic Republic and its supporters.

Consider the case of Nika Nikoubin, a woman 
who reportedly met a man online and scheduled 
a rendezvous in March 2022. The two convened 
at a Las Vegas hotel, where they were engaging in 
sexual activity when Nikoubin stabbed the man 
in the neck “for revenge against U.S. troops for the 
killing of Qassem Soleimani in 2020,” according to 
a police report.4 Police body camera footage showed 
Nikoubin confessing to the attack. “I guess [it was] 
out of spite and revenge,” she said in the recording. “I 
mean, the U.S. killed Soleimani. Lots of blood spilled. 
So, I feel like it’s fair that American blood be spilled.”5

Then, in August 2022, a man attacked the writer 
Salman Rushdie as he prepared to speak at the 
Chautauqua Institution in western New York. Hadi 
Matar, a twenty-four-year-old from New Jersey, 
was accused of stabbing Rushdie and charged with 
second-degree attempted murder and assault with 
a weapon.6 Rushdie had been under a death threat 
since Iran’s founding leader, Ayatollah Ruhollah 
Khomeini, issued a fatwa against him in 1989 in 
response to his novel The Satanic Verses. Ever since, 
the 15th of Khordad Foundation, which operates 
under the Office of the Supreme Leader, has offered 
a bounty on his life. (Several weeks after Matar’s 
attack, the U.S. Department of the Treasury used  
its counterterrorism authority to designate the 
foundation for sponsoring or materially assisting in 
an act of terrorism.7)

Matar had visited family in Lebanon for a month 
in 2018, and his mother recounted that the stay 
“changed him,” making him more religious and 
isolated. Although no available information points to 
his direct involvement with Iran or its proxy groups,8 
Matar did demonstrate an affinity for Iran’s current 
Supreme Leader, Ali Khamenei, using the ayatollah’s 
visage as his email avatar.9

In the decades since the Iranian fatwa against 

Rushdie, the author—or his translators or publish-
ers—has been targeted in eight plots around the 
world.10 In one horrifying case in 1993, a mob burned 
down the Turkish hotel where a Rushdie translator 
was staying, killing at least thirty-seven people.11

More broadly, the Nikoubin and Matar attacks 
suggest that a phenomenon that has long preoccupied 
U.S. intelligence and law enforcement may now be 
emerging as a tangible threat. An October 2018 
analytical report by the National Counterterrorism 
Center (NCTC)—“Envisioning the Emergence of Shia 
HVE Plotters in the U.S.”—defined Shia homegrown 
violent extremists as “individuals who are inspired 
or influenced by state actors such as Iran, foreign 
terrorist organizations such as Hezbollah, or Shia 
militant groups but who do not belong to these 
groups and are not directed by them.”12 While the 
NCTC report did not note any current confirmed 
cases of Shia HVEs plotting attacks in the United 
States, analysts identified several factors that would 
increase their likelihood of mobilizing to violence,  
as elaborated in the following sections.13 

 

A Catalyzing Event 
The first factor identified by the NCTC is a  
“catalyzing event,” such as “direct U.S. military 
action in Iran, sustained U.S. operations against 
Hezbollah in Lebanon or Syria, or the assassination 
of a senior Iranian or Hezbollah leader perceived 
to have U.S. involvement.” Such an event would be 
significant enough, the report stated, that it “might 
push some U.S. Shia to radicalize and consider  
retaliatory violence.” The Soleimani killing trans-
formed this scenario from theoretical to very real.14

Indeed, within twenty-four hours after the drone 
strike that killed Soleimani, the U.S. Department 
of Homeland Security released a bulletin under its 
National Terrorism Advisory System warning of 
potential Iranian or Iranian-inspired plots against 
the homeland. The bulletin stressed that the 
department had no information regarding a specific, 
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credible threat, but advised that “Homegrown 
Violent Extremists could capitalize on the heightened 
tensions to launch individual attacks,” adding that 
“an attack in the homeland may come with little or  
no warning.”15

A few days later, the Homeland Security Department, 
FBI, and NCTC released a joint intelligence bulletin 
advising federal, state, local, and other counter- 
terrorism and law enforcement officials and 
private-sector partners “to remain vigilant in the 
event of a potential GOI [government of Iran]–
directed or violent extremist GOI supporter threat to 
U.S.-based individuals, facilities, and [computer] 
networks” [emphasis added].16 The report warned 
not only of Iranian-directed plots—including both 
physical attacks and cyber operations—but of attacks 
by supporters of Iran inspired to act on their own.

Radicalization Enablers—
Especially in the United 
States 

According to the NCTC report, Shia HVE mobilization 
could emerge in the United States concurrent with 
certain other developments. Some of these have 
happened in the past without Shia HVE mobilization, 
the report noted, but “repeat occurrences of such 
incidents could contribute to or spark radicalization.” 
Besides U.S. military action, these events include 
calls by Shia leaders and clerics for violence in the 
United States; lethal operations by Israel or a Sunni 
Arab government targeting Iran, Hezbollah, or other 
Shia actors; or anti-Shia activity in the United States.  

The potential for Shia HVE mobilization to violence 
increases, the report warned, if the catalyzing event 
occurs in conjunction with “radicalization enablers” 
who begin actively “amplifying anti-U.S. and pro-Shia 
rhetoric among audiences in the U.S.”17 Such enablers 
could include charismatic U.S.-based radicalizers—
perhaps people who have fought with Hezbollah or 
other Shia militant groups overseas—who promote 

Shia grievances and advocate attacks. Alternatively, 
what the NCTC report referred to as “Shia cyber 
actors”—social media influencers tied to Iran or 
Hezbollah, or independent websites promoting Shia 
grievances—could conduct influence operations to 
sow discord among Shia in the United States and 
mobilize them to violence. 

Consider, for example, the social media outfit known 
as the “Electronic Resistance,” which spreads Shia 
extremist material online and supports (but is not 
controlled by) Hezbollah. If such media, which is 
dominated by Iran and its proxies, began to openly 
sanction retaliatory violence, that too would serve to 
enable Shia HVE mobilization. 

Iran itself runs extensive digital influence operations. 
After the Soleimani killing, it used Instagram 
accounts to menace the White House and Trump 
family members with images of coffins draped in 
U.S. flags, captioned “Prepare the coffins.”18 A study 
by the Tony Blair Institute for Global Change detailed 
how IRGC ideological training documents distributed 
online in Persian “propagate the idea that there is an 
existential threat to Shiism and Shia Muslims from 
a ‘[Sunni] Arab-Zionist-Western axis.’”19 Among the 
paper’s key findings is that “the worldview within 
which this training is framed is extremist and 
violent,” and that it “identifies enemies—from the 
West to Christians and Jews, to Iranians who oppose 
the regime—and advocates supranational jihad in  
the name of exporting Iran’s Islamic Revolution.”20  
In spring of 2023, Britain’s media watchdog, Ofcom 
(the Office of Communications), fined the Shia 
satellite television station in the country—Ahlebait 
TV—for broadcasting anti-Semitic hate speech that 
included references to divine punishment to justify 
the expulsion of Jews from various societies  
throughout history, and blamed this persecution  
on the Jews themselves.21

Some Shia militia groups go a step further, producing 
social media material aimed at radicalizing fellow 
Shia and mobilizing them to violence. A tweet by a 
Kataib Hezbollah spokesperson on January 3, 2020, 
right after the strike that killed the group’s leader, 
Abu Mahdi al-Muhandis, along with Qods Force chief 
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Qasem Soleimani, encouraged Shia to volunteer for 
“martyrdom operations against invading ‘Crusader’ 
foreign forces,” noting that the first to register  
would be the first to be martyred.22 A tweet dated 
February 5, 2020, claims to show a photograph of 
Kataib Hezbollah’s registration form for those  
interested in carrying out suicide operations  
against U.S. forces in Iraq.23

Various factors inhibit the emergence of Shia  
HVE activity in the United States, including the 
hierarchical nature of Shiism and an associated 
disincentive to carry out lone-offender attacks absent 
direction from senior Iranian, Hezbollah, or other 
authority figures. But—the NCTC argued—should 
radicalization enablers build upon one or more 
catalyzing events, this would “probably increase the 
number of Shia HVEs or accelerate their mobilization 
to violence by amplifying anti-U.S. and pro-Shia 
rhetoric among Shia audiences in the U.S.”24

In another scenario, a Shia person in the United 
States or elsewhere in the West might self-radicalize 
with the help of online messaging. Even more likely, 
someone already involved with a Shia extremist 
group could be mobilized to act on their own, 
independent of the organization. This may perhaps 
have happened with Hadi Matar if he interacted with 
Hezbollah operatives while in Lebanon, although 
those details are not publicly available. Such interac-
tions, however, are undoubtedly occurring in general.

The Shia Cyber Actor 
Ecosystem

The digital ecosystem nurtured by the Iranian 
government, comprising the work of numerous  
state-run media outlets and Middle East militias  
(and published in many languages), has been well 
documented.25 These regional outlets have long 
circumvented efforts to moderate their content, 
attacking regime opponents and openly seeding 
Tehran-approved tropes across a range of  

platforms.26 Beyond outlets engaged in information 
warfare are numerous support groups, channels, 
pages, and influencers in (extremist-friendly)  
alt-tech and closed platforms, which create echo 
chambers that support attacking Iran’s enemies 
globally. More concerning is that these radical  
influencers are engaging primarily with English-
speaking audiences. Young Shia are clearly imbibing 
content provided by supporters of the Islamic 
Republic. But the question remains, to what degree 
will they respond with action?

The vast English-language digital ecosystem  
propagating Shia extremism increasingly targets 
younger audiences, providing them with tools to 
slander anti-regime Iranian activists, Sunni Muslims, 
and the United States and its allies. Rather than 
relying on disinformation, these “cyber actors” 
actively proselytize for Tehran, its various military 
and intelligence services, and its Middle East proxies.  
Not only do they translate speeches by Iranian  
officials and like-minded ideologues into English; 
they also provide the audiovisual content that 
enables others to easily build new online  
communities spreading Iranian propaganda. 

Many of these communities are based in the United 
States and rely on U.S. digital infrastructure.27 The 
use of America as a staging ground for information 
warfare by Iranian cyber actors, which play a central 
role in disseminating content focused on martyrdom 
and revenge,28 should alarm U.S. officials, analysts, 
and investigators. These networks target U.S.-based 
Muslim communities, feeding off disaffection in 
marginalized communities and often highlighting 
law enforcement abuses as being emblematic of a 
state “dripping with the blood of the Black man.”29 
By exploiting such disaffection, they hope to weaken 
“the enemies of the Islamic Republic.”30 These 
networks are ostensibly focused on the theological 
teachings of Iran’s clerical regime, but they similarly 
venerate and spread the narratives of its security 
apparatuses and its proxy militias across the  
Middle East. 
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The Role of “Pure Constellation”

One such “volunteer-run” network, which this 
study’s authors have dubbed Pure Constellation,31 
has managed twenty websites supportive of Iran, 
its proxies, its clerical leadership, and Iran-linked 
clerics in Pakistan, and is building archives, news 
sites, and chat forums. Ten of the sites are currently 
functional and accessible, while the other ten are 
inaccessible or defunct. 

The de facto administrator of these sites, responsible 
for information technology and software solutions, 
was registered as a limited liability company in 
Michigan from 2010 to 2015, and simultaneously 
registered in Georgia in 2012 as a foreign limited 
liability company—although its Georgia registration 
was revoked in 2016. This administrator is pivotal 
for having designed most of Pure Constellation’s 
sites. The ten functional sites serve as Iranian-
regime-support and Shia proselytization hubs, 
as well as archives for propaganda by Tehran, its 
proxies, and their ideological allies. They can be 
identified as products of Pure Constellation through 
the administrator, which claims to have no affiliation 
with or funding from “any group, organization or 
governmental body/institution(s).”32

This study’s authors have mapped these sites and 
their links to other “nodes”—i.e., Telegram channels, 
WhatsApp groups, and social media sites such as 

Facebook and Twitter. For the purposes of this  
study, the emphasis will be on two specific sites,  
both of which host material from foreign terrorist 
organizations that has been translated from Persian 
and Arabic into English and rebranded through  
Pure Constellation.33

Pure Constellation’s most prominent website, which 
will remain unnamed here in order to avoid driving 
traffic to it, outlines its “beliefs” via a thirteen-point 
statement in the “About Us” section. One of the 
points reads: “We strongly and categorically oppose, 
condemn, and are enemies of every brand of ‘Islam’ 
that is promoted and spread by the United States of 
America and the United Kingdom.”34 The site has 
238 pages of digital posters asserting, among other 
things, that the United States and Britain have  
“cultivated terrorism” and that Europe helped 
“nurture” Islamic State foreign fighters.35 The site 
also includes several professionally edited videos 
about Qasem Soleimani.

On February 13, 2023, the site produced a digital 
poster depicting Salman Rushdie as a demon 
alongside a 2002 quote from the late Iranian cleric 
Ayatollah Muhammad Taqi Mesbah-Yazdi justifying 
the idea of killing Rushdie. The poster quotes 
Mesbah-Yazdi as saying, “The common belief of 
Sunnis and Shiites is that if someone insults the 
holy being of the esteemed Prophet [Muhammad]...
or other Prophets...they face the death penalty. 
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When Imam Khomeini...said that Salman Rushdie 
is allowed to be killed, the great scholars of Islamic 
countries, including the scholars of Egypt, Arabia  
and other places, all confirmed this verdict.” 
  
This site, which averaged more than 10,000 visitors 
in April 2023,36 is linked to a Telegram channel with 
3,472 subscribers and a WhatsApp group with 240 
participants. Additionally, the Rushdie message was 
spread across the websites, channels, and groups of 
Pure Constellation, which manages a Facebook page 
with 203 followers, an Instagram account with 649 
followers, and a Twitter account with 1,038 followers, 
and constantly reminds its subscribers and followers 
to fight the “soft war,” or “cultural war,” against the 
United States through propaganda and media. 

Central to Pure Constellation’s online presence is the 
veneration of “martyrs,” many of them linked to the 
IRGC and its Middle East proxies. Pure Constellation 
thereby aggressively helps spread English-language 
messages, wills, books, and biographies through 
a website dedicated to martyrs. The site describes 
itself as making “a humble attempt” to introduce 
martyrs because “a martyr is a true inspiration for 
all and, through his/her martyrdom, is capable of 
reviving a dead and decaying society from dark[ness] 
just like a candle that burns itself in order to provide 
light to those around it.” The martyr-dedicated 
website, like other Pure Constellation sites, has an 
open social media presence, including an Instagram 
account with 1,745 followers, a WhatsApp group  
with 140 participants, and a Telegram channel with 
1,155 subscribers. 

These two sites—focusing on “digital posters” and 
martyrs—play a critical role with English-speaking 
Shia cyber actors, building communities rooted in 
the aesthetics and principles of regime-sanctioned 
martyrdom and echoing the Islamic Republic’s 
geopolitical and theological stances. Consider the 
linked collection of English-language Telegram 
channels broadly dubbed “Shia Nation,” which has 
been banned from YouTube but is still linked to 
several Telegram channels dedicated to “Iranian 
assets.” These channels archive online material and 
provide followers with raw footage and content from 

the Iranian regime and its regional proxies such as  
Iraq’s al-Hashd al-Shabi (Popular Mobilization  
Forces, or PMF), Hezbollah, and Yemen’s Houthis. 
The content on these channels is continually  
updated and provides enterprising propagandists 
with material to curate for cultivation of online  
communities. Each channel carries “two hundred–
plus” videos of various fighting forces linked to 
Tehran and its Middle East proxies.37

Channels like these support online communities 
encompassing young English speakers who back 
the Iranian regime and its proxies and engage in 
attacks on Sunni channels and pages, including 
doxing detractors. The authors have mapped seven  
of these channels on Telegram connected to servers 
on the Discord platform, which has been used to 
share manifestos by several perpetrators of mass 
casualty attacks in the United States. Scrutiny of 
prevalent inflowing and outflowing links allowed  
the authors to identify other “network nodes”  
central to these Telegram channels.

To be sure, closer research is required to determine 
whether this ecosystem of pro-Iran online networks 
is actively fueling the radicalization of would-be 
attackers in the West. But Pure Constellation clearly 
illustrates how one online network nourishes young 
English-speaking users sympathetic to regime 
ideology. The resulting echo chambers, spanning 
digital platforms, champion martyrdom as noble 
and theologically sanctioned and could potentially 
precipitate real-world harm. 
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Historical Precedents
Given how active Shia cyber actors are today, 
concerns about HVE attacks are warranted,  
especially in light of history. The June 1988 edition 
of the CIA’s classified publication Terrorism Review 
included a section titled “Attacks Against Saudi 
Interests: Inspired by Iran?”38 The text, published 
nearly a year after at least 275 Iranian pilgrims died 
in riots during the Hajj pilgrimage in July 1987, 
stated, “We believe that Tehran began a harassment 
campaign shortly after the Mecca riot.”39 It added  
that “we cannot confirm that Iran has directed the 
recent anti-Saudi attacks”—meaning attacks since 
August 1987—but noted that “Tehran has assets in 
Islamic fundamentalist populations worldwide on 
which it could draw...”40

And a case from 1989 remains salient today. On 
August 3 of that year, Hezbollah operative Mustafa 
Mahmoud Mazeh died when an explosive device 
he was preparing detonated prematurely inside 
London’s Paddington Hotel.41 His target was Salman 
Rushdie. Mazeh, a Lebanese citizen born in Conakry, 
the Guinean capital, joined a local Hezbollah cell in 
his teens and apparently sojourned in his parents’ 
Lebanese village before traveling to Britain through 
the Netherlands.42 Later, a Hezbollah commander, 
speaking about Khomeini’s fatwa against Rushdie, 
would tell an interviewer that “one member of 
the Islamic Resistance, Mustafa Mazeh, had been 
martyred in London.”43 According to the CIA, attacks 
in July 1991 on the Italian, Norwegian, and Japanese 
translators of The Satanic Verses suggested “that Iran 
has shifted from attacking organizations affiliated 
with the novel—publishing houses and bookstores—
to individuals involved in its publication, as called  
for in the original fatwa.”44 Today, a shrine dedicated 
to Mazeh still stands in Tehran’s Behesht-e Zahra  
cemetery, with an inscription reading, “The first 
martyr to die on a mission to kill Salman Rushdie.”45

Conclusion
In January 2023, Iranian officials marked the third 
anniversary of Qasem Soleimani’s death, issuing a 
series of public statements threatening retaliatory 
attacks. Iran’s state-affiliated media released a list 
of fifty-one Americans accused of playing some 
role in the Soleimani operation, warning that they 
were “under the shadow of retaliation.”46 Speaking 
on the occasion, however, Maj. Gen. Mohammad 
Bagheri—chairman of Iran’s Armed Forces General 
Staff—focused not on what Iranian agents might 
do, but on how angry youths inspired by the regime 
might act on their own. “Revenge against the master-
minds and perpetrators of General Soleimani’s 
assassination will never be removed from the agenda 
of the youths of the Muslim world and his devotees 
across the world,” Bagheri asserted.47 A few days 
later, after the French satirical magazine Charlie 
Hebdo published caricatures of Ayatollah Khamenei, 
IRGC chief Gen. Hossein Salami warned, “You have 
made a big mistake, but sooner or later Muslims 
will take revenge, and you may arrest the avengers, 
but the dead will not come back to life.”48 In case 
his reference to regime-motivated lone actors was 
unclear, Salami cited the attack on Salman Rushdie 
just a few months earlier, stating: “I refer the French 
and the directors of this institution [Charlie Hebdo] to 
the fate of Salman Rushdie.”49
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Such public statements from senior Iranian officials 
are disconcerting, but the cyber actors actively 
advocating violence in the United States present a 
unique and pressing threat. When NCTC analysts 
produced their report on the potential for Shia 
homegrown violent extremism in October 2018, they 
could point to no tangible examples of plotters on 
U.S. soil. The landscape has now changed. What was 
previously the basis for a theoretical exercise is now 
a real challenge. Tracking networks of Shia radical-
ization enablers, as the NCTC described them, could 
help investigators and researchers further assess the 
extent of their influence and the specific threats they 
pose. This much is clear: the Shia cyber actors about 
whom the NCTC has voiced such concern—those 
who support the IRGC and its Qods Force, along with 
Hezbollah and other Iranian proxies—are already 
dangerously active online.  v

After the  
Soleimani  
strike,  
Hezbollah  
secretary- 
general  
Hassan  
Nasrallah 
remarked that 
Americans  
would now  
come to  
the region  
vertically (alive) 
and leave  
horizontally 
(dead). This  
image was  
posted to a  
Telegram  
group chat.
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