Iran’s Gray Zone Strategy
Cornerstone of its Asymmetric Way of War

By Michael Eisenstadt*

ince the creation of the Islamic Republic in 1979, Iran has distinguished itself (along with Russia and

China) as one of the world’s foremost “gray zone” actors.! For nearly four decades, however, the United

States has struggled to respond effectively to this asymmetric “way of war.” Washington has often
treated Tehran with caution and granted it significant leeway in the conduct of its gray zone activities due to
fears that U.S. pushback would lead to “all-out” war—fears that the Islamic Republic actively encourages. Yet,
the very purpose of this modus operandi is to enable Iran to pursue its interests and advance its anti-status
quo agenda while avoiding escalation that could lead to a wider conflict. Because of the potentially high costs
of war—especially in a proliferated world—gray zone conflicts are likely to become increasingly common in
the years to come. For this reason, it is more important than ever for the United States to understand the logic
underpinning these types of activities, in all their manifestations.

Gray Zone, Asymmetric, and Hybrid “Ways of War” in Iran’s Strategy

Gray zone warfare, asymmetric warfare, and hybrid warfare are terms that are often used interchangeably, but
they refer neither to discrete forms of warfare, nor should they be used interchangeably—as they often (incor-
rectly) are. Rather, these terms refer to that aspect of strategy that concerns how states employ ways and means
to achieve national security policy ends.> Means refer to the diplomatic, informational, military, economic,
and cyber instruments of national power; ways describe how these means are employed to achieve the ends of
strategy. The terms gray zone, asymmetric, and hybrid thus refer to the “ways of war”—how these instruments
are used—though the term hybrid has a dual character and also refers to means. (For a graphic depiction of
how these concepts apply to Iran’s strategy, see figure 1 below.)

Nearly all state actors (including the United States) engage in gray zone activities, leverage asym-
metries, and are hybrid actors, at least to some extent. Many states operate in the gray zone, at least
occasionally, to manage risk, limit escalation, and avoid war. All states employ asymmetries to gain advan-
tage and achieve disproportionate effects. And nearly all states create hybrid organizational designs and
act, to some extent, in a hybrid fashion to accrue advantage and achieve synergies. Yet, for some states, the
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gray zone modus operandi defines nearly every-
thing they do. Gray zone strategies are inherently
asymmetric (see below) and often make exten-
sive use of hybrid modes of operation. Iran is the
quintessential gray zone actor whose entire modus
operandi is influenced by this particular way of
war, and whose default approach is to operate in
the gray zone—except when fighting “imposed
wars” like the Iran-Iraq War and the Syrian civil
war. However, even in such cases, its approach to
conventional operations is often tinged by its gray
zone modus operandi, with its emphasis on proxy
action and hybrid activities.

The Gray Zone

Gray zone actors probe and test to determine what
they can get away with. They rely on covert or unac-
knowledged proxy activities to preserve deniability
and avoid becoming decisively engaged with the
adversary. They rely on incremental action to create
ambiguity regarding their intentions, and to make
their enemies uncertain about how to respond.
And they arrange their activities in time and
space—pacing and spacing them so that adversary
decisionmakers do not overreact. This enables them
to challenge stronger adversaries and advance their
anti-status quo agendas while managing risk, avoid-
ing escalation, and preventing war.?

The Islamic Republic has always understood
that its long-term goal of becoming the domi-
nant power in the Middle East would bring it into
conflict with the United States (whose influence in
the region it seeks to eradicate) and Israel (which
it seeks to eliminate). Accordingly, it developed a
modus operandi that has enabled it to advance its
anti-status quo agenda while avoiding war with
either. Tehran’s interest in avoiding war is not
grounded in a transitory calculation of the regime’s
interests: it is a deeply rooted feature of the regime’s
strategic culture that is reflected in Iranian strategy
under Supreme Leader Ayatollah Ali Khamenei.
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This is one of the enduring legacies of the 8-year-
long Iran-Iraq War. Nearly a quarter-million
Iranians were killed in that conflict, and the
wounds have still not healed.* Iran is determined to
never again repeat that experience.’

Iran’s gray zone strategy works by leveraging
a number of asymmetries pertaining to differences
in the way that Tehran and Washington think,
organize, and operate on the policy and strategic
levels. The most important of these asymmetries is
conceptual. U.S. decisionmakers tend to conceive
of war and peace with Iran, as well as with other
state actors like China and Russia, in stark, binary
terms, and have frequently been constrained by fear
of escalation. This creates opportunities for Iran
(and others) to act in the gray zone “in between.”
(The main exception here—by and large, a relatively
recent one—is in the cyber domain.®) By contrast,
Tehran tends to see conflict as a continuum. The
key terrain in gray zone conflicts then is the gray
matter in the heads of American policymakers who
believe that a local clash could somehow rapidly
escalate to an “all-out” war. The result is often U.S.
inaction, which provides gray zone operators like
Iran with greater freedom to act.

Asymmetry

In addition to the aforementioned conceptual asym-
metry that underpins the gray zone approach, Iran
leverages a variety of operational, motivational, and
temporal asymmetries. (For more on the various
types of military asymmetries, see table 1 below.)
Thus, Tehran has created a network of proxies

that provide standoff, enable it to avoid becoming
decisively engaged, and permit it to operate in a
deniable fashion. The United States lacks a similar
stable of proxies that it can rely on, so it must often
act unilaterally. However, the tendency of the U.S.
government to “leak” to the media and the desire of
politicians to take credit for actions makes covert,
deniable action difficult. Furthermore, a regional
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power like Iran that believes it is fighting for its
survival will almost always be willing to assume
greater risks than a distant great power that is not
motivated by existential concerns and which has to
tend to competing commitments around the world.
Finally, while U.S. presidents must contend with
public opinion and cannot assume they will have
more than a single four-year term to accomplish
their policy agenda, Iran’s key decisionmakers are
unelected and therefore can often ignore public
opinion when it comes to national security matters.”
And because they frequently have very long tenures,
they can afford to be patient and play the long game.
For instance, Ayatollah Khamenei has been Supreme
Leader since 1989, while Qassem Soleimani had
been the Islamic Revolution Guards Corps-Qods
Force (IRGC-QF) commander since 1998, until he
was killed in a U.S. drone strike in January 2020.

|
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On the operational and tactical levels, Iran
leverages other types of asymmetries. It has exploited
its geographic proximity to the Strait of Hormuz by
creating naval forces capable of disrupting oil ship-
ments from the region using small boat swarms
(mass), mines and submarines (stealth), and drones
and missiles (precision). It seeks to turn adversary
strengths into vulnerabilities—for instance, develop-
ing anti-access and precision strike capabilities that
can target U.S. carrier strike groups operating in the
region’s waters and U.S. forces based around the rim of
the Gulf:® It also conducts actions that yield dispro-
portionate effects, such as the October 1983 Marine
Barracks bombing (with Lebanese Hezbollah), which
forced U.S. peacekeeping forces out of Lebanon, and
the drone and cruise missile strike on Saudi oil infra-
structure in September 2019, which demonstrated

Tehran’s ability to disrupt oil production in the region.

"“U.S. presidents must contend with public opinion.” (Frank Hebbert, September 7, 2006
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Table 1: Types of Military Asymmetries

. Pertaining to relative numerical advantages in manpower, equipment
Quantitative '9 o 9 S e
(mass), firepower, or other critical resources

. The relative effectiveness of each actor’s leadership, training, or tech-
Qualitative . ) .
nology, and its strategy, operations, or tactics

The relative ability of each side to understand and navigate the
operational environment, to grasp the opponent’s methods, and to
formulate effective strategies or operational approaches to thwart or
defeat them

Conceptual

The degree to which actors may rely on dissimilar organizational
Operational designs or operational approaches to competition and warfighting:
covert vs. overt, indirect versus direct, and short term vs. long term

The degree to which one side has a relative advantage in its ability to
Geographic hold at risk an adversary’s assets, forward bases, or homeland, using
deployed forces or proxies

The extent to which actors pursue their objectives through patient,
Temporal incremental action vs. rapid, decisive operations, and to which time
replaces space as the major dimension of action

. The relative degree to which actors are constrained by moral consid-
Normative . . . . .
erations, domestic legal considerations, or the law of armed conflict
The extent to which one or more actors are motivated by ideological
Moral/Motivational  or religious considerations, or are fighting for their vital interests or
survival

Ontological The degree to which adversaries may be guided by different motives
ntologica or logic, whether instrumental or expressive/symbolic

Sources: Christian Buhlmann, “Asymmetric Strategies: A Concept to Better Understand Modern Conflicts?” Military

Power Revue der Schweizer Armee, no. 2 (2009), available at http://bit.ly/2PAHfMC; Joseph Henrotin, “Ontological-

Cultural Asymmetry and the Relevance of Grand Strategies,” Journal of Military and Strategic Studies 7, no. 2 (Winter

2004), available at https://jmss.org/article/view/57763/43438; Steven Metz and Douglas V. Johnson Il, Asymmetry

and U.S. Military Strategy: Definition, Background, and Strategic Concepts (Carlisle, PA: Strategic Studies Institute,

U.S. Army War College, 2001), available at https://www.hsdl.org/?view&did=441213; Bruce W. Bennett, Christopher

P. Twomey, and Gregory Treverton, What Are Asymmetric Strategies? (Santa Monica, CA: RAND, 1999), available at

https://www.rand.org/pubs/documented_briefings/DB246.html; and Andrew Mack, “Why Big Nations Lose Small Wars:

The Politics of Asymmetric Conflict,” World Politics 27, no. 2 (January 1975): 175-200.
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Hybridity

Most states possess hybrid military organizations,
but hybrid actors like Iran put particular emphasis
on employing regular and irregular forces together
on the battlefield; blending conventional mili-

tary capabilities, irregular tactics, terrorism, and
criminal activities (for example, smuggling, money
laundering, bribery, cybercrime, and illicit arms
transfers); and conducting simultaneous operations
across domains—land, sea, air, information, cyber,
and space—to create synergies and maximize lever-
age. They do this to deter or coerce adversaries and
influence or subvert foreign governments in order
to achieve a desired political objective.” Iran has
created a complex institutional setup for projecting
influence abroad consisting of both civilian and
military entities, including the IRGC, IRGC-QF,
IRGC intelligence, the Ministry of Intelligence and
Security (MOIS); foreign Shi’ite proxy forces; the
Ministry of Foreign Affairs (MFA); state media
entities; and a variety of parastatal foundations and
business fronts. This complexity derives in part
from politics (and results in no small amount of
friction among competing organizations) but it also
facilitates the regime’s hybrid modus operandi.”” It
does so by providing Iran with tools and options
unavailable to its adversaries—such as terrorism
and intimidation, bribery, and unbridled disinfor-
mation activities—which confer on it a comparative
advantage when it comes to shaping the strategic
environment and projecting influence below the
threshold of war.

Deterrence: Linchpin of Iran’s Gray
Zone Strategy

In the past four decades, Tehran has created a
deterrence/warfighting triad consisting of (1) a
guerrilla navy capable of disrupting oil exports
from the Persian Gulf; (2) an arsenal of missiles
and drones capable of conducting long-range preci-
sion strikes; and (3) a stable of foreign proxies—its
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Shi’ite foreign legion—capable of projecting
influence throughout the region and acting as
insurgents, counterinsurgents, and terrorists."

It may now be adding a fourth leg to this triad;
offensive cyber operations.’? These asymmetric
capabilities enable Iran to deter by the threat of
punishment—by imposing costs on its adversaries.

Iran is also building up its air defenses and
hardening elements of its critical infrastructure
(such as nuclear enrichment facilities) to deny
its enemies the ability to destroy these potential
targets.” This enables it to deter by denial—by
thwarting its adversaries’ aims.

Iran also relies on a variety of nonmilitary
means to bolster deterrence—creating economic
dependencies in neighboring states (for example,
providing electricity to border provinces in Iraq),
building external bases of support for Iranian
policy among foreign Shi’ite communities, threat-
ening to withdraw from arms control agreements
(such as the 2015 nuclear deal and the 1968 Nuclear
Nonproliferation Treaty)," and frequent verbal
warnings that a local clash could rapidly escalate
and lead to “all-out war.”*> These steps strengthen
Iran’s deterrent posture by fostering the belief that
a conflict with the Islamic Republic could lead to
another Middle East “forever war” and produce a
highly destabilizing geopolitical mess.

Deterrence is the linchpin of Tehran’s gray zone
strategy, as it constrains adversaries and thereby
affords Iran greater freedom of action. And gray
zone activities that showcase Iran’s precision strike,
sea denial, and terrorist capabilities bolster its deter-
rent posture. In this way, Iran’s deterrent and gray
zone activities reinforce each other.'

Iran’s Gray Zone Strategy: Core
Elements

Iran’s gray zone strategy consists of a number of
core elements: (1) tactical flexibility, strategic con-
sistency; (2) indirection, ambiguity, and patience;
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(3) reciprocity, proportionality, and calibrated
use of force; (4) protracting rather than escalat-
ing conflicts; (5) pacing and spacing activities;
(6) diversifying and expanding options; and (7)
dividing and encircling enemies. Each of these is
addressed in greater detail below.

Tactical Flexibility, Strategic Consistency

Once Tehran commits to a particular strate-

gic direction, deflecting it from its course is

often difficult. It will probe and test limits, then
back down (temporarily) if it encounters a firm
response—renewing the challenge at another time
and place, under more favorable circumstances.
Conversely, the lack of a firm response frequently
encourages more assertive behavior.” Thus, Iran
backed off from threats to close the Strait of
Hormuz in January 2012 following new U.S. and
EU sanctions, when Washington warned that
doing so would cross an American redline.'® Yet
when Washington suspended sanctions waivers
on Tehran’s oil exports in May 2019 in an effort to
drive Iranian oil exports to zero (crossing a long-
standing Iranian redline—that if it cannot export
oil, no Gulf state would export oil), Iran lashed
out militarily, with attacks on Gulf oil transport
and infrastructure.” After the United States and
its allies bolstered their maritime presence in the
Gulf in response to these attacks, Iran then cau-
tiously ratcheted up proxy rocket attacks in Iraq
until an American was killed in December 2019.%°

Indirection, Ambiguity, and Patience

Tehran often uses indirect means (for example,
mines, IEDs, and rockets),” foreign proxies (for
example, Lebanon’s Hezbollah, Iraq’s Kata’ib
Hezbollah, and to a lesser extent Yemen’s Houthis),
and operations on foreign soil to create ambiguity,
standoff, and to avoid decisive engagement with the
enemy. It creates ambiguity to sow doubts about its
role, encourage speculation about the culpability
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of rogue regime elements, and provide a face-sav-
ing “out” for conflict-averse adversaries. Because
Iran prefers indirect action, and because it seeks
advantage through incremental, camulative gains,
its approach requires patience. Moreover, Tehran’s
preference for proxies seems at least partly rooted

in a conspiratorial worldview in which ubiquitous
enemies are perceived to be using proxies and agents
against it, causing it to respond in kind.*

Reciprocity, Proportionality, and Calibrated
Use of Force

Tehran generally uses force in a measured, tit-for-

tat manner, responding in kind at a level broadly
commensurate to the perceived challenge. It does

so to garner legitimacy for its actions, to be more
predictable—and to thereby limit the potential for
miscalculation—and to deter. Thus, during the
Iran-Iraq War, Iran responded to attacks on its oil
industry with attacks on Gulf shipping; to air raids on
Tehran with missile strikes on Baghdad; and to Iraqi
chemical warfare by threatening chemical attacks

of its own. From 2010 to 2012, Iran responded to
cyberattacks on its nuclear program and oil industry,
to financial sanctions, and to the killing of its nuclear
scientists with cyberattacks on U.S. financial institu-
tions and on Saudi Aramco, and by plotting attacks
on Israeli diplomats in Georgia, India, Thailand,

and elsewhere. Most recently, Iran responded to

the Trump administration’s efforts to reduce its oil
exports to zero with a limpet mine attack on four for-
eign oil tankers anchored off the Emirati coast, and to
sanctions on its largest petrochemical company with
alimpet mine attack on two foreign petrochemical
tankers transiting the Strait of Hormuz.

Protracting Rather than Escalating Conflicts
Tehran’s preference for strategies of indirection and
the calibrated (that is, limited) use of force ensures
that conflicts it is involved in will often be pro-
tracted. This enables it to exploit the motivational
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asymmetries that it believes give it an edge in these
long struggles, and to avoid escalation—which would
generally play to its enemies’ strengths. Thus, in its
decades-long struggle against U.S. influence in the
Middle East, Tehran has supported proxy attacks on
U.S. personnel and interests in order to wear down
American resolve (for example, the 1983 U.S. Marine
barracks bombing, the 1996 Khobar Towers bomb-
ing, and the provision of arms to Iraqi Shia insurgents
fighting U.S. forces in Iraq from 2003 to 2011).

Tehran’s efforts to undermine Israel have like-
wise involved a patient, decades-long buildup of
proxy and partner military capabilities in Lebanon
(Hezbollah), Gaza (Hamas and Palestinian Islamic
Jihad), and most recently Syria, where the IRGC-QF
also conducts direct attacks on Israel—showing that
Tehran will sometimes emerge from the gray zone
to attack its enemies.?

Pacing and Spacing Activities

Tehran judiciously paces its activities—arrang-

ing them in time and space—to avoid creating an
undue sense of urgency or an overstated perception
of threat in the minds of foreign decisionmakers. It
does this so that they will not overreact and so that
events do not spin out of control. (The pacing of
activities may also be influenced to some extent by
the demands of consensus decisionmaking, mili-
tary planning, and logistical considerations.) The
pacing of activities may also reduce pressure on
adversaries to act, and feed the hopes of some for-
eign decisionmakers that not responding militarily
to Iranian actions will lead to de-escalation. Weeks
or months may pass between Iranian activities in
an ongoing gray zone campaign, or before Iran
responds to an adversary’s actions. Thus, in Tehran’s
counterpressure campaign against the Trump
administration’s “maximum pressure” policy, it
has conducted activities at varying intervals, along
several lines of operation, in different domains, and
diverse geographic arenas of operation (limpet mine
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attacks in the Gulf, rocket salvos in Iraq, drone and
cruise-missile strikes in Saudi Arabia, and cyber
operations against nearly all its adversaries).

Diversifying and Expanding Options

Tehran is an adaptive actor that adjusts its gray zone
strategy as needed. To this end, it has developed a
diversified toolkit to provide an array of both non-
lethal and lethal options beyond vertical escalation,
in both the physical and cyber domains, and in
different arenas of conflict. This enables it to tailor
its approach to adversaries and circumstances. (See
table 2 for more about Iran’s gray zone toolkit.)

Dividing and Encircling Enemies

Iran’s involvement in deniable/unacknowledged
activities and its perceived willingness to escalate often
stokes disagreements among policymakers in hostile
states, tying the bureaucracies of these governments in
knots. Thus, the June 1996 Khobar Towers bombing
in Saudi Arabia sparked a bitter debate in the Clinton
administration about how to respond.** Likewise,
Iran’s attacks in the Gulf from May to June 2019
intensified frictions between a war-averse President
Donald Trump and his hawkish national security
advisor, John Bolton, contributing eventually to the
latter’s departure from government.” Tehran likewise
attempts to drive wedges within enemy coalitions. In
response to the Trump administration’s maximum
pressure policy, Tehran attacked and impounded
tankers belonging to several U.S. allies, highlighting
Washington’s unwillingness to defend them.

Finally, Tehran seeks to encircle adversaries
with proxy or partner militaries. Hence Tehran’s
support for Hezbollah in Lebanon and Hamas in
Gaza, along with its efforts to create a Shi’ite militia
army in Syria—to threaten Israel with a rain of
destruction by rockets, missiles, and drones. Iran’s
provision of missiles and drones used in Houthi
attacks on Saudi Arabia and the United Arab
Emirates (UAE) is driven by similar motives.

FEATURES | 83



EISENSTADT

Figure 1: Iran’s Gray Zone Strategy

Ways

Conduct gray zone activ-
ities to manage risk, avoid
escalation, prevent war
Leverage asymmetries to
gain advantage, achieve
disproportionate effects
Employ hybrid modes of
operation to gain advan-

Theory of Success

The causal/strategic logic
that links ways, means, and
ends

= |ntimidate enemies with its
culture of jihad, martyrdom,
resistance

= |mpose costs via proxy or
direct action

tage, achieve synergies

Means
Create hybrid forces/enti-
ties to expand capabilities,
increase options

Iran’s Gray Zone Way of War

A

A 4

= Undermine enemy morale,
staying power

= Protract conflicts to leverage
asymmetries of motivation

= Pace and space activities to
avoid escalation

= Seek advantage through
incremental, cumulative

Ends
Near term:

= Deter/avoid conventional
wars

® Thwart enemy designs

® Expand Iran’s influence/
reach

= Ensure regime survival

gains
T

A 4

Long term:

= Become region’s dominant
power

® End U.S. influence in the
Middle East

= Eliminate Israel

Use of proxies and covert/
unacknowledged unilateral
activities
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calibrated use of force
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Manage tempo/scope of
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Test, Observe, Learn, Adjust

Iran’s Asymmetric Way of War

= Neutralize enemy strengths,
turn them into liabilities, and
seek disproportionate effects

= Exploit advantages conferred
by proxies and by geography
(proximity to Strait of Hormuz)

= |everage asymmetries in
motivation

= Employ unconventional
methods/modes of operation

= Use approaches compatible
with the operational
environment

= Patience, continuity, policy
coherence

= Shape the narrative/create an
“image of victory”

Iran’s Hybrid Way of War
= Forces/entities include IRGC,
IRGC-QF, foreign militias/ter-
rorist proxies, IRGC intel, MOIS,
MFA, state media + parastatal
foundations and business fronts
= Deterrence/warfighting triad
o Guerilla navy (A2/AD
capabilities)
o Missiles/drones (long-range
precision strike)
o Proxies (regular/irregular
warfare, terrorism)
m Cyber activities
= Information activities
= Create economic dependencies
in neighboring states to gain
leverage
= Aid proxies/undermine foes
through bribery, corruption,
intimidation
= Diplomacy to avoid isolation,
divide enemies
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Table 2: Iran’s Gray Zone Toolkit

Kidnapping: Iranian dual-nationals in Iran,
foreign citizens abroad

Harassment/attacks on diplomats in Iran
Embassy invasions/takeovers

Terrorism (proxy and unilateral)

Ballistic and cruise missile tests/unacknowl-
edged operational launches by Iran or its

proxies

Unacknowledged/proxy attacks on civilian
maritime traffic

Harassment of U.S./allied naval vessels

Unacknowledged/proxy attacks on U.S./
allied naval vessels

Diversion/detention of civilian vessels
Attempts to shoot down U.S. drones
Cyber activities (cyberspying, network re-
connaissance, DDOS attacks, and destruc-
tive attacks)

Information operations

Rocket/IED attacks on U.S. personnel (Iraq)
Nuclear activities, for example, accumulat-
ing enriched uranium, advanced centrifuge
R&D, restricting IAEA inspections, threats

to withdraw from the 2015 nuclear deal
with the P5+1 and the NPT
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Lessons from Past U.S.-Iran
Confrontations

Iran’s gray zone modus operandi, as well as its
episodic involvement in overt military action, has
been showcased in past periods of tension and
confrontation between the United States and Iran.
These include U.S. reflagging operations in the Gulf
during the Iran-Iraq War; Iran’s lethal assistance to
Shi’ite militant groups “resisting” the post-2003 U.S.
occupation of Irag; and the pressure/counter-pres-
sure campaigns that preceded the 2015 nuclear deal
with Iran (the Joint Comprehensive Plan of Action
or JCPOA) and that followed the U.S. withdrawal
from the JCPOA in 2018.

Gulf Reflagging Operations (1987-1988)

In response to Iranian small-boat attacks on neutral
shipping during the latter phases of the Iran-Iraq
War, the United States initiated Operation Earnest
Will in July 1987 to escort reflagged Kuwaiti oil
tankers in the Persian Gulf.> With the start of
operations, the Reagan administration warned
Iran against attacking the convoys with Silkworm
missiles as they transited the Strait of Hormuz. The
administration assumed that the presence of the
USS Kitty Hawk carrier battle group would deter
Iranian countermoves.

While the launch of convoy operations caused
Tehran to dramatically reduce its small-boat attacks,
it was quick to indirectly challenge the United States:
during the very first convoy, the tanker Bridgeton
struck a covertly sown mine. Due to the limited
damage, lack of casualties, and a desire to avoid
escalation, the United States did not respond.

Within months, however, Tehran ramped up
both its small-boat attacks and its mining operations.
In September 1987, U.S. forces caught an Iranian
ship, the Iran Ajr, laying mines in international
waters; they scuttled the ship and detained the crew.
The following month, Iranian forces launched two
Silkworm missiles at a reflagged tanker in Kuwaiti
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waters, skirting the U.S. red line by conducting the
attack far from the Strait of Hormuz. Perhaps to
obscure their role, the attackers launched captured
Iraqi Silkworms from the occupied al-Faw Peninsula.
The United States responded by destroying two
Iranian oil platforms used to support attacks; Iran
retaliated with a Silkworm strike against Kuwaiti oil
terminals, but instead hit a decoy barge.

As Tehran launched another mining operation in
February 1988, Washington adopted more aggressive
rules of engagement and tactics. Two months later, the
destroyer USS Samuel B. Roberts struck a mine, spur-
ring the Navy to destroy two more oil platforms used
to support Iranian operations. In response, Iranian
naval forces attacked several U.S. warships, which
led the U.S. military to launch Operation Praying
Mantis. During this action, the Navy sank an Iranian
missile boat, frigate, and small boat; it also damaged
a second frigate and several small boats, which fought
on despite long odds. This marked the end of Iran’s
mining operations, and with the ground war turning
against it, attacks on shipping declined sharply for the
duration of the fighting.

In July 1988, during one of these increasingly
rare surface actions, the USS Vincennes accidentally
downed an Iranian Airbus passenger jet, mistak-
enly believing it was a fighter jet. All 290 passengers
aboard were killed, and Iran apparently believed
it was an intentional act. The perception that the
United States was entering the war on Iraq’s side
helped convince Tehran to end the conflict.

In sum, Iran was not deterred by U.S. interven-
tion, and American restraint further emboldened
it. Tehran challenged the United States by indirect
means (covertly sown minefields), circumvented
U.S. red lines by launching missiles against reflagged
ships no longer under escort, and ramped up attacks
on unescorted ships that were not part of the reflag-
ging operation. Tehran did not pull back until after
Operation Praying Mantis, when its costs became
prohibitive. Yet the U.S. intervention deterred direct
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attacks on convoys, forced Iran to rely on less effec-
tive tactics, and contributed to a diplomatic solution
to the fighting, enabled by a series of devastating
Iraqi victories on land.

Proxy Warfare Against U.S. Troops in Iraq
(2003-2011)

During the U.S. occupation of Iraq, the IRGC-QF
armed, trained, and financed Iraqi militias and
insurgent groups that killed more than 600 U.S.
troops. Tehran apparently hoped to tie down U.S.
forces, dampen America’s appetite for further
regional military adventures, and help its proxies
eventually push the United States out of Iraq. With
American forces ensconced next door and the stakes
so high, Iran was willing to assume significant risk.?”
For its part, Washington sought to disrupt
Tehran’s efforts while avoiding escalation, so it
generally acted with restraint. The U.S. military
regularly interdicted Iranian arms shipments, and
after sending a warning note that went unheeded,
it launched a series of operations to detain senior
Qods Force operatives; two in Baghdad (December
2006), five in Erbil (January 2007), and another
in Sulaymaniyah (September 2007). A Hezbollah
operative working for Iran was detained as well (July
2007). These detentions led Iran to seek direct talks
with U.S. representatives in Baghdad (which were
inconclusive) and caused the Qods Force to dra-
matically reduce its footprint in Iraq—though not
to cease its activities there. The United States also
privately threatened on several occasions to respond
militarily to attacks by pro-Iran groups, including
rocket attacks on the U.S. embassy in Baghdad in
April 2008 and against several bases in Iraq in June
2011 (the latter attacks killed 15 U.S. soldiers). In
both cases, attacks ceased after stern U.S. warnings.
Overall, Washington’s efforts to constrain Iran’s
support for Iraqi proxies produced only modest
results. The detention of Qods Forces operatives
compelled Tehran to change its modus operandi and
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provided a brief impetus for renewed diplomacy.
Quiet threats of a military response twice caused
Iran to stand down. But U.S. actions ultimately failed
to halt Tehran’s support for attacks on American
forces or limit the growth of its influence in Iraq.
Moreover, Tehran made no effort to hide its role: for
example, the arms it shipped to militant Shia groups
often retained the manufacturer’s logos and data
plates. The standoff provided by proxy cutouts was
apparently more important to Iran than deniability:
the regime correctly calculated that the United States
would not respond militarily to proxy operations
even when Iranian sponsorship was evident.

Competing Pressure Campaigns (2010-2012)

In light of Iran’s continued nuclear activities in
defiance of a half-dozen UN Security Council res-
olutions passed between 2006 and 2010, the United
States, Israel, and the European Union started ratch-
eting up pressure to halt these activities via coercion
and diplomacy.? The United States and Israel, who
had initiated a joint campaign of cyberattacks on
Iran’s nuclear program starting in 2007, ramped

up their activities, which continued through 2010.
Israel killed a half-dozen Iranian nuclear scien-

tists between 2010 and 2012 while threatening to
launch a preventive strike against Iran’s nuclear
infrastructure. The United States bolstered its for-
ward military presence in the Gulf (maintaining a
near-steady presence of two carrier strike groups in
the region between 2010 and 2012) to deal with the
potential fallout from an Israeli strike, and it intensi-
fied its drone operations over Iran and its periphery.
Perhaps most importantly, Washington and the EU
imposed harsh sanctions on Iran’s Central Bank and
oil sector in 2011 and 2012.

Iran responded in kind while eschewing steps
that could spark a broader conflict. It launched cyber-
attacks on U.S. financial institutions (2012-2013) and
the oil giant Saudi Aramco (2012), plotted attacks on
Israeli diplomats in retaliation for the killing of its
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scientists (2012), attempted to shoot down U.S. drones
in the Gulf (2012-2013), and accelerated its nuclear
program by increasing the number of operating cen-
trifuges and its stockpiles of enriched uranium.

These dueling pressure campaigns became
enmeshed with other covert campaigns, shadow
wars, and overt conflicts that in many cases predated
the nuclear crisis—including the Israel-Hezbollah
conflict, the geopolitical rivalry between Saudi Arabia
and Iran, and the Syrian civil war. The involvement of
so many actors operating independently or in concert
heightened the potential for crossover and inadver-
tent escalation. Tensions eventually abated because
U.S.-EU sanctions had begun to bite and nuclear
negotiations gained momentum. While covert action
and military pressure campaigns slowed the nuclear
program, it was sanctions that eventually brought
Iran to the negotiating table, resulting in the conclu-
sion of JCPOA in July 2015. Yet flaws in the nuclear
accord contributed to the Trump administration’s
May 2018 decision to leave the deal, paving the way
for yet another pressure/counter-pressure campaign.

Countering U.S. Maximum Pressure (2019-2021)

In May 2018, President Trump announced that

the United States would withdraw from the 2015
nuclear deal with Iran and instead pursue a policy
of “maximum pressure.”” The new policy sought to
impose unbearable economic costs on Iran through
sanctions, while deterring lethal attacks on U.S. per-
sonnel and interests.*® The ostensible goal of the new
policy was to compel Tehran to abandon its malign
activities and negotiate a new deal that would
address a range of nuclear, regional, and military
issues not dealt with in the JCPOA.*

Tehran initially responded with restraint,
hoping that the European Union would ignore U.S.
sanctions. When it became clear that this would
not happen, and after Washington took additional
steps to further intensify sanctions and collapse
Iran’s economy, Tehran launched a counter-pressure
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campaign in May 2019 to compel the United States
to ease or lift these sanctions and induce the rest of
the world to ignore them.*

This counter-pressure campaign consisted of
gray zone activities in multiple domains, along mul-
tiple lines of operation, and in diverse geographic
arenas, including unacknowledged attacks on oil
tankers in the Gulf and petrochemical infrastructure
in Saudi Arabia; cyber operations; proxy attacks on
U.S. personnel and facilities in Iraq; and incremental
violations of JCPOA limits on its nuclear program.

Tehran graduated from simple to complex,
and from nonlethal to lethal attacks against
U.S. and allied interests in the region.* Its ini-
tial attacks on oil transport and infrastructure,
including limpet mine attacks on tankers in
May and June of 2019 and a dramatic drone and
cruise missile strike on Saudi oil infrastructure in
September of that year, did not prompt the United
States to ease sanctions or to respond militarily—
except by bolstering its forward military presence
in conjunction with several allied states (although
the United States reportedly did respond to the
shootdown of one of its drones in June with a
cyberattack).* These attacks by Iran, however,
antagonized many countries dependent on Gulf
oil, and they soon ceased. (Iranian naval forces
also diverted a handful of foreign tankers in the
Gulf as part of its counter-pressure campaign,
though to little effect.)

Halting its attacks on Gulf oil, Iran then
ramped up proxy rocket attacks in Iraq in November
and December of 2019. This led to the death of
an American contractor, prompting U.S. military
strikes against Kata’ib Hizballah (KH) facilities in
Iraq and Syria that killed 25 militiamen, and led to
violent demonstrations in front of the U.S. embassy
in Baghdad by pro-Iran proxies. This resulted in a
U.S. drone strike on January 3 that killed IRGC-QF
commander Qassem Soleimani and KH head Abu
Mahdi al-Muhandis. Iran responded 5 days later
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by launching 16 missiles at al-Asad airbase in Iraq,
producing no fatalities but giving concussions to
more than 100 U.S. service members. Good intelli-
gence and advance warning by Iran to Iraq that the
attack was coming enabled U.S. personnel to shelter
beforehand.” Afterward, the United States and Iran
signaled their desire to de-escalate, both publicly
and via back channels.*

As Tehran pulled back, its Iraqi proxies
ramped up rocket harassment attacks for several
weeks thereafter—some of which were claimed by
new, previously unknown groups to provide an
added degree of standoff and deniability for Iran
and its proxies. Another spike in proxy rocket
attacks in March led to the death of three coa-
lition soldiers (two Americans and one British)
and another round of U.S. strikes on KH facili-
ties in Iraq. Iran’s proxies ramped up rocket and
IED attacks against U.S. embassy convoys in
July-September 2020 before they dropped dra-
matically in October, presumably to avoid giving
President Trump a pretext to hit Iran just prior to
U.S. elections in November, when a U.S.-Iran clash
might give the president a bump at the polls. Few
rocket attacks occurred between October 2020 and
the effective end of the U.S. “maximum pressure”
policy, with the transfer of power to the adminis-
tration of President Joe Biden in January 2021.

As part of its counter-pressure campaign,
Tehran intensified cyber-spying and network recon-
naissance activities—perhaps to pave the way for
future attacks and to signal its ability to respond to
a U.S. attack in the cyber or physical domain.” It
also continued ongoing cyber influence operations
to discredit U.S. policy* and launched operations to
undermine the credibility of the 2020 U.S. presiden-
tial elections.® And Iran repeatedly breached various
JCPOA limits on its nuclear program, allowing it
to accumulate quantities of low-enriched uranium
sufficient (at the time of writing) for two bombs—if
turther enriched and weaponized.*
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In sum, Tehran failed to compel Washington to
ease or lift sanctions or to pull all of its troops out of
Iraq and the Middle East."! However, the lack of a U.S.
response to a number of Iran’s actions in the Gulf and
Iraq undermined America’s image as a steadfast and
reliable partner, while the killing of Qassem Soleimani
projected a reassuring image of resolve to some allies
and an unnerving image of volatility to others.

It should be added that during this period, Iran
continued to support its Yemeni Houthi allies in
their ongoing war with the Saudi-led coalition, as
well as its efforts to transform Syria into a spring-
board for military action against Israel. These
parallel lines of operation each has its own distinct
op tempo and logic, although Tehran has occasion-
ally used the Houthis to convey threats to its Arab
adversaries,* while Israel is increasingly concerned
about the possibility that Iran might encourage the
Houtbhis to strike it.*

(Hosein Charbaghi, January 6, 2020)
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Moreover, Israel’s apparent sabotage of a cen-
trifuge assembly facility at Natanz in July 2020+
and the killing of Iran’s chief nuclear weapons
scientist Mohsen Fakhrizadeh in November raised
the question of Iranian retaliation against not only
Israel, but possibly also the United States.* The
potential for spillover has heightened concerns
about Washington’s ability to keep developments
in these largely distinct arenas of conflict separate
from the U.S.-Iran conflict. In the past, Tehran has
treated these as separate tracks—seeking to avoid
simultaneous escalation with the “little Satan” and
the “great Satan.” Thus, it retaliated for the killing
of its nuclear scientists from 2010-2012 by hitting
only Israeli targets.* It will likely continue to do so
as long as the ever-cautious Ali Khamenei remains
Supreme Leader.

Several conclusions can be drawn from these

past showdowns:
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»  Defining success in the gray zone: Conventional
deterrence in the gray zone is challenging. Iran
works assiduously to erode U.S. red lines or
circumvent them, and to exploit asymmetries
in motivation in order to advance its anti-status
quo agenda. For this reason it is not possible for
the United States to deter all of Iran’s malign
activities. Success consists of deterring Iran
from using its most potent capabilities, thereby
forcing it to employ less effective means.

m  [ran shows strategic consistency, tactical flexi-
bility: Tehran has relied on the same dog-eared
playbook for nearly 40 years now. Tehran will
frequently test or try to circumvent U.S. red lines,
and while it may abandon a particular approach
when faced with a firm response, it soon seeks
alternative means of achieving its goals. It might
relinquish those goals if they become too costly,
but such a decision would depend on its assess-
ment of Washington’s motivation, risk tolerance,
and willingness to bear costs of its own. And it
will sometimes use force to uphold its red lines.

= [ran prefers indirection and ambiguity, but
will act overtly when necessary: Although
Tehran prefers indirection and ambiguity, its
response to the targeted killing of Qassem
Soleimani shows that it is willing to leave the
gray zone and act overtly when red lines are
crossed. This is not a departure from policy.
For decades Tehran asserted that in response
to an attack on its nuclear infrastructure, for
instance, its missile arsenal would deliver a
“crushing response” against its enemies. Overt
action has always been part of Iran’s military
repertoire.”” Embracing a gray zone strategy
does not preclude overt, attributed activities,
when it serves Iran’s interests.

u  The United States needs to respond more con-
sistently and to strike a better balance between
restraint and audacity: U.S. restraint and a
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lack of consistency in responding to tests and
probes have often undermined U.S. credibil-

ity and invited additional challenges by Iran,
leading to the very outcomes that policymak-

ers had hoped to avoid. And exaggerated fears

of escalation have often precluded American
officials from effectively responding to Tehran’s
actions. Yet, there are times when audacity can
pay off: Operation Praying Mantis caused Iran to
dramatically ramp down attacks on neutral ship-
ping in the Gulf toward the end of the Iran-Iraq
War, while the killing of Qassem Soleimani and
Abu Mahdi al-Muhandis put Iran and its Iraqi
proxies on their back heels, eliminated two tal-
ented, and perhaps irreplaceable, operators, and
emboldened those in Iraq opposed to Iran and its
influence there.* On the other hand, prudence

is sometimes in order: U.S. restraint follow-

ing Iran’s retaliation for the killing of Qassem
Soleimani helped de-escalate that situation.

Toward a U.S. Gray Zone Strategy

The United States has had an uneven record of suc-
cess vis-a-vis Tehran while employing conventional,
overt military approaches. A U.S. gray zone strategy
may therefore be a more effective way to counter
Iran’s gray zone strategy. Such a strategy would

turn Iran’s gray zone strategy against it, by posing
for Tehran many of the dilemmas that its gray zone
strategy has posed for Washington over the past 40
years. A U.S. gray zone strategy would rely on covert
and unacknowledged activities to create ambiguity
when responding to Iranian challenges. It would
seek advantage by incremental gains to limit the
potential for escalation. And it would employ dis-
creet messaging to communicate red lines and when
appropriate, to clarify intentions.* Such an approach
could limit Tehran’s freedom of action, avoid major
escalation, and more effectively counter Iran’s efforts
to alter the regional status quo—while creating space
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for diplomacy to reduce tensions. Doing so could
alter the terms of engagement with Tehran by rais-
ing the costs of its current policy and forcing Iran to
pursue its goals by less effective means.

A gray zone strategy would also be more sus-
tainable—politically and militarily—than other
recent U.S. military approaches to the region, as
it would be more compatible with a number of
American policy imperatives. These include;

= Washington’s desire to restart negotiations
with Tehran, as discreet covert or unacknowl-
edged activities would be less likely to disrupt
delicate diplomatic efforts than overt, demon-
strative actions.

= A strong bipartisan desire to avoid further
escalation with Iran and more Middle Eastern
“forever wars”—for the entire purpose of a gray
zone strategy is to advance the national interest
while avoiding escalation and war.

= The need to operate in a manner better suited
to the operational environment. A gray zone
strategy would be more in sync with the polit-
ical needs of regional partners (Iraq, Saudi
Arabia, the UAE) and more consistent with the
prerequisites for success in protracted conflicts
that are won on “points” rather than through
“knockout blows.”

= The need to facilitate the ongoing shift of policy
focus and military assets to the Indo-Pacific
region (a policy pursued by both Democratic
and Republican administrations), as a gray zone
strategy in the Middle East could be accom-
plished with a relatively light force footprint.

= The need to acquire competency in the conduct
of gray zone activities in a new era of geopolitics
that is likely to be increasingly “gray.”

Gray zone strategies can support very differ-
ent policy objectives—defensive policies to deter
and contain Iran or proactive policies that rely on
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initiated activities to impose costs on Iran and roll
back its regional influence. Gray zone strategies

can also be used to pursue mixed policy objectives:
deterring and containing Iran in certain geographic
regions and domains of military competition while
pushing back against its activities and rolling back
its influence in other arenas and domains.

To succeed in the gray zone, U.S. policymakers
and planners will need to change the way they think,
organize, and act. They must set aside the notion,
which Tehran encourages, that a local clash could
easily escalate to a major conventional war.* The
whole logic of Tehran’s gray zone strategy is to man-
age risk, avoid escalation, and prevent war. If U.S.
policymakers understood this, it would immediately
negate Tehran’s single most important advantage.
Indeed, Israel’s covert operations in Iran and its
activities since 2017 against Iranian forces in Syria
have shown that it is possible to wage an effective
gray zone campaign against Iran and its proxies
without provoking a war.”!

This means putting aside the vocabulary
and mental models derived from America’s con-
ventional warfighting experience and adopting
alternative concepts more suited to activities below
the threshold of war. This will not be easy, but it
will be necessary if the United States is to suc-
ceed against Iran in the Middle East and against
other gray zone actors like Russia and China.?
This also means abandoning certain ingrained
habits of thought and action that are central to
the American way of war but inimical to success
in the gray zone, such as the preference for “deci-
sive” force and the emphasis on lethality.** Indeed,
Iran’s ongoing counter-pressure campaign shows
that even nonlethal gray zone activities can pro-
duce dramatic effects.* In gray zone conflicts, less
(lethality) may sometimes be more. Accordingly,
the United States should diversify its policy tool-
kit to include more nonlethal anti-personnel and
anti-materiel systems. Yet the potential for vertical
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escalation needs to remain part of the U.S. gray
zone toolkit. Escalation dominance—embodied by
America’s unmatched power-projection and preci-
sion-strike capabilities—constitutes one of its most
potent asymmetric advantages vis-a-vis adversar-
ies like Iran, and escalating in order to de-escalate
may sometimes be necessary.

Greater consistency in responding to Iranian
tests and probes and greater unpredictability in
how the United States responds will also be criti-
cal to success. Policymakers and planners tend to
focus on the mix of forward deployed capabilities
needed to pose a credible threat to an adversary. But
the credibility that Tehran assigns to forward-de-
ployed forces is rooted in its assessment of America’s
willingness to use them. Without credibility, all
the carrier strike groups in the world will not deter
Iran—as has been demonstrated on numerous
past occasions. With credibility, the United States
can keep fewer deployed assets in the Middle East;
forces can be surged into the region during a crisis.
Credibility cannot. And greater unpredictability in
responding to challenges—by avoiding stereotyped
responses and targeting assets that Tehran truly val-
ues—will complicate Iran’s risk calculus and likely
induce greater caution in its behavior. When poli-
cymakers deem that a lack of predictability creates
unacceptable risk, discreet back channel and public
messaging can be used to reassure, clarify inten-
tions, and de-escalate.

American policymakers and planners also have
to consider the pacing and spacing of gray zone
activities to reduce the potential for miscalcula-
tion and escalation. The old adage, “speed kills,” is
especially apt here. What was often an asset in con-
ventional operations is a liability in the gray zone.
Impatient Americans must learn to embrace the
deliberate pacing and spacing of gray zone activities
and recognize that much of the “artistry” of strategy
and operations in the gray zone resides in how these
two elements are combined.
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There is also a lesson here for those who fear
that artificial intelligence will result in battles at
hyperspeed and wars that spin out of the control
of generals and policymakers.* By limiting most
military activities to set-piece gray zone operations
that are properly paced and spaced, planners and
strategists may ensure that in a future defined by the
artificial intelligence revolution, technology and tac-
tics will remain the servants of strategy and policy,
and that humans will control events. The gray zone
may well be the solution to dystopian fears of a loss
of human control due to Al-driven hyperwar.

The U.S. government also needs to develop
conceptual and institutional frameworks to enable it
to design and implement interagency-led, multi-do-
main gray zone deterrence campaigns in which it can
test, observe, learn, and adjust its gray zone strat-
egy to determine what “works best.”® And it needs
to develop a gray zone strategy “with American
characteristics” that will enable the United States
to act quietly, patiently, and consistently below the
threshold of war to deter adversaries, impose costs on
enemies, and advance its interests.

Needless to say, such a U.S. gray zone strategy
should reflect American values and build on existing
U.S. capabilities. Thus, the United States would gen-
erally rely on unilateral covert or unacknowledged
activities, as it lacks a stable of proxies like Iran does.
Private military companies should generally not be
used to fill such sensitive roles. Moreover, U.S. gray
zone activities should, of course, be conducted in a
manner compatible with the law of armed conflict
and international law. This is key to building and
maintaining broad international coalitions against
actors like Iran that engender opposition from much
of the international community because they regu-
larly violate international laws and norms.

Competencies existing mainly in the mili-
tary’s special operations community and among
CIA paramilitary forces (those parts of the U.S.
government most comfortable thinking about and
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operating in the gray zone) will need to be culti-
vated and grown. And the tendency of politicians
and officials to leak to the press and seek credit

for military achievements, thereby complicating
efforts to engage in covert/unacknowledged action,
will need to be curbed.

America’s failure to adapt and operate
effectively in the gray zone against an often
struggling—albeit innovative and highly moti-
vated—third-tier power like Iran, will raise
questions about its ability to counter much more
potent gray zone actors like Russia and China. And
this will likely undermine U.S. deterrence not just
in the Middle East but everywhere that it finds
itself facing gray zone adversaries. So while the
United States must continue to prepare for major
conventional wars, it must also become adept in
dealing with the “fifty shades of gray” that are
likely to characterize future conflicts below the
threshold of war, so that it may succeed in the stra-
tegic competitions of the future. PRISM
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