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Preface

Regrettably, the passing of the Cold War did not end
the threat of nuclear war. Indeed, in an era of U.S.-
Russian cooperation against common threats of terrorism
and proliferation, the world may be more reliant on sys-
tems of global arms control than ever before.

But the record of these international regimes in pro-
tecting against “rogue” nuclear weapons programs does
notinspire confidence. In the early 1990s, the global arms
control community was severely shaken by the belated dis-
covery that two signatories to the Treaty on the
Non-Proliferation of Nuclear Weapons (NPT)—Iraq and
North Korea—possessed advanced clandestine nuclear
weapons programs. Although the International Atomic
Energy Agency (IAEA) certified as late as April 1990 that
Iraq was in full compliance with its NPT obligations, post—
Gulf War intelligence information and special inspections
revealed that Iraq’s prewar clandestine nuclear program
employed 20,000 and cost $10~-15 billion. In response to
these challenges and to enhance its inspections capabil-
ity, the IAEA adopted a strengthened safeguards regime
known as “Program 93+2.”

Currently, the Islamic Republic of Iran provides a good
test case for evaluating the potential role of Program 93+2
in addressing the problem of nuclear proliferation. Al-
though Western intelligence agencies maintain that Iran
does, in fact, possess a nuclear weapons program—which
Iranian officials deny—verification measures open to the
TAEA remain limited since the country has so far refused
to fully adopt the new safeguards regime.

The Washington Institute is pleased to present Chen
Zak’s detailed examination of Program 93+2 and of
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whether this new regime—when fully adopted by Iran—
would allow detection of Iranian nuclear weapons
development. Her study addresses a larger issue for U.S.
policy, namely, whether the international community has
developed a system adequate to detect rogue nuclear
weapons programs. Ms. Zak also explores an arms con-
trol alternative that could prove more effective than the
IAEA: an agreement among Middle Eastern states—once
peace treaties are achieved among the countries of the
region—designating the Middle East as a nuclear weap-
ons—free zone, with each state having the right to inspect
the others.

Now at Tufts University, Chen Zak began her exami-
nation of the IAEA’s Program 93+2 while working at the
Israeli Atomic Energy Commission, and resumed her
analysis of the issue as a 2001 visiting fellow at The Wash-
ington Institute. Her study should be read by all those
concerned about finding ways to control the prolifera-
tion of nuclear weapons in the Middle East.

Michael Stein Fred S. Lafer
Chairman President



Executive Summary

hwarting Iran’s ambitions to acquire nuclear weap-

ons has been a key focus of nuclear nonproliferation
efforts since the early 1990s. These elforts were given new
urgency by President George W. Bush’s January 29, 2002,
State of the Union address, which identfied Iranian
nuclear weapons developmentas a threat that the United
States would not tolerate.

In addition to Iran, the nuclear arms—control com-
munity has faced two other serious challenges since the
early 1990s: Iraq and North Korea. In 1991, following the
Gulf War, the International Atomic Energy Agency (IAEA)
discovered that Iraq had developed an advanced nuclear
weapons program, although the country was (and still is)
a party to the Treatv on the Non-Proliferation of Nuclear
Weapons (NPT) and was outwardly in full compliance with
its safeguards obligations. In 1993, North Korea threat-
ened to withdraw from the NPT while refusing to accept
an IAEA special inspection aimed at verifying the discrep-
ancies in its declaration. The need {for a more effective
IAEA safeguards regime emerged with the revelation that
these two NPT parties, each bound by a comprehensive
safeguards agreement, had succeeded in developing a
clandestine nuclear weapons program.

This study presents and evaluates the IAEA’s strength-
ened safeguards system known as “Program 93+2,”
appraising the system’s capabilities and limitations as well
as its potential for contributing to nuclear nonprolifera-
tion efforts in the Middle East generally, and in Iran in
particular.
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THE STRENGTHENED JAEA SAFEGUARDS SYSTEM

Program 93+2 was designed to strengthen the IAEA’s verifi-
cation capacity with regard to nonnuclear weapons states
on two fronts: preventing the diversion of declared materi-
als and detecting undeclared activities in those states. The
program was adopted and implemented by the agency in
three phases.

The first phase, concluded in 1992, includes a volun-
tary universal reporting svstem for transfers of nuclear
equipment and specified nonnuclear materials; affirma-
tion of the TAEA’s right to conduct special inspections
with the full backing of the United Nations Security Coun-
cil (UNSC); and the right of the agency to use all available
information sources, including intelligence. The second
phase was adopted by the TAEA in 1995 and included
measures that, although falling under the existing IAEA
mandate, had not been implemented by the agency.

In May 1997, the IAFA approved the Additional Pro-
tocol, the final stage of Program 9342, adopted primarily
to strengthen the agency’s ability to detect undeclared
activities in nonnuclear weapons states. All states party to
the NPT are asked to adopt this instrument as a comple-
ment to their full-scope sateguards agreement. The
Additional Protocol imposes additional obligations on
these states and enlarges the IAEA’s mandate in the fol-
lowing ways:

1. States are required to submit an expanded declaration
(o the agency. Under the Additional Protocol, all buildings
on a particular site must be declared and identified, re-
gardless of use. States are also required to inchude in their
declarations all nuclearrelated activities—past, present,
and future, peaceful or not, with or without the presence
of nuclear materials.
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2. TALA inspectors are granted expranded access rights, in-
cluding access lo nuclear-related locations al which nuclear
materials are not necessarily present (e.g., universily laborato-
ries). The TAEA also has the authority to conduct
location-specific and wide-area environmental sampling
to verify the absence of activities that fall outside the
scope of a state’s declaration.

Program 93+2 represents an important step in
strengthening the TAEA’s verification capabilities. The
program can and should bring about a more reliable veri-
fication regime aimed at preventing a recurrence of the
Iraq and North Korea experiences. It is therefore impor-
tant to encourage all IAEA member states, especially those
of concern such as Iran, to fully adopt the program’s Ad-
ditional Protocol.

LiMrTaTioNs OF THE NEW SAFEGUARDS SYSTEM

At the same time, it is important to note some limitations
of the new safeguards system that might affect future non-
proliferation etforts. First, Program 93+2 and its
Additional Protocol address only some of the paths avail-
able to a state pursuing the clandestine development of
nuclear weapons. Although the existence of unaddressed
pathsis a serious concern, the related problems (and their
solutions) are concentrated at the political and legal—
not the technical or safeguards—Ilevels, and thus fall
outside the IAEA mandate and the scope of this paper.
Second, the effectiveness of future IAEA verification
efforts with regard to the paths covered by the Additional
Protocol will largely depend on the agency’s decisiveness,
as well as the political support it receives from both IAEA
member states and the UNSC. Under the old safeguards
system, the JAEA conducted verification missions accord-
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ing to nondiscrimination criteria, spending 80 percent
of its inspections efforts in states whose highly developed
nuclear energy programs did not raise proliferation con-
cerns (e.g., Canada, Japan, and members of the European
Community).

Under the Additional Protocol, the IAEA can become
proactive, conducting verification efforts that focus less
on nondiscrimination criteria and more on a country’s
nonproliferation credentials. If, instead, the IAEA con-
tinues to adhere to its traditional, event-driven
safeguards policy, states may employ various deception
and denial techniques to conceal their attempts to de-
velop nuclear weapons.

Third. itis important to note that even under the Ad-
ditional Protocol, the IAEA’s ability to detect undeclared
activities, especially those taking place at undeclared sites,
remams limited. Indeed, the new technical tools available
to the IALA under the protocol (e.g., wide-area environ-
mental sampling and satellite imagery) will have limited
etfectiveness it the agency does not have prior informa-
tion as to the specific locations of the nndeclared activities.

IRAN’S POLICY TOWARD THE ADDITIONAL PROTOCOL AS A
TEST CASE

The Iranian challenge provides a fascinating case for pro-
liferation analysts. Iran is the only state in the Middle East
that is party to all nonproliferation agreements; vet, many
suspect that the country has never abandoned its attempts
to acquire weapons of mass destruction, including the
long-range missiles used to deliver them. The five lead-
ing intelligence organizations (those of the United States,
the United Kingdom, France, Germany, and Israel) have
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warned that [ran is developing a clandestine nuclear weap-
ons program. Yet, the IAEA has found that country to be
in full compliance with its safeguards agreement; the
agency has neither detected violations of Tran’s treaty ob-
ligations, nor exposed any clandestine Iranian nuclear
Weapons prograim.

Because Iran rejects any allegations that it is develop-
ing a nuclear weapons program, its policy toward the
Additional Protocol can be viewed as a test case with re-
gard to the country’s NPT and other nonproliferation
commitments. lf Tehran doces notintend to develop a clan-
destine program, it will delay signing by making its
signature conditional upon maximizing political gains,
technical cooperation, and economic support.

If Iran chooses to embark on a nuclear weapons pro-
gram, it will avoid signing the Additional Protocol aslong
as it can resist the consequent political and technological
pressure, which is currently limited. Morecover, it will most
likely sign (but not ratify) the Additional Protocol only
after it overcomes all technical obstacles to the produc-
tion of a nuclear weapon, obtains all the necessary
resources, and, most likely, begins to produce fissile ma-
terial. Therefore, untl Iran fully accedes to and complies
with the Additional Protocol, the international commu-
nity should both press Iran to fully adopt the protocol
and prevent the country from receiving any political, tech-
nical, or economic benefits in the meantime.

Should Iran decide to sigh the Additional Protocol, it
will likely avoid ratification. By signing without ratifying,
Iran could secure the benefits of a signatory (and be con-
sidered a party in good faith) without being obliged to
the protocol legally or technically. In this case, the IAEA
would not have the right to employ the verification mea-
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sures provided by the protocol, thus restricting the
agency’s ability to ensure Iranian compliance. In fact, un-
til Iran ratifies the Additional Protocol, the country’s de
facto safeguards obligations will remain limited to
INFCIRC/153 (the IAEA’s full-scope safeguards agree-
ment). Since the Iranian government has not yet
incorporated Part 1 measures from Program 9342, [ran’s
safeguards status is currently identical to that of Iraq prior
to the Gulf War.

Even in the unlikely event that Iran decides to ratify
the protocol, itis highly improbable that the IAEA would
be able to detect illicit activities in undeclared sites that
do not intersect with the country’s safeguarded civil
nuclear program if no specific information on the viola-
tion (a “smoking gun”) is provided by IAEA member
states. Therefore, if Iran enters directly or indirectly into
negotiations with the IAEA for adopting the protocol, any
resuling agreement should include a timetable for both
signature and ratification. This kind of precaution would
reduce, but not fully eliminate, the possibility of Iran mis-
using the verification regime.

A REGIONAL APPROACH AS AN ALTERNATIVE?

The Iran case provides an opportunity not only to exam-
ine the potential role of the Additional Protocol in
addressing the problem of nuclear proliferation, but also
to compare the effectiveness of the protocol with other
alternate systems—specifically, a regional nonprolifera-
tion regime.

The regional approach may be a better option for the
Middle East than an international verification regime
because it offers the flexibility of adopting measures more
relevant to the region, such as mutual inspection and
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lower thresholds for the triggering of safeguards. Given
the special circumstances of the Middle East—where a
relatively small amount of nuclear material exists and sus-
picions about noncompliance are high—these kinds of
measures would not only increase a regional regime’s abil-
ity to prevent the diversion of material sufficient to develop
a nuclear device, but also strengthen the confidence of
member states in the regime’s ability to detect violators.

Because today a regional approach in the Middle East
seems more hypothetical than ever, the Additional Proto-
col remains the best available mechanism in the region
for restricting a state’s ability to develop nuclear weap-
ons. Although no system is foolproof, a stronger IAEA
verification regime can build barriers and raise the price
that Iran or any other state must pay—in money, time,
and manpower—in order to successtully develop a clan-
destine nuclear program.
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Introduction

hwarting Iran’s ambitions to acquire nuclear weap-

ons has been a key focus of nuclear nonproliferation
efforts since the early 1990s. These efforts were given new
urgency by President George W. Bush’s January 29, 2002,
State of the Union address, which identified Iranian
nuclear weapons development as a threat that the United
States would not tolerate.

In addition to Iran, the nuclear arms-control com-
munity has faced two other serious challenges since the
early 1990s: Iraq and North Korea. In 1991, following the
Gulf War, the International Atomic Energy Agency (IAEA)
discovered that Iraq had developed an advanced nuclear
weapons program, although it had been a party to the
Treaty on the Non-Proliferation of Nuclear Weapons
(NPT) and was outwardly in full compliance with its safe-
guards agreement obligations. In 1993, North Korea
threatened to withdraw from the NPT while refusing to
accept an IAEA special inspection to verify the discrepan-
ciesin its declaration. The need for a more effective IAEA
safeguards regime emerged with the revelation that these
two NPT parties, each bound by a comprehensive safe-
guards agreement, had succeeded in developing a
clandestine nuclear weapons program.

This study will present and evaluate the IAEA’s
strengthened safeguards system, known as “Program
93+2,” appraising its capabilities and limitations as well
as its potential for contributing to nuclear nonprolif-
eration efforts in the Middle East generally, and in Iran
in particular.
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The study is divided into four sections. Chapter 1 de-
scribes the challenges that nuclear nonproliferation
efforts—particularly the IAEA safeguards system—have
faced since the early 1990s. Chapter 2 evaluates Program
93+2 and the measures adopted under this new safeguards
system. Chapter 3 assesses Iranian policy toward Program
93+2 under two possible scenarios: (1) Iran decides not
to develop nuclear weapons and fully complies with its
arms control obligations, or (2) Iran takes steps toward
the development of a clandestine nuclear program. Chap-
ter 4 compares the NPT safeguards regime, which is
implemented by an international organization (the
IAFA), with an alternative verification regime based on a
regional agreement. The relative advantages and disad-
vantages of applying the two kinds of regimes in a region
like the Middle East, where suspicions about weapons of
mass destruction (WMD) development are high, warrant
examination.

This study will not attempt to assess Iranian nuclear
capabilities, but will instead evaluate the possible stances
that Iran might adopt with regard to its nuclear program.

2 THE WASHINGTON INSTITUTE FOR NFEAR EAsT PoLicy



Chapter 1

CHALLENGES TO
NONPROLIFERATION EFFORTS

he NPT, which was signed in 1968, divides states par-

ty to the treaty into two groups: countries that “have
manufactured and exploded a nuclear weapon or other
nuclear explosive device prior to 1 January, 1967,” known
as nuclear weapons states (NWSs)'; and all other states,
known as nonnuclear weapons states (NNWSs). Accord-
ing to the NPT, NNWSs agree not to “manufacture or
otherwise acquire nuclear weapons or other nuclear ex-
plosive devices.” In order to verify this commitment, each
NNWS party to the treaty undertakes to place all source
materials and special fissile material used in peaceful
nuclear activities under JAEA safeguards.

When the NPT entered into force in 1970, the IAEA
developed a model safeguards agreement (IAEA docu-
ment INFCIRC/153%) to be used as a basis for all
safeguards agreements with NNWS signatories to the NPT.
It is a comprehensive (full-scope) agreement, designed
to cover the entire fuel cycle of NNWSs. The purpose of
the safeguards is to ensure that material declared by
NNWSs as being used for peaceful purposes is not diverted
to the development of nuclear weapons.*

The 1970 IAEA verification regime was limited in its
scope, intended to ensure only the correctness of the sig-
natories’ declarations regarding the peaceful use of
nuclear material and activities, not the completeness of
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those declarations. Specifically, the IAEA system was de-
signed to verify whether signatories’ declarations
corresponded with their declared installations and activi-
ties; it was not designed to detect either undeclared
installations or activities, or the existence of an indepen-
dent, clandestine nuclear program that did not intersect
with the declared activities.

These limitations on the IAEA’s mandate were rooted
in a common postulate that had long guided the arms
control community—namely, that if a state should choose
to pursue a nuclear weapons program, either it would
not sign the NPT in the first place or its activities would
eventually be detected. The rationale behind this assump-
tion was that the amount of nuclear material diverted for
a weapon would be sizable, and that the clandestine pro-
gram would be too large and too difficult to keep secret.’
Indeed, at the time the IAEA was established, nuclear
weapons development was thought to

require at the minimum several hundred scientists and
a great deal of equipment. Such large-scale projects,
running several years, are difficult to conceal from the
CIA [Central Intelligence Agency] and its equivalents
elsewhere, with their thoroughgoing techniques and
elaborate mechanical and electronic devices. Thus, it
may be possible to detect nuclear development with-
out official inspection and without espionage in some
cases. In short, a non-nuclear state seeking to obtain
nuclear weapons furtively has a rather poor chance of
proceeding undetected.®

But these assumptions proved false in the early 1990s when
the IAEA safeguards system faced three serious challenges:

1. The 1991 revelation that Iraq, although party to the NPT
and outwardly in full compliance with its safeguards agreement

4 THE WASHINGTON INSTITUTE FOR NEAR EAST PoLicy



Iran’s Nuclear Program and the IAEA

obligations, had developed an extensive nuclear weapons pro-
gram. The JAEA’s failure to expose the immense $10-15
billion Iraqi program—which involved thirty or more sites,
astaff of 20,000, and a clandestine enrichment program—
revealed the limitations of the safeguards regime as well
as its loopholes. Indeed, following the last routine JAEA
inspection in Iraq (in April 1990, a few months before
the Iraqi invasion of Kuwait), JAEA safeguards division
director Jon Jennekens called the cooperation of Iraqi
nuclear officials with the IAEA “exemplary.” “Iraq’s nuclear
experts,” Jennekens said, “have made every effort to dem-
onstrate that Iraq is a solid citizen” in the NPT regime.”

In the wake of the 1991 Gulf War ceasefire, the United
Nations Security Council (UNSC), acting under Chapter
VII of the UN Charter, adopted Resolutions 687 and 707,
establishing two verification bodies: the JAEA Action
Team, responsible for monitoring the clandestine devel-
opment of nuclear weapons; and the United Nations
Special Commission (UNSCOM), responsible for moni-
toring chemical and biological weapons, as well as missiles.
The IAEA was entrusted with extensive rights and privi-
leges to destroy, remove, or render harmless the entire
Iraqi nuclear program. The access rights granted to the
JAFA Action Team (which differ widely from the routine
inspections conducted by the IAEA in NNWSs) were
highly intrusive in comparison to any safeguards agree-
ments to which a sovereign state would ever voluntarily
agree.®

2. The 1993 threat by North Korea to withdraw from the
NPT, along with Pyongyang’s refusal to accept an IAEA special
inspection to verify the discrepancies in its initial declaration. A
different approach was taken in the North Korean crisis:
when North Korea refused to allow the IAEA to conduct

MILITARY RESEARCH PAPERS 5
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a special inspection, the agency declared the country to
be in noncompliance with its safeguards obligations. In
accordance with the JAEA Statute, the agency then trans-
ferred the report of noncompliance to the UNSC.
Following China’s threat to block a UNSC decision sup-
porting the IAEA special inspection request, however,
North Korea and the United States signed an agreed
framework in October 1994. The agreement outlined a
formula designed to introduce—in its last phase—the
complete dismantling of North Korea’s nuclear weapons
program; in exchange, the United States and its allies
would construct two modern light-water reactors and sup-
ply North Korea with heavy-fuel oil for the duration of the
period in which the reactors were to be constructed. In ad-
dition, the United States offered diplomatic recognition
to North Korea and an end to U.S. economic sanctions.

3. Current accusations that Iran is using its NPT member-
ship as a cover to develop a clandestine nuclear program. The
IAEA’s Safeguards Implementation Report has found Iran
to be in full compliance with its safeguards agreement
obligations.’ The agency has not detected any Iranian vio-
lations, nor has it exposed an Iranian nuclear weapons
program. Yet, the five leading intelligence organizations
(those of the United States, the United Kingdom, France,
Germany, and Israel) have warned that Iran is indeed
developing nuclear weapons in parallel with its safe-
guarded civil nuclear program.'®

Iran rejects these allegations and vigorously stresses
that, in the absence of proof for such claims, any restric-
tions on the transfer of nuclearrelated technology to Iran
are illegal under the NPT." Iranian officials specifically
refer to Article IV of the NPT, which guarantees the right
of all signatories “to develop research, production and

6 THE WASHINGTON INSTITUTE FOR NEAR EAsT PoLicy



Iran’s Nuclear Program and the IAEA

use of nuclear energy for peaceful purposes without dis-
crimination.” Moreover, according to the article, all parties
to the treaty have a right “to participate in the fullest pos-
sible exchange of equipment, materials and scientific and
technological information for the peaceful uses of nuclear
energy . . . especially in the territories of non-nuclear-
weapon States Party to the Treaty, with due consideration
for the needs of the developing areas of the world.”**

Iran claims to be in full compliance with its NPT obli-
gations. Yet, important questions remain concerning the
extent of the country’s nuclear program and its policy
toward the new JAEA safeguards, particularly the Addi-
tional Protocol of Program 93+2 (discussed in chapter
2). The Iranian case provides an important opportunity
to examine the role of the Additional Protocol in address-
ing regional proliferation concerns, as well as possible
alternate means of addressing those concerns. Because
Iran rejects allegations that itis developing a nuclear weap-
ons program, its policy toward the Additional Protocol
can also be viewed as a test case with regard to Iran’s NPT
and other nonproliferation commitments.
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Chapter 2

THE NEW SAFEGUARDS
ReEGIME: PROGRAM 93+2

he revelation of the Iraqi and North Korean nuclear

programs left no doubt that IAEA operations under
the 1970 IAFA verification regime (INFCIRC/153) were
insufficient and limited to verifying only the nondiversion
of substantial amounts of declared materials. In fact, it
was intelligence information provided to the IAEA by the
United States that exposed both programs. Even the Iraqi
“crash program”—aimed at diverting safeguarded nuclear
fuel and recovering from it highly enriched uranium for
use in a nuclear weapon—was brought to light neither by
the special, intrusive verification mandate that the IJAEA
and UNSCOM received under UNSC Resolution 687, nor
by the TAEA’s routine inspection before the Gulf War.
Rather, it was uncovered only after the defection of
Hussein Kamel, the head of Iraq’s special-weapons pro-
gram, in August 1995.

Inevitable questions arose in the wake of these dis-
coveries: are Iraq and North Korea unique, or are other
IAEA member states also developing clandestine nuclear
programs? This possibility required a reevaluation of the
IAEA’s mandate and of the “culture of trust” that the
agency had been maintaining with regard to compliance.

In response, the IAEA initiated a program to expand
its verification mandate and capabilities. These new mea-
sures were affirmed gradually. The first phase, adopted
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by the IAEA board of governors in 1992, called for a uni-
versal reporting system under which all parties were
invited to voluntarily notify the IAEA about transfers of
nuclear equipment and specified nonnuclear materials.
The board hoped that the provision of such data on ex-
ports, imports, and the production of nuclear materials
would help to create a “closed system” containing the glo-
bal balancing of source materials. The board also affirmed
the right of the IAEA to conduct special inspections with
the full backing of the UNSC, should the agency’s request
for a special inspection be denied.

In addition, the board approved the use of all avail-
able information sources during IAEA inspections,
including intelligence provided by member states (called
“national technical means”), which had not been utilized
before the Iraqi and North Korean experiences. In the
shadow of these two cases, two technologies have proven
especially valuable: satellite imagery and environmental
monitoring (also called “high-performance trace analysis”).

Satellite pictures provided to the IAEA by the United
States have at times constituted primary evidence for the
agency’s suspicions and subsequent inspections; for in-
stance, U.S. satellite imagery ultimately led to both the
discovery of two undeclared storage facilities in North
Korea and a determination of the true size of Iraq’s al-
Tuwaitha nuclear site (see p. 50). Although commercial
satellite imagery, unlike national technical means, is not
in and of itself capable of detecting undeclared nuclear
activities, it has significant potential for uncovering dis-
crepancies that the JAEA may then attempt to resolve by
special inspections and complementary or managed access.

With regard to environmental monitoring, the IAEA
has stated the following:

Any production or manufacturing process loses some
small fraction of [its] materials to the immediate envi-
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ronment. . . . [N]uclear materials have specific physi-
cal properties (e.g., radioactivity) that make it possible
to detect and characterize extremely small quanti-
ties. This capability—together with the possibility
that specific [isotopic] signatures can be unambigu-
ously correlated with specific nuclear processes—is
why environmental monitoring is seen as having
promise with respect to the detection of undeclared
activities.?

In parallel to its adoption of the above-mentioned
measures, the JAEA also mandated the Standing Advisory
Group on Safeguards Implementation (SAGSI) to explore
ways of enhancing the agency’s ability to detect undeclared
activities at an early stage. The result was the initiation of
Program 93+2, so named because it was initiated in 1993
(“93”) and was expected to conclude two years later (“+2”)
in 1995, prior to the NPT Review and Extension Confer-
ence. The declared aim of this program was “to strengthen
the safeguards system and in particular to develop its abil-
ity to detect and to have access to undeclared activities.”
In contrast to the 1970 INFCIRC/ 153 agreement, the new
safeguards system would seek to verify the absence of any
undeclared activities and materials anywhere in a given
state, not just in declared sites.

Program 93+2 was articulated by SAGSI in two sepa-
rate documents. Part I included measures that fell under
the JAEA mandate and thus could be implemented im-
mediately.* Part IT included measures that fell outside the
IAEA mandate and thus required each state to approve
them individually by adopting an “Additional Protocol”
(also called “Model Protocol,” or INFCIRC/540°%) as an
added instrument to the INFCIRC/153 safeguards
agreement.

In other words, the Additional Protocol would act as
a complementary legal document for states that already
had a full-scope safeguards agreement with the IAEA.
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According to Mohamed ElBaradei (current IAEA direc-
tor general and, at the time of the protocol’s design,
assistant director general of the agency’s external rela-
tions division), the Additional Protocol was not intended
for use as a stand-alone document, first, because “no state
could adhere to the protocol unless it had previously con-
cluded a safeguards agreement with the agency,” and
second, because “the protocol depended in many ways
on the underlying safeguards agreement.”

The Additional Protocol is a bilateral agreement be-
tween individual states and the TAEA, not a multilateral
treaty. Thus, every NNWS must adopt the protocol uni-
laterally. In addition, there is neither a threshold—a
minimal number of states required for the entry into force
of the protocol—nor a timeframe within which INFCIRC/
153 states must adopt the protocol.

Unilateral adoption has positive as well as negative
implications. On the one hand, if a minimal number of
states—or specific states™—were required for the proto-
col to enter into force, the significance of individual states
would expand, and the political pressure on each to join
would be extensive. Each state would be able to block the
entryinto force of the entire treaty (a tremendous power®)
and would probably try to use this power as leverage to
maximize political gains.

But the legal situation under the Additional Proto-
col is different. Because there is neither a minimal
number of states nor a specific list of states needed to
ratify the protocol, each state must, as noted, adopt the
protocol independently of other states. In other words,
each state is responsible only for the entry into force
of its own agreement. Consequently, the political pres-
sure that states can impose upon one another to adopt
the protocol is limited.
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As mentioned, the Additional Protocol was designed
as a supplementary measure for INFCIRC/153 states.
Nevertheless, other states—specifically, the five NPT
nuclear weapons states (the United States, Russia, the
United Kingdom, France, and China), and the four states
not party to the NPT but having facility-specific safeguards
agreements’ (Cuba, India, Israel, and Pakistan)—are
encouraged to adopt measures from the protocol that
they identify as capable of contributing to the nonpro-
liferation effort.'’” As of May 2002, all five NWSs had
signed the Additional Protocol, but only China had rati-
fied it. Among the four non-NPT states, only Cuba had
signed (though it had not yet ratified) the protocol (see
appendix 3).

The approved Program 93+2, in both its parts, encom-
passes complementary activities vital to resolving questions
about the correctness and completeness of the informa-
tion provided in a state’s declaration, as well as resolving
inconsistencies relating to that information. In general,
the additional measures cover three fields:

1. Expansion of the information that states must provide
to the agency. The declarations that states are required to
submit under Program 93+2 cover a much broader range
than required under INFCIRC/153, going beyond nuclear
material and facilities containing nuclear material.
INFCIRC/153 states are required to submit a declaration
covering only nuclear materials, associated processes (if
contained nuclear materials need to be under safeguards),
and nuclear facilities containing or expected to contain
declared nuclear material; but under Program 93+2, all
buildings on a particular site must be declared and iden-
tified, regardless of their use. The expanded information,
in addition to certain verification activities, should “make
a state’s nuclear fuel cycle and associated activities more
‘transparent.’”!!
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The expanded declaration represents a significant
additional commitment in other ways as well. If, under
INFCIRC/153, NNWSs are permitted to carry out
unsafeguarded military nuclear programs (as long as they
are not related to nuclear weapons or explosives) and are
allowed to withdraw safeguarded material for
nonproscribed military activities (as long as that material
will not be used for the production of nuclear weapons
or explosives) , under Program 93+2 those states are required
to file a complete declaration, including all nuclear-related
activities—past, present, and future, peaceful or not, with or
without the presence of nuclear materials.

2. Expansion of access rights for the IAEA and its inspec-
tors. Access rights under INFCIRC/153 are limited to the
“strategic points” in declared facilities. The IAEA selects
these points by examining the design information of de-
clared sites (or, in certain cases, the facilities themselves)
and then designating locations at which the agency can
obtain and verify the information necessary for implement-
ing its safeguards measures. A strategic point may include
any location where key measurements are taken and where
containment and surveillance measures are executed.'

The Additional Protocol, rather, grants complemen-
tary access rights to the IAEA and its inspectors. With these
expanded rights, inspectors have access to any location
on a nuclear site, to mines, and to “nuclear-related loca-
tions” (as defined by the agency, “related to nuclear
proliferation issues”),"” even where no nuclear materials
are present. The latter include, for example, universities
at which nuclear research and development or manufac-
turing activities are carried out.

In order to verify the absence of undeclared nuclear
material and activities under the expanded access rights
of the Additional Protocol, the TAEA also has the author-
ity to conduct environmental sampling. Toward this end,
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the JAEA may deploy location-specific environmental sam-
pling (otherwise permitted only at strategic points) in a
state, once technical feasibility is demonstrated and ap-
proved by the IAEA board of governors.

Another method of environmental sampling has also
been approved: wide-area environmental sampling, which
is aimed at establishing whether nuclear activities are
present at sites to which the IAEA did not previously have
access rights. Although the Additional Protocol recognizes
the right of the IAEA to deploy such monitoring in order
to search for nuclear indications over extensive areas (in
contrast to location-specific monitoring), wide-area envi-
ronmental sampling would be implemented only when
the efficacy of the technology is established and the board
of governors approves the circumstances, details, and
analytical method of the sampling. In any case, future
wide-area environmental sampling would be implemented
as part of the Additional Protocol only after consultations
with the state concerned.

3. Streamlining of administrative procedures crucial to the
effective implementation of safeguards.** This includes, for ex-
ample, procedural simplification for the designation of
inspectors, and approval of multi-entry visas valid for at least
one year. Multi-entry visas permit inspectors to enter a coun-
try without delay, thereby reducing the ability of the state to
remove traces of illegitimate activity. Other measures
adopted include the use of unattended, remote-monitor-
ing equipment and new methods of communication
between onsite inspectors and IAEA headquarters.
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Chapter 3

IrRAN’S NUCLEAR PoLIcy
AND PROGRAM 93+2

ran has been a signatory to the NPT since 1970 and

has had a full-scope safeguards agreement with the
IAFA since 1974 (INFCIRC /214 based on INFCIRC /153,
the model full-scope safeguards agreement). The coun-
try has placed the Research Reactor 1 (TRR) in Tehran
under JAEA safeguards, along with the Heavy-Water Zero-
Power Reactor 1 (HWZPR), the Miniature Neutron
Source Reactor 1 (MNSR), and the Light-Water Subcriti-
cal Reactor (LWSCR) in Esfahan.! Other nuclear facilities,
including one subcritical nuclear reactor and one fuel-
fabrication laboratory in Esfahan, nuclear research
activities in Bonab and Ramsar, and laboratory-scale hot
cells at Sharif University in Tehran, do not fall under
IAEA safeguards because Iran has not declared them
as containing nuclear materials.

In 1991, in an effort to dispel recurring suspicions
about Iran’s nuclear program, then-Director of the Atomic
Energy Organization of Iran (AEOI) Reza Amrollahi
stated that, in addition to permitting routine IAEA in-
spections of Iran’s declared nuclear material, Iranian
officials would agree to allow the IAEA to visit any loca-
tion within Iran to verify the absence of undeclared
nuclear activities.?

The agency has since made four such special visits.
The first two were provoked by information transferred
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to the IAEA by the United States, while the last two visits
were conducted in order to evaluate several sites that JAEA
safeguards do not cover.’ These trips were considered “vis-
its” rather than special inspections (or even routine
inspections) because the places and procedures were pre-
viously agreed upon and did not include all TAEA standard
inspection measures.*

The first such instance occurred in February 1992,
when the IAFEA visited several locations that were not on
Iran’s list of declared nuclear sites:

”

[T1he IAEA visited six locations, including Bushehr,
the Esfahan Nuclear Technology Center, the Amirabad
Nuclear Research Center in Tehran, the Karaj Agri-
cultural and Medical Research Center, Saghand, and
Moallem Kalayeh. . . . Of the six facilities, three had
never previously been visited by the IAEA. Following
the inspection, IAEA Deputy Director Jon Jennekens
stated, “We visited without any restriction everything
we had asked to see. All nuclear activities in Iran are
solely for peaceful purposes.” Regarding accusations
that the IAEA had been led to a phony location and
not to the real Moallem Kalayeh facility, David Kyd, a
spokesman for the IAEA, stated, ‘None of our mem-
ber states ever suggested that we were taken to a wrong
location.”

In a press release published by the IAEA following the
visit, the agency noted:

The activities reviewed by the Team at the above-men-
tioned facilities and sites were found to be consistent
with the peaceful application of nuclear energy and
ionizing radiation. It should be clear that the Team’s
conclusions are limited to facilities and sites visited by it
and are of relevance only to the time of the Team’s visit.®
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In a November 1993 follow-up visit, IAEA officials viewed
facilities in Esfahan, Karaj, and Tehran.” This visit was also
conducted on the basis of information provided by the
United States and gathered inter alia from a Baghdad-
based Iranian opposition group called the People’s
Mojahedin.? After visiting facilities in these three locations,
the JAEA could not confirm any of the opposition group’s
claims. IAEA spokesman David Kyd announced that IAEA
deputy director general for safeguards Bruno Pellaud
(who succeeded Jennekens) “found no evidence . . . in-
consistent with Iran’s declaration that all its nuclear
activities are peaceful.”

Following the visits in February 1992 and November
1993, the IAEA restated that it had found Iran to be in
good standing with the NPT. The outcome of the visits
did not allay U.S. concerns, however.' The U.S. response
to the visits took two forms. Unofficially, “some sources
claimed that the IJAEA had been duped into visiting the
wrong places despite a careful briefing from U.S. intelli-
gence immediately before™!; these allegations could not
be refuted or confirmed because of the IAEA’s refusal to
use Global Positioning System technology during its vis-
its. Officially, however, the U.S. government “stopped
referring to the visited sites in its public discussions of
the alleged programme.”"?

At the same time, “Iran, understanding that the IAEA
uses U.S. intelligence data, has kept the invitation open
and allowed foreign journalists and non-government or-
ganizations to visit all of the sites visited by the JAEA.”"?
The standing Iranian invitation has also encouraged a dia-
logue between several nonproliferation-oriented
nongovernmental organizations and Iran. A delegation from
the Federation of American Scientists later visited these
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sites; they found no activities inconsistent with peaceful
nuclear uses, although they did not use all of the meth-
ods that the JAEA employs in its formal inspections.'*

The third IAEA visit took place in July 1997, conducted
by then—Director General of the IAEA Hans Blix. Prior to
the visit, the AEOI had agreed that Blix would inspect
two new research centers, one in Bonab and the other at
Ramsar. After the visit, IAEA officials stated, “The JAEA
ha[s] no information indicating any unreported activity
at either site that is not in conformance with INFCIRC/
214, Iran’s safeguards agreement with the JAEA.”!5

The last visit, in May 2000, was carried out by
Mohamed ElBaradei, the current IAEA director general,
who visited the Bushehr nuclear power plant in south-
ern Iran (INFCIRC/153 safeguards have not yet been
applied to Bushehr because it is still under construc-
tion and thus does not contain safeguarded nuclear
materials). Following his visit, EIBaradei was quoted by
Iranian state radio as stating that Iran’s nuclear pro-
gram was peaceful and in conformity with international
regulations.®

SAFEGUARDS MEASURES UNDER PART I oF PROGRAM 93+2

Part I of Program 93+2 was adopted in 1995 by the IAEA
as measures previously extant but not implemented, and
the agency has, since then, gradually implemented these
measures as part of the existing safeguards agreement in
all INFCIRC/153 states (for a detailed list of the mea-
sures adopted by the JAEA under each part of Program
93+2, see appendix 2). Implementation, however, is con-
ditional upon states individually incorporating the
provisions of Part I into their own safeguards agreement.
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According to the most recent IAEA Safeguards Imple-
mentation Report, Iran is the only state that has yet to
incorporate these provisions. Iran is expected to fully
adopt Part I in 2002, and if it does, it will be required to
submit an expanded declaration.!” The following addi-
tional measures may be implemented by the IAEA under
Part I: expanded access rights; expanded use of no-
notice inspections; the right to perform special inspec-
tions; the use of improved verification techniques; and
the right to receive national intelligence reports.

Expanded declaration. The expanded declaration in-
cludes not only the single document that states are
presently required to submit under INFCIRC/153, but
also an integration of additional information gathered
by the agency regarding the state system of accounting
and control (SSAC), nuclear material, facility operation
and design, and broad descriptions of the state’s nuclear
program. The provision of expanded information, espe-
cially data about new nuclear installations well in advance
of their start-up, is necessary in order to plan the most
adequate measures for each facility.'®

In short, the expanded declaration covers three cat-
egories:

1. Information on the SSAC that will enable the agency
to improve the planning and efficiency of safeguards
activities.

2. Information on present nuclear activities not routinely
provided in the past: for example, the nature, pur-
pose, location, and design of nuclear facilities and
“locations-outside-facility” closed or decommissioned
prior to the entry into force of the safeguards agree-
ment; historical accounting and operating records
prior to entry into force; descriptions of the nuclear
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fuel cycle and other activities involving nuclear mate-

rial, including a list of sites and nuclear-material-flow

diagrams; and a description of nuclearfuel-cycle-re-
lated research and development.

3. Information on planned nuclear activities, including
design information for planned nuclear facilities and
locations-outside-facility, as well as planned modifica-
tions of existing facilities that fall under the scope of
INFCIRC/153.%°
Expanded access rights. Expanded access can be ob-

tained by collecting “location-specific” environmental
samples at sites to which inspectors already have access.
Through environmental sampling, the IAEA can identify
the isotopic signatures of specific nuclear activities. Typi-
cal environmental samplings are swipe samples from
inside and outside declared enrichment plants and hot-
cell facilities, vegetation and soil samples, and hydrological
samples (samples of grab high-volume water, sediments,
and biota) for detecting undeclared high enrichment of
uranium and plutonium separation.

The location-specific monitoring samples approved
under Part I of Program 93+2 are sent for analysis to the
new IAFEA clean laboratory at Seibersdorf, Austria. For a
more accurate and sophisticated (but also lengthy and
expensive) process called “particle analysis,” the samples
are sent abroad to more specialized laboratories. Cur-
rently, the collection and evaluation of high-volume air
samples, approved only under Part IT of the program, are
not foreseen.®

Expanded use of unannounced (no-notice) routine inspec-
tions at strategic points within nuclear facilities and sites. A
no-notice inspection requires “no advance notification re-
garding [its] timing, activities, or locations. . . . In practice

24 THE WASHINGTON INSTITUTE FOR NEAR EAST PoLicy



Iran’s Nuclear Program and the IAEA

this means that the state is informed of the IAEA’s inten-
tion to perform such an inspection when its inspector
arrives at the entrance to the site in question.” JAEA
inspectors can arrive at the entrance of a site at any time,
although access to the facility may be delayed up to two
hours. No-notice inspections may be carried out in order
to verify flows of nuclear material at large facilities; con-
firm the status of decommissioned facilities and facilities
under construction; certify the nonoperating status of
nuclear facilities; and confirm that facilities are not be-
ing used for clandestine purposes (e.g., unreported
irradiation at reactors or the production of highly en-
riched uranium at enrichment plants).

Nevertheless, there are some limitations to no-notice
inspections: (1) in states in which arriving foreigners are
checked at the airport, the authorities immediately know
of the inspectors’ arrival and therefore have enough time
to prepare for the inspection; (2) no-notice inspections
are limited to strategic points within routine inspections;
(3) the use of a no-notice inspection during ad hoc, spe-
cial, and design-information verifications is not permitted;
and (4) the use of no-notice inspections is generally lim-
ited to “those situations where environmental sampling
techniques or unattended surveillance devices could not
be effectively used.”*

The right to carry out special inspections either at strategic
points within a facility or at other locations in which the state
has declared the presence of nuclear material. Special inspec-
tions at strategic points may be conducted only to confirm
that all nuclear material required to be under safeguards
has been reported to the IAEA. In other words, if all ma-
terial in a declared site is under safeguards, a special
inspection can verify that diversion has not taken place.
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As became evident in the case of Iraq, however, inspec-
tions at strategic points do not provide the ability to detect
activity taking place in undeclared rooms or sites if the
activity does not intersect with declared material.

Application of improved verification techniques. Improved
verification measures and tools include swipe tests, remote
control, digital cameras, and electronic seals.

The right of the IAEA to receive national intelligence reports
that could facilitate the performance of its mission. The IAEA
can compare these reports to a state’s declaration and
incorporate information contained in the reports into the
agency’s internal records (safeguards inspection data and
information received on the import and export of nuclear
material). In addition, other resources can be used by
the IAFA in evaluating intelligence reports, such as infor-
mation from the agency’s own databases on open
resources (e.g., media reports and scientific publications);
on states’ nuclear regulations; on power and research
reactors; and on companies, firms, and organizations
working in the nuclear field.*

SAFEGUARDS MEASURES UNDER PART II OF PROGRAM 93+2

Part II of Program 93+2 (the Additional Protocol) con-
tains measures that do not fall under the legal mandate
of the IAEA; therefore, every state is required to approve
it unilaterally. Because Iran has refused to adopt the Ad-
ditional Protocol, the following IAEA activities, although
approved under Part II, fall outside of the agency’s per-
mitted activities in Iran:
* Receiving information about and access to all nuclear-
fuel-cycle-related locations and activities, from mines
to waste storage (according to INFCIRC/153, nuclear
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material containing uranium or thorium that “has not
been processed to a suitable stage for fuel fabrication
or enrichment” is not subject to safeguards®*), and to
any other locations containing nuclear material in-
tended for nonnuclear uses.

* Receiving information about and access to all build-
ings on a nuclear site, even if they do not contain
nuclear materials. The JAEA will be entitled, when
expanded access is permitted, to carry out such speci-
fied activities as visual observation, environmental
sampling, radiation monitoring and measuring, and
sealing.

* Receiving information about, and inspection mecha-
nisms for, fuel-cycle-related research and development
activities even if nuclear materials are not present.

¢ Receiving information about the manufacturing and
export of sensitive, nuclearrelated technologies.

¢ Collecting environmental samples of air, water, vegeta-
tion, soil, and smears beyond declared locations or over
wide areas.

¢ Conducting no-notice inspections at a nuclear facil-
ity or location-outside-facility during a “design
information verification” visit.

To ADHERE OR NOT TO ADHERE

Iranian officials and the AEOI have repeatedly rejected
accusations that Iran is carrying out any nonpeaceful
nuclear programs or activities. But following approval of
the Additional Protocol by the IAEA’s board of governors,
political pressure on Iran to adopt the protocol began to
mount. The Iranian government has resisted this pres-
sure, citing several reasons behind its refusal to sign.
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First, Iran has stated that it will not adopt the proto-
col as long as it is denied civilian nuclear technology for
its civilian nuclear program, especially for Bushehr. Iran
insists on exercising its right under Article IV of the NPT
to obtain peaceful nuclear technology without interfer-
ence from the United States or any other country.®

Second, Iran has stated that the protocol “should be
applied equally and in a nondiscriminatory manner to
nuclear facilities and activities of all state members of the
agency, in particular nuclear weapons states.”? It should
be noted that inspection of NWS facilities for diversion is
purely symbolic. Although all five NWSs have voluntarily
signed—but not yet ratified—the Additional Protocol, it
covers only their civilian nuclear programs, not their
nuclear weapons programs, and even those agreements
are limited. For example, the U.S. agreement includes a
provision that allows it to restrict JAEA inspections within
its civilian facilities for national security reasons.?

Third, Iran has described as unsatisfactory the man-
ner in which the universality of the Additional Protocol
was determined,® declaring that it would accept Program
93+2 safeguards only if adopted more widely.*® Specifi-
cally, Iran has mentioned that Israel’s refusal to accept
full-scope safeguards on all of its nuclear activities “might
make implementation of the protocol problematic.”* Ira-
nian leaders—paraphrasing an Israeli statement on
Israel’s own policy—have said that Iran would not be the
first country in the Middle East to adopt the Additional
Protocol, nor would it be the last.’! As of May 2002, Jor-
dan is the only Middle Eastern state that has adopted the
protocol.

Finally, Iran has cited concerns about the Additional
Protocol itself. According to Iranian officials, “the large
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volume of information to be supplied by signatories to
the protocol would increase the administrative burden
on member states.” Moreover, they expressed concern that
the JAEA secretariat “should remain independent and im-
partial, not in any way using the protocol as a political
tool in favour of some member states against others.”*

Because the pressure on Iran to adopt the Additional
Protocol will continue, it is important to examine the
country’s policy toward the protocol under two possible
scenarios: (1) Iran decides not to develop nuclear weap-
ons and fully complies with its arms control obligations;
(2) Iran takes steps toward the development of a clandes-
tine nuclear program. »

As in other states, Iran’s decisionmaking process
with regard to nuclear policy is a product of relation-
ships among multiple actors. First, it is unclear who is
ultimately responsible for the state’s nuclear activities.
The AEOI is probably responsible for the civilian
nuclear program, while the Islamic Revolutionary
Guard Corps “is believed to be in charge of Iran’s
chemical, biological, and nuclear weapons programs,
and its operational chemical and biological weapons
inventories and missile forces.”*

Second, similar to other states that have faced the de-
cision of whether or not to pursue a nuclear option, Iran
isundergoing an internal debate between hardliners and
reformists. Whereas the latter group are of the opinion
that Iran should join and observe the international arms
control system, hardliners advocate the development of
independent, indigenous Iranian nuclear weapons capa-
bilities. Iran’s rationale for signing major arms control
treaties and cooperating with the IAEA inspections re-
gime should be understood in light of this internal power
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struggle, including the reformists’ desire for Iran to re-
tain international respectability.®*

Scenario 1: IRaN IN FuLL COMPLIANCE WITH ITS
NONPROLIFERATION OBLIGATIONS

Should Iran decide to comply fully with its nonprolifera-
tion obligations, it would probably (like any other
country) adopt the Additional Protocol in such a way and
at such a time as to maximize political, economic, and
technological gains while minimizing costs. In the short run,
it would seem that Iran has neither an incentive to adopt
the protocol nor a disincentive to continue rejecting it.

One reason for this current Iranian policy is the lim-
ited adoption of the Additional Protocol by other IAEA
member states. As of May 2002, of the sixty-two states who
had signed the protocol, only twenty-five had ratified it
(see appendix 3). As mentioned previously, Jordan is the
only adopting Middle Eastern state.

Such limited participation can be explained partly by
the added burden that the protocol places on states, es-
pecially those with significant nuclear activities—that is,
the burden of applying domestic regulations as well as
adapting facilities to meet the protocol requirements. As
of May 2002, Canada and Japan were the only states with
significant nuclear activities that had signed and ratified
the protocol. States with minor nuclear activities (or none
at all) have displayed a similar lack of urgency to join.
Once more states with significant nuclear programs join,
their membership will strengthen the perception of the
Additional Protocol as the nonproliferation norm and le-
gitimize the application of political pressure on states that
have not yet adopted it.
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But as long as the limited response of signatories per-
sists and INFCIRC/153, in the interim, continues to serve
as the de facto safeguards agreement for most states, Iran
will find little reason to adopt the Additional Protocol.
Indeed, the country can be considered in good standing
and in full compliance with its NPT obligations without
doing so. Only when the number of ratifying states increases
significantly—recognizing that the protocol will be effective
only if widely adopted—will the diplomatic as well as tech-
nological pressure on Iran increase, and its refusal to join
become even more of a significant international issue.

Another reason for Iran’s reluctance to adopt the pro-
tocol is thatit may prefer to keep its options open. Indeed,
even if Iran does not intend to develop nuclear weapons,
an ambiguous nuclear policy might strengthen the
country’s role as a leader in the region. Yet, the political,
technical, and (probably) economic restrictions of an am-
biguous nuclear policy will likely outweigh any gains in
the long run. Thus, Iran, in weighing whether or not to
adopt the protocol, will use delaying tactics until it can
ensure that by joining it will maximize its gains, such as
achieving the legitimacy it seeks from the international
community, not least to facilitate the importing of tech-
nology, equipment, and materials to support its civilian
nuclear energy program.

Ukraine’s decision to surrender its nuclear weapons
capabilities in exchange for financial compensation, tech-
nical assistance, and national security guarantees provides
an example of how security and economic concerns can
be addressed successfully in exchange for nuclear roll-
back. Success in dissuading Iran through such incentives,
however, will be relevant only if Iran makes the strategic
decision not to develop a nuclear weapons option.

MILITARY RESFARCH PAPERS 31



Chen Zak

ScENARIO 2: IRAN TAKES STEPS TOWARD DEVELOPING A
NucLEAR WEAPONS PROGRAM

The second scenario is based on the assumption that Iran
decides to develop a nuclear weapons program. An
NNWS can take any of five paths to acquire such a pro-
gram: diversion, bypass, parallel program, breakout,
and legal.®

The Diversion Path. Under this path, a state secretly
diverts nuclear material from its safeguarded civil nuclear
program and uses it for its clandestine nuclear weapons
program. Preventing the diversion of technology supplied
by the IAEA or by industrialized states was the main focus
of IAFA founders in 1957, and INFCIRC/153 was de-
signed primarily to prevent states from utilizing this
option—specifically, to expose diversion of a “significant
quantity”* from declared facilities.

If Iran remains a signatory only to INFCIRC/153 it
could risk pursuing this option, relying on the fact that
safeguards inspections take place at agreed-upon times
and places. As in Iraq’s own crash program (which it de-
veloped while under the INFCIRC/153 agreement), Iran
could conduct research and still be in compliance with
IAEA safeguards. Essentially, it could divert fissile mate-
rial the day after an inspection takes place and then
proceed to operate in some sites six months to a year with-
out the diversion being discovered. With the addition of
Part I of Program 93+2 as an integral component of the
INFCIRC/153 agreement, this might be a risk Iran would
be more reluctant to take. However, since Iran has not
yetincorporated Part I measures into its safeguards agree-
ment, the IAEA is limited to the same safeguards measures
that applied to Iraq before the Gulf War.
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The Bypass Path. Under this path, nuclear material is
clandestinely introduced into a country’s civil program
(for enriching, irradiating, or reprocessing) through the
circumvention of safeguards, and is then removed from
the declared site. This possibility is addressed only par-
tially by INFCIRC/153 and the Additional Protocol. The
perceived risk inherent in this path is lower than that of
the diversion path. The violating state relies on the prob-
ability that the TAEA will be unable to discern that
undeclared materials entered the civil facility, were worked
on, and were subsequently removed. Although it is diffi-
cult to prove that undeclared activities have taken place
at a given site, Iran may not be willing to take this risk,
especially given the JAEA’s success in ultimately detect-
ing such activity in North Korea.

The North Korean case is important from a verifica-
tion as well as a nonproliferation perspective. In the early
1990s, North Korea maintained a pilot reprocessing plant
that was not fully operational but still capable of separat-
ing gram quantities of plutonium,®
included in the initial report that Pyongyang presented
to the IAEA in May 1992. The plant had not been placed
under safeguards in part because no declaration had been
made that the plant contained nuclear materials. Because
the JAEA had access to national technical means—previ-
ously used only in the Iraqi case—the agency was able to
detect the introduction of the undeclared material. This
case also highlights the importance of applying [AEA safe-
guards tosites that allegedly remain under construction (e.g.,
Bushehr), as well as to decommissioned facilities.

The Parallel Program Path. Under this path, a state cre-
ates a clandestine nuclear weapons program parallel to

a capability not

its safeguarded civil program, with no intersection be-
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tween the two. As became clear from the Iraqi experi-
ence, the adoption of some instrument—such as that
provided by the Additional Protocol—is needed to pre-
clude such a development. If Iran chooses to exercise the
parallel program option, it would probably not adopt (or
would at least sign without ratifying) the Additional Pro-
tocol, thus remaining under INFCIRC/153, which lacks
the more intrusive measures needed to expose a parallel
nuclear program.

The Breakout Path. Under this path, a state openly vio-
lates its obligation not to acquire or develop nuclear
weapons. This scenario would likely come into play if Iran
perceives that threats to its national security outweigh the
potential international response to such a violation. In
such a case, Iran would probably announce that it had
developed a nuclear weapon (or exhibit obvious signs to
that effect), whether or not it actually possessed such a
weapon. Short of such a declaration, Iran would risk pre-
emptive action as well as political, economic, and possibly
international military responses if it were found to have a
nascent nuclear weapons program.

Factors that might cause Iran to risk the breakout path
include Iraqi acceleration of its WMD program, an inten-
sified posture by U.S. troops in the Persian Gulf or other
Arab states, an escalation of turmoil across the Iranian
border in Central Asia, or an augmentation of threats to
Iran’s hegemony in the region. Unless such a threat is
imminent, however, Iran could choose the next option, the
legal path, to achieve the same goals at a much lower cost.

The Legal Path. In accordance with NPT withdrawal pro-
visions, a state can withdraw from the treaty with three
months’ notice if it can demonstrate that “extraordinary
events, related to the subject matter of the treaty, have jeop-
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ardized its supreme interests.”* Because this condition is so
vague, it is not difficult to imagine specific examples of an
“extraordinary event” that Iran might present to justify its
withdrawal.* Indeed, Ali Rafsanjani, then-speaker of the Ira-
nian parliament, stated in 1988, “[the Iran-Iraq War] taught
us that international laws are only scraps of paper. . .. [T]he
world does not respect its own resolutions and closes its eyes
to the violations and all the aggressions. . . .”*

Although any sovereign country has the right to with-
draw from a treaty, no state has exercised that right before
with regard to the NPT; even North Korea reversed its
threat to withdraw at the last minute. Nevertheless, one
risk extant under the NPT withdrawal clause is that a state
will build up a nuclear program and then—possessing ei-
ther the bomb or the expertise to build one—withdraw.

As in the first scenario, as long as the Additional Pro-
tocol continues to be adopted by a limited number of
states, Iran will avoid taking any steps toward adoption
that might expose a clandestine program (e.g., giving the
IAEA supplementary verification rights). In the long run,
the risk of exposure for Iran, should it adopt the Addi-
tional Protocol, would be high because the IAEA would
likely employ highly elaborate and intrusive measures not
used in the country previously. Itis not clear whether Iran
would be willing to take this kind of risk.

But a decision by Iran to stay outside the international
nonproliferation norm would raise even more suspicions
about the country’s objectives and would encourage states
to use national technical means, if not preemptive action,
to deter Iranian proliferation. Assuming that Iran there-
fore chooses to develop its nuclear weapons program
clandestinely, it will have to use deception and denial tech-
niques to conceal it.
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Deception “involves the use of active or passive mea-
sures to convey a false or inaccurate picture of a
clandestine activity” (e.g., disguising a nuclear weapons
production facility inside a military base), while denial
“entails the use of active measures (camoutflage, electronic
emission control, and various forms of physical, person-
nel, and communications security) to conceal the very
existence of a clandestine program.” When the intended
target of the deception, in this case the IAEA, receives
false signals, it too plays a part in the process by unwit-
tingly assembling these signals in such a way as to confirm
the intended (false) picture.*

There are five main categories of deception and de-
nial techniques that a state can employ to prevent its
nuclear program from being exposed: political, legal,
counterintelligence, procurement/acquisition, and safe-
guards. The more complex and large the program, the
broader the range of techniques a state must use in order
to conceal that program.

PovrticaL TECHNIQUES

Should Iran choose to develop nuclear weapons, one of
the key decisions for Iranian officials would be whether
or not to do so while overtly complying with the terms of
the NPT. Such a strategy would deflect any undue atten-
tion from the clandestine program and thus minimize
complications in Iran’s procurement and development
efforts.

For example, Saddam Husayn once asked Jaffar Dhia
Jaffar, the eventual scientific head of the Iraqi nuclear
program, whether that program would be hindered in
any way if Iraq remained in the NPT. Jaffar’s answer was
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“an immediate and unequivocal no: . . . it would have
absolutely no effect upon Iraq’s program.”® Indeed,
throughout the 1980s, Iraq played an active role in the
IAEA’s various programs, welcomed agency staff to its al-
Tuwaitha Nuclear Research Center, sought and received
technical assistance, and was a frequent member of the
agency’s board of governors. Iraq repeatedly emphasized
the peaceful and safeguarded nature of its nuclear facili-
ties and contrasted its openness to inspection with Israel’s
refusal to sign the NPT.*

It is easy to see how Iran could employ similar meth-
ods. Nevertheless, the more relaxed verification regime
of the 1980s and 1990s no longer holds. If Iran were to
adopt the Additional Protocol and develop a clandestine
program, it would do so today with less confidence that
this program would remain undetected.

Although the Additional Protocol cannot prevent
a state from developing nuclear weapons, it does put
up certain barriers. Under the more restricted verifi-
cation regime of the Additional Protocol, a state that
decides to develop a clandestine nuclear weapons pro-
gram must invest many more resources to that end than
itwould otherwise, including time, manpower, money, and
sophistication.

Iran’s policy toward another international arms con-
trol initiative—the Chemical Weapons Convention—may
shed some light on the country’s future political approach
to the Additional Protocol. Most scholars in the field as-
sumed that Iran would not sign the CWC; that if it did, it
would not ratify the treaty; and that if it did ratify, it defi-
nitely would not submit the required stockpile
declaration.®” These assumptions were proven incorrect.
Iran indeed signed and ratified the CWC and then sub-
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mitted the required stockpile declaration to the Organi-
zation for the Prohibition of Chemical Weapons (OPCW),
the organization charged with verifying CWC compliance.
Yet, Iran has likely possessed chemical weapons
since 1988 and made limited use of them in response
to Iraqi chemical attacks during the Iran-Iraq War.*In
November 1998, Iranian ambassador Mohammad R.
Alborzi, in his address to the Conference of the States
Parties to the Chemical Weapons Convention, stated:

the decision was made that, on a strictly limited scale
capabilities should be developed to challenge the im-
minent threat particularly against the civilian
populated centers. We declared, at the time, that Iran
had chemical weapons capability, while maintaining
the policy not to resort to these weapons and rely on
diplomacy as the sole mechanism to stop their use by
its adversary. . . . Following the establishment of cease-
fire, the decision to develop chemical weapons
capabilities was reversed and the process was termi-
nated. It was reiterated consequently that Iran would
not seek or produce chemical weapons and would ac-
celerate its efforts to ensure early conclusion of a
comprehensive and total ban under the CWC. This has
continued to be my government’s policy ever since.*

Many Western policymakers and scholars, however, dis-
pute Iran’s claims that it has both terminated its chemical
weapons program and destroyed its chemical weapons
stockpiles. According to a 2001 CIA report, Iran “has
manufactured and stockpiled chemical weapons, includ-
ing blister, blood, choking, and probably nerve agents,
and the bombs and artillery shells to deliver them.”*
Despite lingering suspicions, Iran’s declaration to the
OPCW has not yet been subject to a challenge inspec-
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tion, a permissible technique under the terms of the CWC
for verifying a state’s declaration; the OPCW is concerned
about the impact that a failed challenge inspection (i.e.,
an inspection that does not reveal any evidence of chemi-
cal weapons) could have on its credibility.

Iran’s strategy with regard to nuclear weapons, how-
ever, is different. Since the general belief is that Iran
already possesses chemical weapons, the risk of exposure
with regard to those weapons would not rival the impact
of a revelation that the country possesses a nuclear op-
tion. The working assumption of Western intelligence
agencies is that Iran does not yet possess that option. Cur-
rent estimates suggest that, if Iran could not obtain fissile
material from other sources, it would need five to seven
years to develop a nuclear bomb. In recent testimony
before the Senate Select Committee on Intelligence, CIA
director George Tenet assessed that “Tehran may be able
to indigenously produce enough fissile material for a
nuclear weapon by late this decade. Obtaining material
from outside could cut years from this estimate.”*

Aslong as Iran remains under the current limited safe-
guards regime, the JAEA will continue to verify only
declared sites and only nuclear materials at strategic points
within those sites. Moreover, since Iran has not yet incor-
porated Part I of Program 93+2 into its safeguards
agreement, it could use techniques similar to those used
by Iraq to avoid detection. The TAEA has recently faced
the same problem in another Middle Eastern state, Algeria.

Algeria joined the NPT in 1995 but has been under
partial IAFA safeguards (INFCIRC/66) since 1992 as part
of a reactor-supply deal, enabling the IAEA to inspect spe-
cific, agreed-upon buildings within a nuclear site near the
city of Ain Oussera. Although Algeria has permitted the
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IAFA to inspect this site since 1992, it has not allowed the
agency “to inspect all of the facilities at the site, some of
which are at the very center of the controversy over po-
tential plutonium production.” Moreover, European and
Arab governments “continue to express concern [that]
Algeria’s nuclear program seems too extensive for civil-
ian needs.”™

Because Algeria has not yet adopted the Additional
Protocol, the IAEA has the authority to inspect only the
declared buildings—strictly speaking, onl); the rooms de-
clared by Algerian officials as containing nuclear materials.
If Algeria were to agree to adopt the protocol, “the JAEA
would have the authority to inspect all the buildings at
the site.” Even then, however, the agency’s verification
efforts would remain limited in certain respects, as some
of the suspect buildings are facilities adjacent to, not in-
side, the site. Because those buildings are as yet
undeclared, and the IAEA has no proof that they contain
nuclear materials, the agency—under the terms of the
Additional Protocol—could examine them only with a spe-
cial inspections permit.

The IAEA has been reluctant to request special in-
spections in the past, primarily out of a desire to avoid
political embarrassment for state members and to pre-
vent questions from arising about the reliability and
effectiveness of the safeguards system itself. Moreover,
although the president of the UNSCissued a 1992 state-
ment declaring that “the SC would regard any
proliferation of WMD as a threat to international peace
and security, and its members would take appropriate
action on any violation reported by the IAEA,”? this
commitment lost some of its credibility when the IAEA’s
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first and only request to exercise its special inspection
rights (in order to verify North Korea’s declaration)
was blocked in the UNSC by China.

LEcAL TECHNIQUES

As long as the security balance in the Middle East is not
altered in a way that would increase Iran’s threat percep-
tion, the option of signing but not ratifying the protocol
may be the most practical one in the eyes of the Iranian
government, should it choose to develop a nuclear weap-
ons program.

When a state adopts an international agreement, it
does so in two stages. The first stage consists of the signa-
ture: by signing a treaty, a state indicates its intent to
become a party to that treaty, and it obliges itself to re-
frain from acts that would defeat the treaty’s object and
purpose. Although a signature often represents the first
step in becoming a state party, it does not establish con-
sent to be bound by the terms of the treaty.?®

The second stage is ratification. By ratifying a treaty, a
state expresses its definitive consent to be legally bound
by the treaty’s terms.** The ratification process itself has
two dimensions: an international component involving
deposit of the legal ratification agreement with the IAEA,
and a domestic component in which a state’s domestic
legislation is brought into compliance with the agreement.

For instance, after a treaty is signed by the United
States, the president must submit the treaty to the Sen-
ate; the Senate then refers it to the Senate Foreign
Relations Committee, which generally conducts hearings
and makes a recommendation to the full Senate. Finally,
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the Senate must pass a resolution of advice and consent
to the ratification of the treaty by a two-thirds quorum
vote (a constitutional requirement), and only then is the
president entitled to formally ratify the treaty.”

The entry into force of the Additional Protocol for
each state is either the date that the IAEA receives notifi-
cation from the state that the statutory and constitutional -
requirements for entry into force have been met, or upon
signature by the state’s representatives and the IAEA. The
state chooses one of the two alternatives according to its
own internal legal requirements.*

By signing the Additional Protocol but not ratifying
it, Iran would secure the benefits of a signatory and be
considered a party in good faith without being obliged to
the protocol legally or technically. The IAEA and the in-
ternational community, however, would have limited
verification and enforcement capability to ensure Iranian
compliance; in fact, until Iran incorporates Part I of Pro-
gram 9342 into its safeguards agreement, its de facto
safeguards obligations will remain limited to INFCIRC/
153—placing Iran in the same legal situation under which
Iraq was able to develop its clandestine nuclear weapons
program. The IAEA will have to work within these con-
straints unless it takes advantage of the “open invitation”
issued by Iranian officials in 1991 or requests permission to
conduct a special inspection.

Signing the protocol while delaying ratification might
also serve as an important step toward removing the
suspicion surrounding Iran’s nuclear activities. Russia
and certain other states are waiting anxiously for Iran
to acquire the slightest legitimacy with regard to its
nuclear program so that economic and technical co-
operation efforts with Tehran can be intensified. As of
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now, Russian-Iranian cooperation has been limited by the
economic and political pressure (and sometimes sanc-
tions) that the United States places on entities suspected
of cooperating in prohibited activities with Iran. Iran’s
signature, even without ratification, could be used by Rus-
sia as a pretense to insist that the Iranian nuclear program
is being used only for peaceful purposes and that any coop-
eration offered by Russia toward the development of that
program is therefore legitimate.*”

In the long run, by not signing the protocol, Iran
would jeopardize its access to foreign technology. The
country’s credibility and legitimacy with regard to its avow-
als of peaceful intent would also be damaged, bringing to
a halt any possibility of open cooperation from the West.

Alternately, by signing the protocol but delaying rati-
fication, Iran would achieve political benefits and probably
even technological cooperation, since states would assume
that Iran’s adoption of the protocol was forthcoming.
Should it choose this option, Iran could also exhaust po-
litical, diplomatic, and economic tradeoffs for ratification.
Iran has even mentioned “a procedural obstacle” it might
use in the future to delay ratification: arguing that some
Additional Protocol provisions might conflict with the
country’s national regulations—that is, “implementation
might prove to be difficult” if Iran cannot “reconcile na-
tional legislation with the protocol’s provisions.”*

Should Iran choose to develop a nuclear weapons pro-
gram, its decision to implement this strategy—to sign and
avoid ratification of the protocol—would take place only
after it had an estimate of the time needed to complete
the program (probably after it begins to produce fis-
sile material or succeeds in obtaining a sufficient
amount from other sources). It would also need time

MiLITARY RESEARCH PAPERS 43



Chen Zak

to assure that it had all the technical means needed for
the production and assembly of nuclear weapons and that
no major obstacles remained that could affect the pro-
gram. In addition, it would want to be in possession of
all source and process materials to avoid being adversely
affected by sanctions, boycotts, or other possible out-
side interference.

COUNTERINTELLIGENCE TECHNIQUES

The use of intelligence channels to pass false signals is a
common deception technique, since intelligence plays a
key role in guiding inspectors to suspicious sites. Although
the IAEA has a department responsible for collecting open
data, it does not have an intelligence unit. Intelligence is
gathered mostly by IAEA member states, which must con-
sider the risks of compromising sources and methods in
determining which information, if any, to share with the
agency. Relevant intelligence can be gathered via “satel-
lite photographs, line drawings derived from overhead
imagery, defector reports, and information on [isotopic] ‘sig-
natures,” or indicators of illicit weapons activity.”*

Iraq effectively used counterintelligence to both con-
ceal and create a false picture about its nuclear program.
The Iraqi intelligence services placed inspectors under
intensive surveillance, bugging their hotel rooms, con-
ference rooms, and office spaces, and monitoring their
radio frequencies and telephone conversations. In addi-
tion, a number of Iraqi spies were planted in UNSCOM’s
Baghdad field organization. As a result, several no-notice
inspections were compromised beforehand, permitting
the Iraqis to remove any trace of nuclear activity.®
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The Iraqis developed other deception techniques by
studying the monitoring methods employed by the JAEA
and Western intelligence agencies and then attempting
to counter them. For example, the United States shared
satellite imagery with Iraq throughout the 1980s during
the Iran-Iraq War. Iraqi counterintelligence officials
thereby acquired familiarity with the capabilities of U.S.
reconnaissance satellites, including the technical limita-
tions of those satellites and the ways in which their data
was analyzed. Putting this knowledge to use, Baghdad
has gone to great lengths to conceal many of its key
nuclear weapons facilities from Western intelligence
agencies.”!

A serious problem afflicting Western intelligence on
Iraq has been “mirror-imaging,” a term that describes the
tendency to see one’s adversary as behaving according to
one’s own logic and values. Iraqi counterintelligence of-
ficials have used this natural propensity in order to “exploit
deep-seated misconceptions and prejudices on the part
of Western intelligence analysts,” who often assume “that
other countries use the same production technologies and
safety and environmental standards as those employed in
the West.”®

For example, it took IAEA inspectors several visits to
realize that a somewhat squalid, rundown site they thought
was being used for industrial purposes was in fact one of
Iraq’s main nuclear weapons sites. The confusion lay in
the site’s loose safety standards; the mirror-imaging ten-
dency evident in this case was demonstrated in a statement
made by one of the American inspectors, who claimed
that the site could not be a nuclear weapons site because
“you cannot work with radioactive material in the spaces
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they have designed and meet the latest [U.S. Occupational
Safety and Health Administration] standards.”® Needless
to say, it is unlikely that the Iraqis were particularly con-
cerned about U.S. workplace standards.

In another Iraqi case, a first inspection revealed a ma-
jor weapons testing bunker. Several of the inspectors
argued that the bunker “couldn’t be the real site, because
there [were] not enough data collectors and data streams
coming off [it].”** The reality was that this site was built
on the model of old U.S. weapons development facilities
(e.g., those used in the Manhattan Project), which the
American inspectors were either too young to remember
or had never seen before.

PROCUREMENT AND ACQUISITION TECHNIQUES

The most important stage in the development of a nuclear
program is the acquisition of fissile material (highly en-
riched uranium and plutonium). There are two methods
by which a state can obtain this material: by enrichment
or separation, or by buying it on the black market. Some
suspect that Iran, like Iraq previously, is using both meth-
ods in order to expedite the development of nuclear
weapons once its program reaches the stage at which fis-
sile material is needed. For instance, some have argued
that Iran has “several efforts under way to produce fissile
material indigenously.” Although Iran “would regard cen-
trifuges as the most promising approach” to this goal,
Iranian officials have “hedged their bets” by attempting
to acquire “laser isotope enrichment technology from
Russia” and “a heavy-water-moderated plutonium produc-
tion reactor” from several different countries.®
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The main obstacle facing a rogue state seeking to buy
source materials is obvious: who will risk selling such
destructive materials to a regime suspected of develop-
ing nuclear weapons? To counter this obstacle, a
country may employ “a Byzantine procurement network
involving multiple shell companies and transshipment
points,” all designed to “conceal its acquisition of sensi-
tive technologies from abroad.” Moreover, “[c]omponents
for key factories and weapon systems [might be] im-
ported from several suppliers or in unfinished form so
that the intended military end-use would not be apparent.”®®

For example, to obtain its calutrons, Iraq bought
large iron-pole magnets from a state-owned Austrian
firm and shipped them to Iraq, half by truck through
Turkey and half by ship through Hamburg. The Austri-
ans did not question the purpose of the magnets, and
the Iraqis, of course, did not volunteer the informa-
tion. In another deception strategy, Iraq invested in
legitimate foreign firms that either manufactured
equipment useful to the Iraqi nuclear program or had
the ability to legitimately order such equipment, osten-
sibly for the firms’ own use.®” In addition, when
purchasing items sensitive to export controls, Iraq
placed orders in quantities small enough to avoid trig-
gering the controls established by the Nuclear Supplier
Group (NSG).%®

As aresult of these experiences, NSG regulations were
tightened to include dual-use equipment and materials.
Today, it is the importer who is responsible for identify-
ing the user and the uses of imports, while the exporting
firm or its agents confirm those facts. Yet, companies sel-
dom conduct onsite inspections before or after the sale
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of dual-use items. Thus, the actual destination of exported
dual-use items or nuclear materials is rarely established
with certainty.

SAFEGUARDS TECHNIQUES

The principal impediment to exposing undeclared
nuclear activities is the difficulty in identifying “dual-
capable facilities that could be used either for legitimate
commercial activities or for illicit weapons purposes.”®
For example,

Iraqi engineers devised several deception techniques
to disguise the main EMIS [electromagnetic isotope
separation] site at Tarmiya. The plant had no security
fence or visible supply of electricity, suggesting to West-
ern photointerpreters that it was of little strategic
significance. Only after the war did UNSCOM inspec-
tors discover that the Tarmiya facility was powered by a
30 kilovolt underground cable from a 150 megawatt
substation several kilometers away. The EMIS plant was
also situated within a large military security zone, so
that it did not require any additional perimeter secu-
rity or military defenses.”

Other safeguards techniques used by Iraq have included
the duplication and dispersal of weapons-development and
-production activities over a large number of sites, and the
use of shifting code names for individual programs or sites.”

Another kind of deception was practiced by Iraq dur-
ing the verification process itself. Iraqi officials
demonstrated the advantage of hiding a clandestine pro-
gram in plain sight when they chose al-Tuwaitha—the sole,
declared Iraqi nuclear research site inspected by the
IAEA—as the initial center of Iraq’s clandestine nuclear
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program. Indeed, al-Tuwaitha was visited every six months
by IAEA safeguards inspectors, along with two deputy di-
rectors general of the JAEA, many IAEA staff members,
and Western scientists, all of whom indicated that they
saw no suspicious activity. This openness was illusory, how-
ever. The Iraqis permitted IAEA inspectors to visit only
declared sites—that is, only portions of three of the nearly
one hundred buildings at al-Tuwaitha—while IAFA staff
and Western scientists were guided through selected labo-
ratories and forced to hold their meetings in the center’s
conference building. Although these restrictions on move-
ment could have been viewed as a warning signal, they
were not recognized as such at the time. The visitors were
“managed” through busy schedules, generous hospital-
ity, and cultural tourism.”

To fully understand the extent of the deception, one
must look at the al-Tuwaitha site map (see next page).
UN inspectors in Iraq did not see this map in its entirety
until 1991, when it was presented to them by U.S. intelli-
gence just before the IAEA Action Team’s first special
inspection. According to Dimitri Perricos, former deputy
leader of the IAEA Action Team, “It was the first time that
the IAEA was able to see the magnitude of the site”—a
site that the agency had been visiting since before the
Gulf War, twice a year for almost twenty years:

To our surprise, Tuwaitha was a very, very large center.
It was not just the three or four buildings that safe-
guards inspectors had visited before the war—the two
reactors, a small storage facility, and a small labora-
tory-scale fabrication plant. We found that there was a
whole new area of Tuwaitha where safeguards inspec-
tors had never been before. This area was only known
to those people who had access to aerial surveillance.
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false perception can also be attributed to Iraq’s deft man-
agement of the inspection visits, as well as to the
deliberately deceptive layout of the facility itself. The
placement of the buildings, the visual screening provided
by trees, and the careful routing of the internal road sys-
tem made it difficult for visitors without access to satellite
imagery to accurately gauge the size of the center and
the articulation of the buildings.”

As long as Iran remains legally bound only by
INFCIRC/153, having rejected the Additional Protocol,
it could potentially use many of the same techniques prac-
ticed by Iraq in order to deceive inspectors. Indeed, most
pre-Gulf War limitations on access and information gov-
erning inspectors in Iraq will remain in place in Iran unless
the latter decides to adopt the protocol.

CONCLUSION

In signing but not ratifying the Additional Protocol, Iran
could create a breathing space of at least several years
while the protocol is adopted by other countries. These
years would be critical to the development of an Iranian
nuclear weapons program, especially if, by taking this step,
Iran were to gain political as well as technological coop-
eration from other states, especially Russia. Within this
“semi-adoption” (signature without ratification) status,
Iran could continue to develop its nuclear capacity until
it was forced to reveal the existence of its arsenal. At that
point, it could employ either the “breakout” or “legal”
paths described earlier.

Iran may decide to ratify the Addmonal Protocol in
the future. If so, the IAEA’s best opportunity to detect a
clandestine nuclear weapons program would be an Ira-
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nian diversion of declared material that is under safeguards.
If the IAEA were to discover a discrepancy that Iran could
not resolve, the agency could initiate a special inspection or
request expanded access to clarify the discrepancy.

In light of the bitter experience and lack of political
support that the IAEA has suffered in the past, however,
it may be reluctant to either request a special inspection
or take Iran up on its “open invitation,” especially after
conducting four visits and finding nothing. Indeed, un-
less the IAEA has definitive information on undeclared
materials or prohibited activity (a “smoking gun”), it is
unlikely to resort to this sensitive, controversial measure
too often, largely because of the embarrassment that a
failure would cause.™

Special inspections also require a state’s consent re-
garding time, location, and specific rooms to be inspected.
Taking advantage of these restrictions, a state can utilize
measures such as cleaning a suspected room prior to in-
spection in order to remove any sign of clandestine
activity; if done carefully, this measure can diminish sig-
nificantly the TAEA’s inspections capacity in that room.
The new measures under Part I, however, make such de-
ception more difficult, and the risk of exposure much
higher, by granting the IAEA powers to act more quickly
and investigate the declared sites more thoroughly when
a violation is discovered.

Indeed, the probability of discovering undeclared ac-
tivities at sites in which inspections are already taking place
is much better today, with Part I already in place, than
prior to the Gulf War. The new measures, especially short-
notice inspections and location-specific sampling, allow
the agency much more intrusive means of identifying un-
declared nuclear activities.
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But Iran has not yetincorporated these measures, and
even if it were to do so, the JAEA would have no auto-
matic right to search undeclared locations—even those close
to a declared site—without clear evidence of discrepancy.

Moreover, in a state as large as Iran, the problems in-
herent in exposing undeclared nuclear activities are
particularly daunting. The IAEA cannot blindly search a
state for undeclared activity. Usually, one of three circum-
stances must come into play in order for the IAEA to
determine that it should request a special inspection and
concentrate that inspection on a specific site or area:

1. Asubstantial accident or leakage occurs in the opera-
tion of a site that exposes the undeclared activities
and is of such a magnitude as to be detected.

2. Intelligence information is supplied to the IAEA by a
member state.

3. Arandom discovery is made during a routine inspec-
tion.

Otherwise, existing techniques, including wide-area en-
vironmental sampling, have limited detection ability. As
an illustration, consider that Iran is 1.648 million km? in
area, but wide-area environmental sampling is effective
only within a range of 50 km. The effectiveness of this
technique can be further reduced by bad weather condi-
tions, infrequency of sample collection, and so forth.

The problem of limited technological capabilities is
also illustrated by the following example: an accidental
release of undeclared activity from ten to twenty centri-
fuges can be detected (1) only up to 10 km from its origin,
and (2) only if there is prior data on the background ra-
diation in the area that can be compared with the new
data. Other technical tools (e.g., satellite imagery) will
have similar limited detection capability if the IAEA does
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not have prior knowledge of the specific locations at which
undeclared activities are taking place.”

Other means that a state can employ to prevent the
IAEA from detecting its undeclared activities include
building undeclared sites either underground or within
or near a restricted area (e.g., a military base or religious
site), and concentrating uranium activities in areas where
the background radiation is already high.”” Building un-
declared facilities underground would be relatively easy
for Iran, which, in addition to mining, has maintained a
sophisticated network of tunnels over the centuries to
carry irrigation water from the mountains down to the
fields in the eastern part of the country.”

The preceding analysis raises serious questions about
the JAEA’s ability to detect nuclear activity in undeclared
sites without prior information—especially national tech-
nical means supplied by an IAEA member state—that
enables it to concentrate its safeguards efforts on a spe-
cific area, if not a specific site. Itis essential that the JAEA
possess this prior knowledge.
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Chapter 4

PROGRAM 93+2 IN
REGIONAL CONTEXT

he new IAEA verification system goes a long way to-

ward strengthening the agency’s ability to detect un-
declared activities. Even after Program 93+2 is widely
adopted, however, problems will remain—some are
rooted in the NPT verification system itself; others are
technical, political, or organizational in nature.

The advantages and disadvantages of the current IAEA
safeguards system can be compared to those in a differ-
ent kind of verification regime: a regional organization
responsible for verifying the nonproliferation of nuclear
weapons (and preferably all WMD) in the Middle East. Ex-
amples of similar organizations include: OPANAL, the
Agency for the Prohibition of Nuclear Weapons in Latin
America and the Caribbean'; ABACC, the Brazilian-Argen-
tine Agencyfor Accounting and Control of Nuclear Materials;
and EURATOM, the European Atomic Energy Community.

The notion of establishing a regional nonprolifera-
tion agreement in the Middle East has been discussed for
nearly three decades. In 1974, after the Yom Kippur War—
realizing the potential for nuclear war to break out in the
Middle East through a clash between the two superpow-
ers, and heeding the growing speculation that Israel was
developing nuclear weapons capabilities—Iran and Egypt
proposed a resolution in the UN General Assembly es-
tablishing a “nuclear weapons—free zone” (NWFZ) in the
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Middle East. In 1981, a revised resolution passed in the
General Assembly and has been readopted every year by
a consensus vote of UN member states, including all
Middle Eastern states.

On April 18, 1990, President Hosni Mubarak of Egypt
launched an initiative for expanding the idea of a NWFZ in
the Middle East into a “weapons of mass destruction—free
zone” (WMDFZ). This initiative called for the prohibition
of all forms of weapons of mass destruction, urged all Middle
Eastern countries to exchange equal commitments toward
that end, and called for the development of an accurate sys-
tem of examining the implementation of these commitments.”
This initiative has been the basis of several “track-two” diplo-
macy forums (as well as Arab League efforts) aimed at drafting
an agreement on a WMDFZ in the region.

In 1991, Israel and the Arab states held unprecedented
direct discussions on arms control issues in general and
on establishing a WMDFZ in the Middle East in particular.
These discussions took place under the auspices of the Arms
Control and Regional Security (ACRS) working group,

one of five multilateral groups formed shortly after the
opening round of the Middle East Peace Process in
Madrid in October 1991. . .. Thirteen Arab states, Is-
rael, a Palestinian delegation, and over a score of
extra-regional entities participate[d] in plenary and
intercessional meetings focusing on both conceptual
and operational confidence building and arms con-
trol measures applicable to the Middle East.?

In addition, some ACRS meetings took the form of spe-
cial site visits:

Parties toured a German nuclear power plant and
discussed the interaction between the JAEA and its
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regional verification authority, EURATOM. Parties
toured a Swiss chemical weapon verification labora-
tory and a Finnish chemical weapon verifica-
tion-related training facility as a part of a workshop
on implementation of the Chemical Weapons Con-
vention.*

At the end of 1995, however, the talks were put on hold
indefinitely, partly due to complications in the peace pro-
cess, but also due to increasing disagreement between
Israel and Egypt on the question of when to place discus-
sion of an NWFZ on the ACRS agenda.®

Specifically, Egypt argued that the nuclear issue should
be addressed immediately and called for Israel to sign
the NPT. Israel’s position, however, has been that all re-
gional security issues—including the nuclear
issue—should be handled within the context of a success-
ful regional peace process. Israel supports the eventual
establishment of a mutually verifiable NWFZ in the Middle
East. Yet, it also believes that the political realities of the
region mandate a step-by-step approach. This approach
would begin with modest confidence-building measures
aimed at creating a stable environment of peace and rec-
onciliation, followed by the establishment of peaceful
relations and, perhaps, complemented by various arms
control measures.®

From the Israeli perspective, neither a WMDFZ nor
an NWFZ can be established in a region where states
declare themselves to be at war with Israel, refuse in
principle to maintain peaceful relations with Israel, or
deny Israel’s right to exist.” Still, discussions continue
on an informal basis despite these disagreements, and
many regional parties attend numerous track-two events
per year.
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VERIFICATION CONSTRAINTS

Certain limitations are inherent in any verification pro-
cess—for example, the NPT as a multilateral treaty can
achieve only so much by means of its political, technical,
and legal tools. Indeed, the current IAEA safeguards re-
gime cannot by itself prevent a violation:

The system is designed as an early warning mechanism
to initiate the necessary procedures for remedial ac-
tion in case of violation. Under the IAEA Statute,
non-compliance with safeguards obligations is to be
reported to the United Nations Security Council for
appropriate action. . . . [S]afeguards cannot assess the
future intentions of states. The system can be analo-
gized to a radar device which can only report on the
existing situation.®

In other words, the verification system can only provide
notification if discrepancies are found.

An additional limitation of IAEA safeguards is the dif-
ficulty of finding a state in noncompliance since
inspections rarely turn up clear-cut evidence of a viola-
tion. Indeed, the accomplishments of the IAEA were
limited even under the most intrusive verification re-
gime—that which was applied in Iraq as part of UNSC
Resolution 687. This resolution conferred on inspec-
tors wide-ranging and unprecedented powers, none of
which are granted by the INFCIRC/153 or Additional
Protocol safeguards agreements.® Nevertheless, ever
since the seizure of “smoking gun documents” during
the 1991 “parking lot” incident,' most of the impor-
tant new information about Iraqi WMD development
has been provided by Iraqi defectors, not by verifica-
tion mechanisms.
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The current objectives of the IAEA, as an international
system, are to detect and deter, but a regional system must
also be able to warn. At the regional level, the threat of a
breach is tangible to each state’s immediate security, and
in aregion that suffers from bitter mistrust, even the strict-
est measures cannot produce confidence of the kind
necessary for neighboring states to feel secure; these
measures are effective only when states demonstrate po-
litical will on a long-term basis. A system that is unable to
warn of an impending violation cannot guarantee states
that they will enhance their own security by joining the
regime.

A regional framework can also treat special inspec-
tions differently. Under the IAEA verification regime, a
special inspection is considered a rare event, and one that
sharply increases political tension. A request for a special
inspection in locations identified according to the ex-
panded declaration as “having no nuclear material” must
be submitted with “specific reasons” before inspectors are
granted access by the state. Delays and disagreements as
to whether the IAEA has good reason to conduct such an
inspection are bound to ensue.

In a regional regime, a request for a special inspec-
tion is viewed less as a political tool and more as a clarifying
mechanism. Under several existing regional verification
regimes, it is the regional agency—in the event that lower-
level investigations are unsuccessful—that is responsible
for requesting a special inspection in order to investigate
complaints. For example, under the agreement for the
Conventional Forces in Europe, no explanation need ac-
company a special inspection request. Here, a special
inspection can serve as a “fact-finding mission” to clarify
and resolve situations that may be considered ambiguous
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or that may give rise to doubts about a state’s compliance
with the provisions of the treaty.!!

Two other verification measures that can be used freely
by a regional regime are random and no- or short-notice
inspections aimed at reducing the window of opportu-
nity within which a state can carry out undeclared
activities. The IAEA has never used such inspections.

ORGANIZATIONAL CONSTRAINTS

Other problems specific to the IAEA verification regime
are rooted in the agency’s organizational structure and
objectives.

Conflicting Objectives. One of the IJAEA’s primary man-
dates, according to its statute, is to promote the peaceful
uses of nuclear energy. But while the IAEA is sponsoring
extensive technical assistance programs in states such as
Iraq, Iran, North Korea, Algeria, and Libya, the agency is
also mandated to ensure that these civil programs are not
used for military purposes. Moreover, many developing
countries (especially India and Iran) believe that promot-
ing the transfer of nuclear technology should be the
TAEA’s top priority.

The tension between these two mandates is primarily
aresult of the agency’s budgetary constraints. The IAEA
has been operating under a budget with zero real growth
over the last fifteen years, while the safeguards activities it
is required to perform are growing extensively. The over-
all agency budget is currently about $230 million.

In contrast to the IAEA and its clashing objectives (at
least from a budgetary standpoint), a regional verifica-
tion organization in the Middle East must have one clear
objective: to ensure the absence of nuclear weapons and
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undeclared nuclear activities in the region. Promoting
the peaceful uses of nuclear energy should not be the
primary objective of such a regime.

Political Considerations. Other organizational problems
specific to the IAEA derive from the international nature
of the agency. In international regimes, issues such as de-
fining what constitutes “cheating,” determining who is
threatened by such deception, and deciding how seriously
violators should be treated have become complicated po-
litical decisions. Noncompliance by certain states may pose
little or no security threat to other states party to the treaty.
Accordingly, Middle Eastern parties to the NPT have
shown little interest in decrying North Korean noncom-
pliance, just as East Asian states have shown little
interest in the Iraqi problem. Cheating that does not
put states at material risk is unlikely to result in an act of
political enforcement.?

In a regional verification system, however, a violation
by a state would not be met with indifference. The threat
that a violation poses to regional stability—or even the
less immediate danger of a proliferation chain effect—
would impel member states to take immediate action
minimizing the threat.

Nondiscrimination. Because the IAEA is required to
function under the norms of an international organiza-
tion, itis also obliged to adhere to the nondiscrimination
rule, which poses another structural problem. In the con-
text of the application of safeguards, the nondiscrimination
rule means that the number, intensity, duration, timing, and
mode of routine IAEA inspections performed under
INFCIRC/ 153 are determined by quantitative criteria such
as the amount and form of nuclear material a state pos-
sesses, the effectiveness of a state’s accounting and control
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systems, and the characteristics of a state’s nuclear fuel
cycle. Thus, when the IAEA decides on how many inspec-
tions to conduct or what measures to apply, it does not
take into account factors such as the risk of proliferation
or diversion because these are not quantifiable criteria.
This problem resulted in an absurd situation at the time
of the Gulf War, during which more than 80 percent of
the IAEA’s inspections budget was allocated to carrying
out inspections in states whose highly developed
nuclear energy programs did not raise proliferation
concerns (e.g., Canada, Japan, and members of the Eu-
ropean Community).

The Additional Protocol does attempt to address this
problem, in that the expanded declaration that each mem-
ber state is required to submit “would not be verified
systematically or mechanistically.” The meaning of this
provision awaits clarification by IAEA practice, but appar-
ently the agency would, under this protocol, be able to
enforce safeguards less on the basis of correct qualitative
accounting (especially in states not considered to be a
proliferation risk) than on the basis of a country’s non-
proliferation credentials.

Political pressure to observe the nondiscrimination
criteria, however, may force the IAEA to take the path of
narrow legal interpretation, using its right of complemen-
tary access to verify the expanded declaration only when
inconsistencies arise. With this approach, the IAEA is of-
ten accused of maintaining a “don’t rock the boat” policy;
that is, inspections seek to confirm compliance, not to
discern noncompliance, while inspectors are not encour-
aged to question activities or facilities outside of defined
strategic points. According to several pre-Gulf War in-
spectors in Iraq, asking too many questions often led to
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difficulties with both Iraqi officials and IAEA headquar-
ters'®; some would say that this problem persists today.

Nondiscrimination limitations on the JAEA also con-
strain the agency in its selection of inspectors because it
must take into account national and geographical distri-
bution. Moreover, the IAEA is limited by previously
mentioned budgetary problems.

Under a regional verification system, mutual inspec-
tions serve to counter this problem. A mutual inspection
is more effective than an international inspection for at
least three reasons.' First, in the regional model, states
have the freedom to choose the best professionals from
relevant fields without the same constraints as an interna-
tional organization (e.g., budgetary limitations,
nondiscrimination rules). Second, in the regional model,
inspectors are more highly motivated to search for viola-
tions. Intrinsically, mutual inspections tend to foster an
atmosphere in which investigations are carried out in a
technically sound manner, not merely “by the book.” In
principle, because inspectors’ motivations are free from
conflicting interests, neither their sponsoring states nor the
regional organization itself suffer political embarrassment
in searching for or discovering violations.

Third, under a mutual verification system, inspectors
have access to a broad base of information and support.
Within such a system, inspectors go into the field with
the full institutional backing of their country (and their
country’s intelligence services).

PoLiTicAL CONSTRAINTS

Lack of political support is another limitation of the
IAEA. The agency is not the secretariat of the NPT, nor
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is it empowered to enforce NPT compliance. Rather,
in order to commence a special inspection that is re-
fused by a state, the IAEA needs the backing of the
UNSC, a political body whose five permanent members
often act according to conflicting interests and inter-
nal power struggles. In effect, the UNSC is virtually
useless in the face of noncompliance if there is no
agreement among, and support from, all five perma-
nent members. The result of such impotence is visible
in the current UNSC deadlock over Iraq, or in the past
impasse over North Korea.

The decisionmaking process within a regional orga-
nization is different. In this kind of regime, decisions are
made by state members directly responsible for ensuring
‘the application of the original agreement, which in turn
is aimed at strengthening the security and stability of the
region. Although a regional mechanism represents par-
ticipants’ individual interests, it is also responsible for
dealing with the localized consequences of noncompli-
ance. Decisions are not made by a political body removed
from the region, with political or economic interests that
are sometimes irrelevant to nonproliferation.

TECHNICAL CONSTRAINTS

The IAEA is also limited by technical constraints, some of
which have been mentioned. Expert analysis by the U.S.
Department of Energy’® confirmed recently that the 8-kg
plutonium threshold set in the 1960s is now too high and
should be lowered,® as the new, more advanced methods
of assembling a nuclear explosive device require only 4
kg of plutonium.'” Lower thresholds, however, would have
required a tremendous increase in the number of inspec-
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tions, so many that the IAEA might have found it difficult
to carry them out.’

Moreover, since the TAEA lacks direct expertise on
nuclear weapons,

itrelies on the nuclear-weapon states for technical advice
on matters such as the appropriate definition of [a sig-
nificant quantity]. Existing definitions date back to . . .
the mid-1960s; in the absence of subsequent guidance,
the IAEA had no basis to revise them. . . . In 1990, [IAEA]
Director General Blix asked the nuclear-weapon states to
provide updated guidance on whether the definitions
should be revised. He received no response.'

States putting their security in the hands of an interna-
tional regime such as the IAFA find it difficult to tolerate
the agency’s limited ability to adapt to changing realities.

A similar problem with technical adaptation lies in
the area of timely detection. The IAEA defines timely de-
tection as “the estimated time that would be needed to
convert diverted material into components of a nuclear
explosive device.” The timeframes vary “according to the
nature of the material: . . . 7-10 days for plutonium or
high-enriched uranium in metallic form (the so-called
‘direct-use’ material); 1-3 months for plutonium in spent
reactor fuel; and about one year for natural or low-en-
riched uranium.” But if “timely” as understood in the
U.S. Nuclear Nonproliferation Act (1978) should also al-
low for “diplomatic action to prevent the fabrication and
insertion of the diverted material into a first bomb,” then
the threshold for detection time should be “even shorter
than conversion time, in order to allow for evaluation and
response.”! Here, however, as in the case of “significant
quantity,” the JAEA has received no new formal technical
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guidance from member states and therefore has not yet
updated the frequency of its inspections.

PARTICIPATION CONSTRAINTS

Other IAEA limitations are rooted in Program 93+2 it-
self. One such obstacle is limited participation. As
mentioned previously, there is no timeframe within which
an INFCIRC/153 state must adopt the Additional Proto-
col, and the TAEA is not currently active in persuading
states to adopt it. As of May 2002, 61 of the 187 NPT states
had signed the protocol, and only 25 had taken the steps
necessary for it to enter into force (see appendix 3).

The membership of states whose participation is
deemed importantis one fundamental of a nonprolifera-
tion regime’s effectiveness. Overall participation in the
Additional Protocol is currently at 30 percent, and only
one Middle Eastern state has adopted the protocol. Such
participation levels are not sufficient to either strengthen
the acceptance of nonproliferation as a norm or reassure
those states that hoped to enhance their security by join-
ing the regime.

Regional arrangements are even more dependent on
the participation of key states. Unlike the Additional Pro-
tocol—in which individual states are responsible only for
the entry into force of their own agreement with the
IAEA—regional NWFZ agreements do not effectively en-
ter into force until those states with the most advanced
nuclear programs become full members. This was true in
the case of the Treaty of Tlatelolco, which Argentina and
Brazil fully adopted only twenty-five years after it was
opened for signature. Negotiations pertaining to the

- Pelindaba Treaty (the African Nuclear Weapon-Free Zone
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Treaty) began in 1962 but did not conclude until 1996,
following South Africa’s decision to dismantle its nuclear
weapons and join the NPT as a NNWS in 1995.

The Middle East is even more problematic in this sense

because some states in the region (including Iran) do not

recognize Israel’s right to exist and thus refuse even to sit

at the same negotiating table with Israeli counterparts.?

These kinds of participation constraints make a regional
agreement seem unrealistic in the current political reality.
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Conclusion

You change for only two reasons: you learn enough that you
want to, or you hurt enough that you have to.

—Randall D. Worley

Program 93+2 represents an important step in strength-
ening efforts to prevent the proliferation of nuclear
weapons. In the 1990s, the international community faced
a severe crisis with the discovery that the existing IAEA
safeguards system failed to detect the clandestine Iraqi
and North Korean nuclear programs. The Program 93+2
initiative to strengthen IAEA detection capabilities by ex-
panding the agency’s mandate was birthed from this crisis,
and from the recognition that these two states, although
parties to the NPT and certified to be in full compliance
with the treaty’s safeguards obligations, had successfully
developed clandestine nuclear weapons programs by us-
ing an impressive variety of deception and denial
techniques.

Program 93+2 can and should bring about a more
reliable verification regime toward precluding a recur-
rence of the Iraq and North Korea experiences. In this
regard, the program brings some important new powers
to the JAFA in terms of detecting undeclared activities.
Part I of Program 93+2 provides measures that, although
extant under the IAEA’s old mandate, had not previously
been implemented; these measures are aimed at expos-
ing undeclared activities in declared sites as well as
preventing diversion of declared materials from those
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sites. Part II (the Additional Protocol) provides the IAEA
with measures facilitating the exposure of undeclared
activities in undeclared sites, a right that the agency did
not previously possess.

Yet, Program 93+2 addresses only two of the paths,
parallel program and diversion, available to a state pur-
suing nuclear weapons development. The other
available paths, especially an open violation of or with-
drawal from the NPT, remain unaddressed by the
Additional Protocol. Although the existence of unad-
dressed paths is a serious concern, the related problems
(and their solutions) are concentrated at the political
and legal—not the technical or safeguards—Ilevels, and
thus fall outside the IAEA mandate and the scope of
this paper. The effectiveness of future IAEA safeguards
with regard to the paths that the Additional Protocol
does cover will depend to a great extent on both IAEA
decisiveness and the political support that the agency
receives from both JAEA member states and the UNSC.
Under the old safeguards system, the IAEA conducted
its verification missions according to nondiscrimination
criteria, spending 80 percent of its efforts in states
whose highly developed nuclear energy programs did
not raise proliferation concerns (e.g., Canada, Japan,
and members of the European Community).

But under the Additional Protocol, the IAEA can
manage its verification efforts with less concern for non-
discrimination criteria, focusing more on a country’s
nonproliferation credentials. Such a proactive attitude
would reduce the ability of a state to use deception or
denial techniques without being detected. As of today,
the JAEA has chosen to avoid conflict or situations that
might cause embarrassment to inspected states. But the
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effectiveness of the new safeguards regime will rest on
the agency’s determination to adopt a “no trust” posture,
conducting no-notice or special inspections even in
INFCIRC/ 153 states.

Alternatively, the [AEA may choose to continue avoid-
ing conflict by adopting a narrow legal interpretation of
the protocol, using its right to complementary access only
on an event-driven basis, after inconsistencies have arisen.
The agency is effectively choosing a passive option when
it waits for discrepancies to arise rather than searching
for them, or when it concentrates on verifying a given
declaration’s correctness alone, ignoring its completeness.

Because Iran rejects any allegations that it is develop-
ing nuclear weapons, its policy toward the Additional
Protocol can be viewed as a test case with regard to the
country’s NPT and other nonproliferation commitments.
If Iran enters directly or indirectly into negotiations with
the JAEA on the adoption of the Additional Protocol, any
resulting agreement should include a timetable for both
signature and ratification, since Iran will delay accession
whether or not it chooses to develop nuclear weapons. If
Tehran does not intend to develop a clandestine program,
it will delay by making its signature conditional upon
maximizing political gains, technical cooperation, and eco-
nomic support.

Alternately, should Iran choose to embark on a
nuclear weapons program, it will sign, but not ratify,
the protocol only after it overcomes all technical obstacles
to the production of a nuclear weapon, obtains all the
necessary materials, and, more likely than not, enters the
early stages of fissile material production. Although Iran
would be considered a party in good faith to the Addi-
tional Protocol’s obligations if it signed without ratifying,
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from a practical standpoint the IAEA would not have the
right to employ the protocol’s verification and enforce-
ment measures. Until Iran does ratify, the country’s de
facto safeguards obligations will remain limited to
INFCIRC/153 (the IAEA’s model full-scope safeguards
agreement). Since the Iranian government has not yet
incorporated Part I measures from Program 93+2, Iran’s
safeguards status is currently identical to that of Iraq
prior to the Gulf War.

Even in the unlikely event that Iran decides to ratify
the Additional Protocol, it is highly improbable that the
IAEA would be able to detectillicit activities in undeclared
sites that do not intersect with Iran’s safeguarded civil
nuclear program if no specific information on the viola-
tion is provided by an IAEA member state. A declaration
by Iran that obliges it to avoid the enrichment, reprocess-
ing, production, or acquisition of fissile material would
be desirable; but Iran’s agreement to this kind of declara-
tion would probably only be achieved in the context of a
bilateral cooperation agreement with another state. Still,
such a precaution would reduce, but not fully eliminate,
the possibility of Iran misusing the verification regime.

A regional nonproliferation regime might be a better
option for the Middle East than an international regime
because it offers flexibility with regard to adopting mea-
sures more relevant to the region, such as mutual
inspections and lower thresholds for the triggering of safe-
guards. Given the special circumstances of the Middle
East—where a relatively small amount of nuclear mate-
rial exists and where suspicions about noncompliance are
high'—these kinds of measures would not only increase
the regional regime’s ability to prevent the diversion of
material sufficient to develop a nuclear device, but also

80 THE WASHINGTON INSTITUTE FOR NEAR EAsT PoLicy



Iran’s Nuclear Program and the IAEA

strengthen the confidence of member states in the
regime’s ability to detect violators.

Because today a regional approach in the Middle East
seems more hypothetical than ever, the Additional Proto-
col remains the best available mechanism in the region
for restricting a state’s ability to develop nuclear weap-
ons. Although no system is foolproof, a stronger IAEA
verification regime can build barriers and raise the price
that Iran or any other state must pay—in money, time,
and manpower—in order to successfully develop a clan-
destine nuclear program.

NoOTES

1. As of this writing, IAEA safeguards apply to nineteen nuclear
sites in the Middle East (including nuclear power and research
reactors). See the table “Facilities under Agency Safeguards or
Containing Safeguarded Material on 31 December 2000,” an
addendum to the IAEA’s Annual Report for 2000; available online
(www.iaea.org/worldatom/Documents/Anrep/Anrep2000/
table18_ext.pdf).
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Appendix 1: Iran’s Nuclear Facilities under IAEA Safeguards Agreements or Subject
to IAEA Visits (see map, opposite page)

Location | Name Type Under safeguards Comments
(subsidiary arrange-
ments in force)
Bonab Bonab Atomic Energy | Research on nuclear - Visited by IAEA director general Hans Blix in
Research Center technology for agricul- July 1997
tural uses
Bushehr | Bushehr 1 Power reactor Not yet Included in the Feb. 1992 TAEA visit; since
nuclear materials have not yet been introduced,
Bushehr 2 Power reactor Not yet IAFA safeguards are not applied
Esfahan | MNSR Research reactor + Subsidiary arrangements completed after 1994
HWZPR Research reactor Subsidiary arrangements completed after 1994
LWSCR Research reactor
GSCR Research reactor -
Fuelfabrication laboratory |- Subsidiary arrangements not yet completed
Qazvin Moallem Kalayeh Training/recreation facility |- Included once in the Feb. 1992 TAEA visit
Ramsar Nuclear research Research on nuclear - Visited by IAEA director general Hans Blix in
center radioactivity July 1997
Tehran TRR Research reactor +
Sharif University of Alleged uranium - Included once in the Nov. 1993 IAEA visit
Technology centrifuge facility
University of Tehran | Uranium-ore - Included once in the Feb. 1992 IAEA visit
concentration facility
Yazd Uranium deposits - Included once in the Feb. 1992 IAEA visit
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Appendix 2: Measures Adopted under Program 93+2

Category of Measure Measures to be Measures proposed

Measure implemented under | for implementation
existing legal under complemen-
authority (Part I) tary legal authority

(Part II)

Broader Expanded | 1. Information on the SSAC INFCIRC/153 paras.

Access to Declaration 7,31, 32, 81(b);

Information GOV/2784 para. 34

2.a. Information on past nuclear activities (decommissioned
nuclear facilities and existing historical records on production
of nuclear material) relevant to assessing the state’s declara-
tions of present nuclear activities, including the completeness
and correctness of its initial report

INFCIRC/153 paras.
3, 62; GOV/2784
para. 35

2.b. Information presently routinely provided:

(i) design information and modifications thereto, including
closed-down but not decommissioned facilities;

(ii) accounting and operating records;

(iii) accounting and special reports; and

(iv) operational programs

INFCIRC/153 paras.

42-50, 51-58, 59-65, 67-

69, 64(b); GOV/2784
para. 34

2.c.(i). Description of the nuclear fuel cycle and other nuclear
activities involving nuclear material

INFCIRC/ 153 para.
81(c); GOV/2784
para. 36

Source: Adapted from “Annex I, A Summary of the Legal Evaluation of Measures Proposed for Strengthened and More Cost-Effective Safeguards,” in Strengthening
the Effectiveness and Improving the Efficiency of the Safeguards System—Proposals for Implementation under Complementary Legal Authority: A Report by the Director General
(IAEA document GOV/2863), May 6, 1996. Copyright 1996 by the IAEA (Vienna, Austria). Permission for republication must be obtained.
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Category of Measure Measures to be Measures proposed

Measure implemented under for implementation
existing legal under complemen-
authority (Part I) tary legal authority

(Part IT)

Broader Expanded | 2.c.(ii). Description, status, and location of nuclear fuel cycle- | INFCIRC/153 paras.

Access to Declaration | related R&D (hereinafter referred to as nuclear R&D) activities | 42-46, 49; GOV /2784

Information involving nuclear material at nuclear facilities and other para. 37

locations containing nuclear material (I.OFs)

2.c.(iii). Description, status, and location of nuclear R&D
activities owned, funded, or authorized by the state, not
involving nuclear material, wherever located, and related to
specified parts of the fuel cycle and, additionally, all such
activities in the state specifically related to enrichment,
reprocessing of nuclear fuel, and treatment of waste contain-
ing nuciear material

(para. 51(a))
GOV/2784 para. 37

2.c.(iv). Information, as may be agreed with the state, on
specified operational activities additional to that required
under INFCIRC/153 (see 2.b.(iv) above)

(para. 51(b))
GOV/2784 para. 38

2.c.(v). Description, contents, and use of each building on
sites of nuclear facilities or ILOFs; upon specific IAEA
request and based on every reasonable effort by the state,
information on activities at locations identified by the JAEA
outside such site

In limited cases, de-
pending on the con-
figuration of the facil-
ity or LOF; INFCIRC/
153 paras. 42-46, 49;
GOV/2784 para. 39

(para. 51(c))
GOV/2784 para. 39

Continued on next page
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Appendix 2, continued

para. 34(c) material, some exempted material, and some
material on which safeguards are terminated

81(c); GOV/2784
para. 36

Category of Measure Measures to be Measures proposed
Measure implemented under for implementation
existing legal under complemen-
authority (Part I) tary legal authority
(Part IT)
Broader Expanded | 2.c.(vi). Identity, location, description, status, present annual (para. 51(d)) GOV/
Access to Declaration | production, and approximate annual production capacity for 2784 para. 39
Information the manufacture, assembly, and maintenance of specified items
directly related to the operation of nuclear facilities, LOFs, or
nuclear R&D activities
2.c.(vii). Location, operational status, present annual produc- (para. 51(e)) GOV/
tion, and approximate annual production capacity of uranium 2784 para. 39
and thorium mines .
2.c.(viii). Information on other nuclear material and uranium- | Partially covered by (para. 51(f)) GOV/
and thorium-containing materials, including pre-INFCIRC/153 | INFCIRC/ 153 para. 2784 para. 39

2.c.(ix). Import and export information on specified equip-
ment and nonnuclear material specified in GOV/2629 and on
such other equipment and nonnuclear material as may be
specified by the IAEA board of governors

(para. 51(g)) GOV/
2784 para. 40

3.a. Early provision of design information in accordance with
GOV/2554/Attach.2/Rev.2

INFCIRC/153 paras.
42, 45, 49; GOV/2784
para. 41
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Category of Measure Measures to be Measures proposed
Measure implemented under for implementation
existing legal under complemen-
authority (Part I) tary legal authority
(Part IT)
Broader Expanded | 3.b. Planned activities owned, funded, or authorized by the (para. 52(a)) GOV/
Access to Declaration | state for the further development of the nuclear fuel cycle 2784 para. 41
Inf ti .
nlofmation 3.c. Description of planned nuclear R&D activities owned, (para. 52(b)) GOV/
funded, or authorized by, or otherwise coming to the knowl- 2784 para. 41
edge of, the state
Environ- For ad hoc inspections at locations where the initial report or | INFCIRC/153 paras.
mental inspections carried out in connection with it indicate that 6, 74(d), 74(e), 76(a);
Sampling nuclear material is present GOV/2784 paras. 51-54

For routine inspections at strategic points

INFCIRC/153 paras.
6, 74(d), 74(e), 76(c);
GOV/2784 paras. 51-54

For special inspections at the locations where these take place

INFCIRC/153 paras.
6, 74(d), 74(e), 77;
GOV/2784 paras. 51-54

For design information verification at any location to which the
agency has access for design information verification

INFCIRC/ 153 paras.
6, 47, 48; GOV/2784
para. 55

During access under complementary legal authority to places
and locations identified below under complementary access

(paras. 53-58) GOV/
2784 para. 54

Continued on next page
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Appendix 2, continued

Category of Measure Measures to be Measures proposed

Measure implemented under for implementation
existing legal under complemen-
authority (Part I) tary legal authority

(Part IT)

Broader Improved |Improvements in the agency’s information analysis methods INFCIRC/153 para.

Access to Analysis of 90; GOV/2784

Information | Information para. 63

Increased Comple- Access to any place (beyond strategic points) on a site contain- INFCIRC/153 paras. (paras. 61(a), 62-65)

Physical mentary ing a nuclear facility or LOF, including sites with closed-down fa- | 48, 76(a); GOV/2784 | GOV/2784 paras.

Access Access? cilities and LOFs; access to decommissioned facilities and LOFs | paras. 75-76 74-75

Access to other locations identified in the expanded declara-
tion as containing other nuclear material or material contain-
ing uranium or thorium (2.c.(vii) and 2.c.(viii))

(paras. 61(b), 66-67)

Access, upon IAFA request and taking into account any
constitutional obligations of the state regarding proprietary
rights or searches and seizures, to locations identified in the
expanded declaration as containing nuclear R&D (2.c.(iii))
and locations involving specified items directly related to the
operation of nuclear facilities, LOFs, or nuclear R&D (2.c.(vi))

(paras. 61(c), 68-69)
GOV/2784 para. 77

Access, upon JAEA request and taking into account any
constitutional obligations of the state regarding proprietary
rights or searches and seizures, to locations in addition to the
above for environmental sampling

(paras. 61(d), 70)

*These proposals are not intended to affect the IAEA’s right to implement special inspections.
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Category of

Measure

Measure

Measures to be
implemented under

Measures proposed
for implementation

existing legal under complemen-
authority (Part I) tary legal authority
(Part II)
Increased | Comple- Access, as the state may choose to offer, in addition to that
Physical mentary described above, to any location in the state which the IAEA
Access Access considers may be of safeguards relevance (see paras. 61(e), 71
of this document)
No-Notice Unannounced (no-notice) routine inspections at strategic INFCIRC/153 para. 84;
Access points within the sites of nuclear facilities and LOFs GOV/2784 para. 86
No-notice access to any other place on the site of a nuclear (para. 63) GOV/
facility or LOF when carried out during a DIV visit or inspec- 2784 para. 86
tion of the facility or LOF
Optimal Safeguards | Use of unattended equipment INFCIRC/153 paras. 6,
Use of the | Technology 74(e), 81(e)
Present Advances Remote transmission of inspection data INFCIRC/153 paras. 6,
System 74(e), 81(e)
Remote monitoring of safeguards equipment INFCIRC/153 paras. 6,
74(e), 81(e)
Increased The SSAC carries out activities that enable the IAFA to INFCIRC/153 paras. 3,
Coopera- conduct inspection activitics 7, 81, 81(b)
tion with The IAFEA and the SSAC may carry out selected inspection INFCIRG/153 paras. 3,
States and | activities jointly 31
SSACs The IAEA and the SSAC may carry out selected support INFCIRC/ 153 paras. 3,
activities jointly 31

Continued on next page
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Appendix 2, continued

Category of Measure Measures to be Measures proposed
Measure implemented under for implementation
existing legal under complemen-
authority (Part I) tary legal authority
(Part IT)
Optimal Increased | Use of simplified procedure for designation of inspectors (paras. 72-73) GOV/
Use of the | Coopera- 2784 para. 102
Present tion with GOV/2807 para. 54
System States and Multiple-entry visa, long-term visa, or visaless entry for Necessary for
SSACs inspectors on inspection unannounced routine
inspections; INFCIRC/
153 paras. 84, 86
GOV/2784 para. 86
Use of systems for independent direct communication In states where such In states where such
(including satellite systems) between the field and systems are available; | systems are not
headquarters INFCIRC/153 paras. | available; (paras. 72-
3,88 73) GOV/2784
para. 102 GOV/
2807 para. 54
Safeguards | Significant quantities of nuclear material INFCIRC/153 para. 28
Parameters

Conversion/detection times

INFCIRC/153 para. 28

Starting point of safeguards

INFCIRC/153 para.
34(c)




Appendix 3: Status of Additional Protocol States'

State Board Approval Date Signed In Force
Andorra Dec 7, 2000 Jan 9, 2001

Armenia Sept 23, 1997 Sept 29, 1997

Australia Sept 23, 1997 Sept 23, 1997 Dec 12, 1997
Austria? June 11, 1998 Sept 22, 1998 *

Azerbaijan June 7, 2000 July 5, 2000 Nov 29, 2000
Bangladesh Sept 25, 2000 March 30, 2001 March 30, 2001
Belgium?® June 11, 1998 Sept 22, 1998

Bulgaria Sept 14, 1998 Sept 24, 1998 Oct 10, 2000
Canada June 11, 1998 Sept 24, 1998 Sept 8, 2000
China Nov 25, 1998 Dec 31, 1998 March 28, 2002
Costa Rica Nov 29, 2001 Dec 12, 2001

Croatia Sept 14, 1998 Sept 22, 1998 July 6, 2000
Cuba Sept 20, 1999 Oct 15, 1999

Cyprus Nov 25, 1998 July 29, 1999

Czech Republic Sept 20, 1999 Sept 28, 1999

Denmark? June 11, 1998 Sept 22, 1998

Ecuador Sept 20, 1999 Oct 1, 1999 Oct 24, 2001
Estonia March 21, 2000 April 13, 2000

Finland? June 11, 1998 Sept 22, 1998 *

France? June 11, 1998 Sept 22, 1998

Georgia Sept 23, 1997 Sept 29, 1997

Germany? June 11, 1998 Sept 22, 1998 *

Ghana June 11, 1998 June 12, 1998 provisional
Greece? June 11, 1998 Sept 22, 1998 *

Guatemala Nov 29, 2001 Dec 14, 2001

Haiti March 20, 2002

Holy See Sept 14, 1998 Sept 24, 1998 Sept 24, 1998
Hungary Nov 25, 1998 Nov 26, 1998 April 4, 2000
Indonesia Sept 20, 1999 Sept 29, 1999 Sept 29, 1999
Ireland? June 11, 1998 Sept 22, 1998

! Updated to May 1, 2002; adapted from “Strengthened Safeguards System: Status of Addi-
tional Protocols,” www.iaea.org/worldatom /Programmes/Safeguards/sg_protocol.shtml.
Copyright 2002 by the IAFA (Vienna, Austria). Permission for republication must be ob-

tained.

Continued on next page

2 All 15 EU states have concluded Additional Protocols with EURATOM and the IAEA.

* The IAEA has received notification from these states that they have fulfilled their own
internal requirements for entry into force. The Additional Protocol will enter into force
on the date the agency receives written notification from the EU states and EURATOM

that their respective requirements for entry into force have been met.
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Appendix 3, continued

State Board Approval Date Signed In Force
Italy? June 11, 1998 Sept 22, 1998

Japan Nov 25, 1998 Dec 4, 1998 Dec 16, 1999
Jordan March 18, 1998 July 28, 1998 July 28, 1998
Latvia Dec 7, 2000 July 12, 2001 July 12, 2001
Lithuania Dec 8, 1997 March 11, 1998 July 5, 2000
Luxembourg? June 11, 1998 Sept 22, 1998

Monaco Nov 25, 1998 Sept 30, 1999 Sept 30, 1999
Mongolia Sept 11, 2001 Dec 5, 2001

Namibia March 21, 2000 March 22, 2000

Netherlands? June 11, 1998 Sept 22, 1998 *

New Zealand Sept 14, 1998 Sept 24, 1998 Sept 24, 1998
Nigeria June 7, 2000 Sept 20, 2001

Norway March 24, 1999 Sept 29, 1999 May 16, 2000
Panama Nov 29, 2001 Dec 11, 2001 Dec 11, 2001
Peru Dec 10, 1999 March 22, 2000 July 23, 2001
Philippines Sept 23, 1997 Sept 30, 1997

Poland Sept 23, 1997 Sept 30, 1997 May 5, 2000
Portugal® June 11, 1998 Sept 22, 1998 *

Republic of Korea | March 24, 1999 June 21, 1999

Romania June 9, 1999 June 11, 1999 July 7, 2000
Russia March 21, 2000 March 22, 2000

Slovakia Sept 14, 1998 Sept 27, 1999

Slovenia Nov 25, 1998 Nov 26, 1998 Aug 22, 2000
Spain® June 11, 1998 Sept 22, 1998 *

Sweden? June 11, 1998 Sept 22, 1998 *
Switzerland June 7, 2000 June 16, 2000

Turkey June 7, 2000 July 6, 2000 July 17, 2001
Ukraine June 7, 2000 Aug 15, 2000

United Kingdom? | June 11, 1998 Sept 22, 1998 *

United States

June 11, 1998

June 12, 1998

Uruguay Sept 23, 1997 Sept 29, 1997

Uzbekistan Sept 14, 1998 Sept 22, 1998 Dec 21, 1998
Totals 62 61 25

Other Parties Board Approval Date Signed In Force
Euratom June 11, 1998 Sept 22, 1998
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