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yber is emerging as Tehran’s weapon of choice for dealing with domestic opponents and for-

eign adversaries. For more than a decade, the Islamic Republic has waged a relentless cyber-

spying campaign against Iranian opponents of the regime. Moreover, following the discovery

in 2010 of cyberattacks on its nuclear program, and the imposition of new sanctions on its oil and

financial sectors in 2011 and afterward, it conducted retaliatory cyberattacks against petroleum-sec-

tor targets in Saudi Arabia and against the U.S. financial sector. Meanwhile, it dramatically ramped

up cyber reconnaissance efforts against foreign officials engaged in Iran policy, particularly in the

United States, and critical infrastructure in the United States and elsewhere. These events underscore

the growing importance that Tehran attaches to its cyber capabilities, which are likely to assume an

even greater role in the coming years.

What explains Iran’s growing interest in cyber? First,
it fits well with elements of its strategic culture: a pref-
erence for ambiguity, standoff, and indirection when
conducting potentially high-risk activities—enabling it
to better manage this risk. Second, international cyber
norms remain inchoate, providing Iran with margin
for maneuver in this domain. Third, Iran hopes to
shape these emerging cyber norms, so that its cyber-
spying and offensive cyber operations become a tol-
erated form of behavior, much as its use of terrorism
is tolerated by many members of the international

community. Iran also uses cyber to demonstrate U.S.
impotence in the face of Tehran’s defiance of Wash-
ington—recalling Ayatollah Ruhollah Khomeini’s slo-
gan during the 1979-80 embassy hostage crisis that
“the United States cannot do a damn thing.”

While nuclear technology has been around for more
than half a century and is a status symbol of the old
international order, cyber is cutting-edge and a har-
binger of the future; it is important for Iran to demon-
strate mastery of both forms of high-tech Great Power
achievement. Thus, Iran’s cyber activities support
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the regime’s narrative that the Islamic Republic is an
emerging scientific and technological force' whose
cyber achievements are second only to cyber super-
powers Russia, China, and the United States.? Indeed,
Iran is blessed with world-class human capital in the
science, technology, engineering, and math (STEM)
disciplines.® Its best universities turn out large numbers
of first-rate students who have repeatedly placed high
in recent informatics and other STEM olympiads.* lts
main problem is holding on to this talent; political and
economic conditions at home and tempting opportu-
nities abroad often cause graduates to seek employ-
ment overseas.®

Finally, in the wake of the nuclear deal between
the P54+ 1/EU and Iran, the latter has been testing to
see what kind of activities it can get away with without
jeopardizing sanctions relief and foreign investment.
It has continued with the covert procurement of tech-
nology for its missile and nuclear programs,® reckless
naval posturing in the Persian Gulf,” provocative mis-
sile launch exercises,® and arms transfers to proxies
and allies in Syria and Yemen? in violation of the spirit,
if not the word, of the nuclear accord and UN Security
Council Resolution 2231. Cyber may provide Iran with
an additional means of asserting itself, pushing back,
and intimidating others that the United States and its
allies might find difficult to effectively counter.

Evolving Cyber Capabilities

Iran’s current cyber capabilities can trace their ori-
gins to the patriotic nationalist “hacktivist” collectives
of a decade ago, such as Ashiyane, Shabgard, and
Simorgh, that regularly defaced the websites of for-
eign organizations and governments deemed hostile
to Iran. Many members of these groups were eventu-
ally coopted by the regime (perhaps in some cases
coerced), continuing their operations under the ban-
ner of the “Iranian Cyber Army.”'® Meanwhile, during
this period the regime moved to rein in the country’s
struggling reform movement and counter what Ayatol-
lah Khamenei calls “soft warfare”—the alleged infiltra-
tion of subversive foreign cultural influences to under-

mine the social cohesion and legitimacy of the Islamic

Republic—by closing reformist newspapers, harassing
and arresting prominent reformists and bloggers, cen-
soring and restricting access to the Internet, and jam-
ming foreign radio and satellite TV transmissions. '

The events of the 2009 Green revolution, or “sedi-
tion,” as Iranian government officials call it, served as
a wakeup call for the regime, due to the opposition’s
reported use of social media to organize anti-regime
protests—although subsequent assessments tended to
downplay the role of social media during the unrest.!?
In response to these events, groups like the Iranian
Cyber Army increased their attacks on websites asso-
ciated with the reform movement and opposition
groups, while the government strengthened its exist-
ing cyber surveillance capabilities, imposed restric-
tions on social media—Ilimiting its use to government
officials—and intensified Internet censorship. It also
doubled down on plans to create a national computer
operating system based on Linux (initiated in 2012),
a national email service (initiated in 2013), and a
national Internet, unconnected to the World Wide Web
(expected to be operational sometime after 2019), to
enhance cyber security in Iran.™

A second shock came with the discovery of the
Stuxnet virus in Iran in 2010. Reportedly created and
launched by the United States and Israel in 2008, Stux-
net is believed to be the first use of an offensive cyber
weapon to cause physical damage to an industrial facil-
ity—in this case, to sabotage Iran’s nuclear program
and obviate the need for a conventional military strike
to disrupt it.'* Stuxnet is believed to have destroyed
more than a thousand centrifuges enriching uranium at
Natanz, delaying Iran’s nuclear program by a year or
more and slowing down the rate at which Iran was able
to increase enrichment during the period the virus was
active.!® The attack may have had broader operational
and political impacts (e.g., disruptions caused by the
hunt for those who facilitated the sabotage), but little
is known about these at present. Stuxnet did not do
more damage, at least in part, because the malware
was designed to operate undetected, inducing centri-
fuge failure in a way that would be attributed to mate-
rial fatigue or design flaws, and not to a cyberattack,
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and because it missed the most productive cascades at
Natanz.'® Had Stuxnet not been detected as a result of
an apparent flaw in its design, it would have continued
imposing incremental costs and delays on the Iranian
nuclear program—albeit in a way that would probably
have precluded dramatic results.

Further shocks followed. In September 2011 and
again in May 2012, two forms of advanced spyware,
Duqu and Flame, respectively, were discovered on
computer networks in Iran. While Duqu is reportedly
related to Stuxnet, Flame is a different animal alto-
gether, deemed by one cybersecurity lab as the most
complex piece of malware known at the time. Both are
said to be used for cyberspying and network recon-
naissance. The discovery of Duqu and Flame may
have indicated that Iran’s enemies were planning
additional disruptive or destructive attacks.' Flame
was apparently discovered on computers in Iran’s Min-
istry of Petroleum after the latter was hit by a cyberat-
tack in April 2012. The ministry’s website went off-line
for several days, although oil and gas production and
exports are not believed to have been disrupted.'®

To better enable the Islamic Republic to deal with its
cyber challenges, Supreme Leader Ali Khamenei ordered
the creation of the Supreme Council of Cyberspace in
March 2012, to consolidate cyber decisionmaking in a
single body that answered to him. This marked a further
evolution of Iran’s response to the cyber challenge and
demonstrated that the Supreme Leader considers cyber-
security policy a national security issue.'”

As Iran was being targeted by foreign cyberspying
efforts, it ramped up its own cyberspying operation,
starting with the theft in July 2011 of Internet security
certificates from the Dutch company DigiNotar, which
enabled Iranian authorities to hack into the email of
an estimated 300,000 Iranian Gmail users.?°

Iran likewise initiated a global cyberspying opera-
tion that targeted individuals, government entities, and
critical infrastructure in at least sixteen countries. This
effort employed a number of techniques, including
spear-phishing atftacks to gain sensitive personal data
and hack social media accounts, as well as spyware
to download sensitive employee and operational data

on critical infrastructure, including oil and gas com-
panies, defense contractors, U.S. military installations,
airports, major airlines and transportation networks,
telecommunications and technology firms, educa-
tional institutions, health care providers, and a dam in
upstate New York.?! As part of this effort, Iran report-
edly hacked the Navy Marine Corps intranet in August
2013; it took four months to expunge the unauthor-
ized computer network exploitation tools from the
network.?? The network reconnaissance activities in
particular were probably intended to have a deterrent
effect on the United States and others by hinting at
Iran’s ability to attack critical infrastructure.

According to a published assessment by Mandi-
ant of these early network reconnaissance activi-
ties, Iran’s cyberspies relied on a small set of publicly
available off-the-shelf tools, as well as custom tools
compiled from code derived from other publicly avail-
able sources, to exploit vulnerabilities in public web-
sites. The Iranian cyberspies often used the same IP
addresses and domains for a year or more, increasing
the likelihood of detection, and rarely tried to cover
their tracks by using antiforensic techniques or by
avoiding previously targeted sites, methods that sug-
gest relatively rudimentary capabilities.?

In response fo the attack on its own energy sec-
tor, Iran launched an attack in August 2012 on Saudi
Aramco, erasing and corrupting the hard drives of
30,000 computers, although the attack is not known to
have interfered with oil and gas operations. Two weeks
later, Qatar’s RasGas was affected by the virus; it may
have been intentionally targeted, or the virus may have
inadvertently migrated to its servers via the Internet.?*

In September 2012, Iran initiated a series of distrib-
uted denial of service (DDoS) attacks, dubbed Opera-
tion Ababil, on the U.S. stock exchange and a number
of major U.S. banks, which occurred in three waves
into 2013. These attacks had a significant impact on
online banking operations, forcing multiple banking
websites temporarily off-line.?® And Iran is reported to
have unsuccessfully attempted attacks on Israeli and
Saudi power grids, instead attacking decoy virtual
infrastructure networks operated by a cybersecurity
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firm.2¢ Iran reportedly ramped down cyberattacks
as nuclear negotiations with the P5+1/EU gained
momentum in November 2013 with the conclusion of
a framework agreement, demonstrating the degree to
which these activities are centrally controlled and serve
the regime’s objectives.?’

The most prominent known exception to this lull in
anti-U.S. activities was the February 2014 cyberattack
on the Las Vegas headquarters of billionaire Sheldon
Adelson’s Sands Corporation casino and hotel chain,
in retaliation for a public statement by Adelson the pre-
vious October that seemed to call for a nuclear strike
on Iran if it did not give up its own nuclear program.?®

Iran, along with Hezbollah, conducted sporadic
cyberattacks on lIsraeli critical infrastructure during
this period, usually in times of tension, such as the
Israel-Hamas war in summer 2014. These attacks
were apparently intended to harass and send a warn-
ing to Israel; indeed, none of these attacks disrupted
or damaged lIsraeli critical infrastructure or govern-
ment operations.?’ Iran appears to be building up
Hezbollah's cyber capabilities to employ the group
as a cyberspace proxy, just as it has often used it as
a terrorist and irregular warfare proxy. Thus, Iran has
shared cyber tools and know-how with Hezbollah—
and, in the past, Homas—transferring certain capabili-
ties within two to four years of their introduction in the
Islamic Republic. Iranian officials are also known to
have met with anti-American hackers in other parts of
the world (e.g., Mexico), and it may seek such partner-
ships with other actors elsewhere to broaden its cyber-
warfare options.3°

Following the nuclear deal with the P5+1/EU in
July 2015, Iran again ramped up cyberspying opera-
tions against U.S. officials, journalists, and academics
engaged in Iran policy, presumably for intelligence pur-
poses, using email and social media contact lists har-
vested from the computer of detained Iranian-American
businessman Siamak Namazi.?! Iran’s cyber warriors
appear to have more or less returned to their prenego-
tiations operational tempo, just as this period has seen

the conviction of detained Iranian-American journalist

Jason Rezaian (who was subsequently released), the
arrest of Namazi and Nizar Zakka, o Lebanese infor-
mation technology specialist with a U.S. residency per-
mit, the arrest of a handful of reform-minded Iranian
artists and journalists as well as more than a hundred
“hackers,” the closure of the messaging app Telegram
for spreading “immoral content,” and a dramatic rise
of anti-American invective by Ayatollah Khamenei.*?

At around this time, European authorities moved to
shut down command-and-control computer servers in
Britain, Germany, and the Netherlands allegedly being
used by Iranian hackers with links to the Islamic Revo-
lutionary Guard Corps (IRGC) to gather intelligence
in the United States and a number of other countries
regarding civilian and military officials, Iran policy,
and critical infrastructure—information that would be
essential for offensive cyber operations.

Then, in May 2016, amid rising Iranian-Saudi ten-
sions, hackers in Saudi Arabia and Iran launched a
tit-for-tat hacker war after a Saudi hacker defaced the
homepage of the Statistical Centre of Iran. In response,
a group calling itself “Iran’s Security Team” defaced
the websites of Saudi Arabia’s General Authority for
Statistics and King Abdulaziz University. Subsequent
attacks defaced or disabled the websites of the Saudi
Commerce Ministry, and Iran’s police and cyber police
forces, judiciary, foreign ministry, national postal service,
and culture ministry. There is no evidence that official
entities in either country were involved in these attacks.

Cyber Operations and Iran’s
National Security Concept

In the past decade, Iran’s cyber toolkit has evolved
from a low-tech means of lashing out at its enemies to
a pillar of its national security concept. In fact, cyber
may be emerging as a fourth leg of Iran’s current
deterrent/warfighting triad.®® This triad currently con-
sists of the ability to

m disrupt maritime traffic passing through the Strait

of Hormuz;

m conduct unilateral and proxy terrorist attacks on

several continents; and
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® |aunch long-range missile and rocket strikes against

targets throughout the region.

In addition, Iran’s military intervention in Syria since
2011 on behalf of the Assad regime has demon-
strated a nascent power-projection capability, consist-
ing of a small number of Iranian advisors, as well as
a “foreign legion” consisting of much larger numbers
of Lebanese, Iraqi, Afghan, and Pakistani Shiite mili-
tia proxies, to do the heavy lifting and keep its own

costs down.%¢

Cyber may well be emerging as the most impor-
tant component of Tehran’s deterrent posture because
Iran cannot close the Strait of Hormuz without doing
great harm to its own interests; nearly all its oil and
gas exports and nearly all its imports pass through this
choke point. This is a capability to be used in extre-
mis only if Iran’s ability to export oil has been crippled.
Ilts ability to wage terrorism has, moreover, atrophied
somewhat over the years, while the ability of its adver-
saries to disrupt terrorist operations has improved
greatly since 9/11, as shown by the substantial num-
ber of foiled Hezbollah attacks on Israel in recent years
and the bungled Iranian attacks on Israeli diplomatic
targets in Europe and Asia in February 2012.% Thus,
Iran’s ability to consistently pull off successful terrorist
attacks is in doubt. And while its missile arsenal—the
backbone of its strategic deterrent—provides critical
capabilities, it opens Iran up to retaliation because the

origin of the missiles is easily ascertained.®

Cyber, however, provides Tehran with a range of
options not provided by the other legs of its current
deterrent/warfighting triad, and with fewer risks. Cyber
can be used in peacetime, since norms have not been
established that would define cyberspying or cyber-
attacks as acts of war that justify a military response.
Likewise, cyber operations are scalable, and because
of the difficulty attributing responsibility for an attack
on a timely basis, and in a manner that would be con-
vincing to Americans and foreign publics (since cyber
forensics do not rely on physical evidence in the tradi-
tional sense), cyber may provide a degree of standoff
for Tehran. Moreover, the inherently intangible nature

of cyber will raise questions about whether a particu-
lar cyber operation or attack is the action of “rogue”
elements or authorized by the regime (the same ques-
tions sometimes asked about Tehran’s actions in the
physical domain). Finally, cyber allows Iran to strike at
adversaries and to project power globally, instanta-
neously, and on a sustained basis, in ways it cannot in
the physical domain.

Conversely, the threat of cyberattack touches on the
Islamic Republic’s deepest fears. Because it came to
power through revolution, survival is Tehran’s foremost
concern, and counterrevolution its ultimate nightmare.
It believes that U.S. soft warfare—perceived efforts to
“weaponize” American soft power and to inculcate for-
eign ideas, values, and ideologies in order to under-
mine the Islamic Republic, often by cyber-enabled
means such as social media and the Internet—is an
even greater threat to the regime’s survival than a for-
eign military strike or invasion.®

Iran believes that domestic and foreign threats form
a seamless web, and that the domestic opposition is
inspired by foreign cultural influences and enabled
by foreign powers that seek to bring down the Islamic
Republic. It likewise believes that Western popular cul-
ture has a morally corrosive impact on Iranian youth,
and that U.S. soft warfare aims to alienate Iran’s youth
from the ideology of the revolution, undermine popu-
lar support for the regime, and sap the social cohe-
sion of the Islamic Republic. It sees both as existential
threats to the Islamic Republic.*°

Thus, for Tehran, cyber represents both an existential
threat and an exceptional opportunity. Tehran believes
that cyber enables its domestic opponents to orga-
nize, and its foreign enemies to undermine the regime
through soft warfare. But it also provides the regime
with unprecedented means to control the country’s
population, to defend itself from both domestic and
external cyber, military, and other threats, and to strike
at its enemies. This is why Tehran is investing so much
effort in developing its cyber capabilities: to deter both
cyber and traditional military challenges, to wage its
own version of soft warfare while its proxy and con-
ventional military forces are kept in reserve, and to be
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able to strike its enemies globally, instantaneously, and
on a sustained basis—something it cannot do in the
physical domain.

The Strategic Logic of Iran’s
Cyber Operations

Iran has traditionally taken a tit-for-tat approach
to actions by its adversaries, responding at a level
broadly commensurate to the perceived challenge.
During the Iran-lrag War (1980-88), then Maijlis
speaker Akbar Hashemi Rafsanjani warned Iraq that
if chemical attacks continued, Iran would “retaliate in

[.”4' And when, three years ago,

kind to the same leve
Iran feared an Israeli or U.S. preventive strike against
its nuclear program, Ayatollah Khamenei announced
that Iran would respond to an attack “on the same
level that they attack us.”#2 As Iran’s leadership sees it,
to do anything less would be to invite further pressure
and challenges (“bullying”) and signal acceptance of
second-class status unbefitting a revolutionary regime
that sees itself as the guardian of Muslim honor.*®
(Iran, however, will sometimes eschew reprisals that
could entail excessive risk; for instance, it has not
responded in-kind to the Stuxnet attack.)

Thus, during the Iran-lrag War, Iran answered
attacks on its oil industry with attacks on oil tankers in
the Persian Gulf. It countered air raids on Tehran with
rocket and missile strikes on Iraqi cities. And, as men-
tioned above, it threatened to reply to Iragi chemical
warfare with chemical attacks of its own and may have
launched limited chemical attacks to signal its abil-
ity to retaliate.** More recently, as previously noted,
in response to the assassination of its nuclear scien-
tists between 2010 and 2012, some by sticky bombs,
Iran attempted the assassination of several Israeli dip-
lomats in a series of attacks in February 2012, some
using sticky bombs. And in countering sanctions on
its Central Bank and cyberattacks on its oil industry, it
launched cyberattacks on Saudi Aramco and on U.S.
financial institutions.

Iran has repeatedly hinted, through words and
action, that this logic holds in the cyber domain. Thus
Tehran claimed that Stuxnet infected 30,000 computers

in Iran—the same number of computers subsequently
destroyed by Iranian malware in its attack on Saudi
Aramco.* Iranian malware used in network reconnais-
sance activities incorporated Persian-language terms
in the computer code, effectively indicating the prov-
enance of the malware.*¢ Iranian hackers, moreover,
used the word “Wiper” in the code of the Shamoon
malware employed in the attack on Saudi Aramco—a
likely allusion to the Wiper module used in the Flame
malware that previously infected Iranian computers.
And Iran’s choice of targets demonstrates the “mea-
sure for measure” logic of its cyber operations.

While deniability may sometimes be desirable for
Iran, it is not essential, as shown by the aforementioned
use of Iranian hints and Persian terms in the malware
code. This may not be sloppiness; deniability may sim-
ply not be a concern for Iran in the virtual domain, just
as it is not a concern in the physical domain. Indeed,
Iran has not always been careful to cover its involve-
ment in covert military and proxy operations. Naval
mines sown by Iran during the latter phases of its war
with lraq bore Persian markings, while weapons Iran
sent to Iragi special groups for attacks on U.S. soldiers
there bore data plates indicating the date and place
of manufacture in Iran.*” It seems Tehran did not try
to obscure its role in these attacks on U.S. person-
nel, naval vessels, or financial interests, and may even
have relished poking its thumb, virtually or physically,
in America’s eye.

Standoff is probably more important for Tehran.
Mines, proxies, and computer malware are all indi-
rect ways of attacking U.S. interests. Likewise, cyber-
spying operations and malware attacks are generally
routed through servers in third countries. And cyber is
an inherently ambiguous policy instrument: claims of
attribution often depend on esoteric technical proofs
that do not take tangible form, requiring the public to
trust the claims of experts or government officials. This
further enhances cyber’s appeal to Iran.

As for the possibility that some of these cyber oper-
ations may be the work of rogue elements, Iran has
a history of radical elements acting on their own in
the physical domain to force the government’s hand.
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Thus, radical “students” occupied the U.S. embassy in
Tehran on November 4, 1979, to undermine govern-
ment efforts to reestablish normal ties with the United
States. (Khomeini only provided his blessing after the
fact.) The British embassy in Tehran was similarly occu-
pied and ransacked in November 2011 by Basij para-
military forces, with no adverse consequences for those
involved. And the commander of the IRGC Navy unit
that detained fifteen Royal Navy sailors and marines
in the Shatt al-Arab waterway in March 2007, without
apparent authorization, was lauded and decorated
when the episode ended well for the Islamic Republic
with the humbling of Britain.*®

Based on these precedents from the physical world,
it is not impossible that some cyberattacks emanat-
ing from Iran are the work of rogue elements, either
nationalist hacktivists or individuals connected in some
way with Iranian government agencies. After all, the
Iranian government is believed to have used hackers
for hire in the past and has co-opted many nationalist
hackfivists for its own purposes, while recruiting other
hackers to work directly for the state. Some coopted
hacktivists may be loose guns. But it is hard to believe
that, in a country that has invested such resources and
effort to control cyberspace, sophisticated attacks on
foreign powers can be launched by individuals without
government knowledge.*” Moreover, the sophistica-
tion, scope, and scale of Iran’s recent cyber operations,
and the fact that they are not for financial gain but
rather to garner information that would make possible
offensive cyber operations, would seem to indicate Ira-
nian government involvement.*® Finally, it would seem
that many of these cyber operations are consistent with
the broader logic guiding its foreign and defense poli-
cies, thus serving Iran’s national inferests.

It is also worth noting that the interval between per-
ceived “challenge” and “response” in the physical and
cyber domains is very similar; although cyber activities
may move at net speed, Iranian cyber operations seem
to move at the speed of the Iranian national security
bureaucracy. Iran often responds to perceived attacks
on a timeline that is rather prolonged by Western stan-
dards. Terrorist reprisals typically occur anywhere from

one to six months after a precipitating event, most
often between four and six months. And, by conduct-
ing intermittent attacks, rather than intense, focused
campaigns, Iran limits the potential for escalation and
thereby manages risk.

Finally, just as many of Iran’s activities in the physi-
cal domain are calculated to burnish the image of the
Islamic Republic and support the regime’s narratives—
Iran as a rising power, as a technological powerhouse
on par with the Great Powers, as a country not to be
trifled with, as a steadfast and dependable ally (at
least compared to the United States)—so are many of
its activities in the cyber domain. In particular, these
enterprises have been pursued with the goal of mak-
ing the United States look weak and hapless. Thus, the
2012 attacks on U.S. financial institutions were often
announced beforehand by the shadowy group that
claimed responsibility for them —the Cyber Fighters
of lzz al-Din al-Qassam—to demonstrate to the world
that there was nothing America could do in response.
In many ways, the psychological and moral effects cre-
ated by these actions were far more important than
their physical effects, a prioritization that reflects the
values and preferences embedded in the Islamic
Republic’s strategic culture.®!

These values and preferences have influenced
Iran’s past choices of cyber targets and will influence
future ones as well. Thus, the hackers behind Opera-
tion Ababil demanded that the low-budget movie
Innocence of Muslims, posted in September 2012,
be removed from the Internet, enabling them to pose
as defenders of Muslim honor—even though this was
really not the grievance that prompted the cyberattack.
(It is interesting to note that North Korean hackers
similarly demanded that Sony Pictures withdraw The
Interview because it mocked North Korean leader Kim
Jong-un.) Accordingly, future cyber targets are likely
to be chosen based on their ability to enhance Iran’s
image, or because they mock or insult the sensibilities
of the regime’s leadership.

In sum, the patterns and logic defining Iran’s activi-
ties in the physical domain appear to have shaped its
activities in the cyber domain and can be used as a
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template for understanding them. Cyber enables Iran
to push back at its enemies while perhaps allowing it
to manage risk more effectively than is possible in the
physical world. And while forensic tools can apparently
trace many of these attacks back to Iran,*? attribution
cannot always be done promptly using methods that
are transparent and intuitively understood by U.S. and
foreign publics, further enhancing cyber’s appeal for

Iran’s leadership.

Military Cyber Operations

Iran is also interested in cyber for military purposes.
Israel reportedly employed electronic-attack and com-
puter-network-penetration techniques to neutralize Syr-
ian air defenses during the airstrike on the Syrian nuclear
reactor at al-Kibar in 2007.53 While these reports were
never confirmed, their existence likely spurred Iran to
examine this threat and its potential applications, given
that such techniques could be used in an Israeli or U.S.
strike on its own nuclear program.

Iran has claimed at least one military cyber success
of its own: the capture of a U.S. RQ-170 stealth drone
flying over Iran in December 2011. While American
sources say the drone crashed in Iran due to a system
malfunction, Iranian sources claim they succeeded in
taking control of the craft electronically and landing
it in Iran, apparently by jamming its command-and-
control downlinks and spoofing its GPS.>

Whatever the truth regarding the raid on al-Kibar
and the loss of the RQ-170, both events show that in
the arcane field of cyberwarfare, claims are difficult to
assess or debunk. As a result, trumpeted cyber suc-
cesses can be used to impress domestic audiences
or third parties without concern that they will be dis-
proven. And given reports that the United States had
prepared a cyber campaign against Iran in the event
that nuclear negotiations broke down and led to
conflict,®® Iran is almost certainly examining the mili-
tary uses of cyber, perhaps to disrupt enemy missile
defenses, command and control, aerial and naval
unmanned systems, logistics operations (which in the
United States are hosted on unclassified computer net-
works), or critical infrastructure.

Cyber Deterrence and

Escalation Dynamics

Given the growing salience of Iran’s cyber capabili-
ties, it is increasingly important for the United States
and its allies to understand how cyber deterrence and
escalation dynamics work vis-a-vis Tehran, and how

they might evolve in the future.

CYBER DETERRENCE. Absent universally accepted
norms or laws regarding cyberspying or cyberattacks,
and given America’s vulnerability to cyber retaliation,
Washington has been extremely cautious in respond-
ing fo lranian cyberattacks.>¢ In this new and still unde-
fined domain, the United States lacks both a strategy
for dealing with cyber threats, and the ability to defend
critical infrastructure against a sophisticated cyberat-
tack. Accordingly, Washington has avoided steps that
could lead to further escalation with Iran.%”

The United States has a longstanding credibility gap
vis-a-vis Iran that could further complicate cyber deter-
rence. Although America’s success at ensuring free-
dom of navigation in the Gulf during the Iran-lraq War
helped deter similar challenges there in the decades
since (a strong forward U.S. naval presence, a clear
declaratory policy, and robust military rules of engage-
ment also helped), its responses to the 1983 Beirut
Marine barracks and 1996 Khobar Towers bombings
effectively taught Tehran that it can wage proxy terror-
ism against the United States without risking a military
response or paying an unacceptable cost. This prob-
ably led Tehran to conclude that its 2011 attempt to
assassinate the Saudi ambassador in Washington
DC would not entail unacceptable risk. This problem
has been further exacerbated by President Barack
Obama’s failure to act on his August 2012 chemical
weapons redline in Syria, as well as his tendency to
couch threats toward Iran’s nuclear program in lan-
guage that conveys more ambivalence than resolve.%8
These precedents have probably convinced Tehran
that if it is careful and plays its cards right, it can like-

wise act with relative impunity in the cyber domain.

That said, Washington can take a number of steps
to bolster deterrence against Iran in the cyber domain:
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m set redlines only if it is willing to enforce them

® push back against Iranian efforts to test or circum-
vent redlines, as failure to do so will invite addi-
tional challenges

B use subtle, implied threats that play on Iranian
paranoia when direct, overt threats might cause the

Islamic Republic to dig in its heels to save face

B repair its credibility gap in the physical domain by
demonstrating through words and deeds that it
is increasingly tolerant of risk in its dealings with
Iran, in the hope of a spillover effect on the virtual

domain

m indicate that it will practice deterrence by both
denial and punishment to introduce uncertainty into
Tehran’s cost-benefit calculus®?

m respond asymmetrically and hold vital Iranian assets
at risk in the event of a conflict, making the United
States a more unpredictable adversary and raising
the potential cost to Iran of miscalculation

m rely not only on cyber and military means to deter
Iran but also on threats to wage “soft warfare,”
thereby playing on Tehran’s deepest fearsé®

These proposed guidelines for deterring Iran must be
tested in practice, however, to determine if they will
work in either physical or virtual domains.

U.S. cyber capabilities may have a critical role to
play in the practice of deterrence. Paranoia, rumor-
mongering, and conspiratorial thinking are central to
politics in Iran, and the cyber domain is well suited to
the dissemination of rumors about U.S. military prep-
arations that may play on the fears and concerns of
Iran’s decisionmakers, thereby inducing them to act
with caution. Cyber fears may also help deter Iran
from someday attempting a nuclear breakout. U.S.
and allied cyber operations likely helped uncover past
undeclared nuclear activities in Iran, and the realiza-
tion that its program has been repeatedly penetrated
has clearly caused Tehran great concern. To deter it
from attempting a future covert nuclear breakout,

Washington should reinforce the fear of being caught
cheating again. To this end, Washington should try to
convince Tehran that America’s cyberspying capabili-
ties render Iran’s nuclear activities transparent to the
United States and its partners by publicizing details
about a number of game-changing military programs
that could enable penetration of closed computer net-
works without requiring intelligence operatives to phys-
ically introduce spyware info the systems. !

The nuclear deal, however, envisages the possibility
that the P5+1/EU might help Iran fo protect its nuclear
infrastructure against sabotage (in Annex Ill, paragraph
10).%2 This might enable Iran to entice world-class
IT consultants, firms, and state entities to help thwart
cyberspying that could enable offensive cyber opera-
tions, although the employment of foreign IT special-
ists also entails risks. Indeed, it was a Belarus-based
firm working for an Iranian state entity that discov-
ered the Stuxnet malware. Moreover, assistance Iran
received from the global IT commercial security com-
munity—either directly or through the open publica-
tion of assessments of the malware found in Iranian
computer networks by analysts at firms like Symantec,
Kaspersky Lab, and CrySyS Lab®—undoubtedly pro-
vided the Islamic Republic with invaluable insights into
how the malware infecting its systems worked.é* The
nuclear deal, then, may enable Iran to more effectively
counter foreign cyberspying, complicating U.S. and
allied efforts to detect future Iranian covert or clan-
destine nuclear activities and to disrupt them by non-
lethal means.

Finally, although creating a system of norms against
the use of offensive cyber weapons targeting civil-
ian infrastructure would be highly desirable,® such
a measure would probably not have a major impact
on Iran’s behavior. Iran has regularly violated inter-
national norms regarding the sanctity of diplomatic
missions, allowing protestors in Tehran to storm the
U.S. embassy in 1979, the Saudi and Kuwaiti embas-
sies in 1987, the Danish embassy in 2006, the British
embassy in 2011, and the Saudi embassy in 2016.
And it sponsored or abetted attacks on U.S. embas-
sies in Beirut in 1983 and 1984, in Kuwait in 1983,
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on Israeli embassies in Buenos Aires in 1992, and in
Bangkok in 1994 and 2012.

Iran has also joined every major arms-control
regime, including the Chemical Weapons Convention
and the Nuclear Nonproliferation Treaty; furthermore,
Ayatollah Khamenei has issued a fatwa banning the
development, stockpiling, and use of nuclear weap-
ons. Yet it is not clear that Iran is in compliance with its
CWC obligations, and it has a long record of engaging
in undeclared activities in violation of its International
Atomic Energy Agency and NPT obligations.® Thus,
there is little reason to believe that Iran would adhere to
the kinds of cyber norms and confidence-building mea-
sures recently recommended by a group of governmen-
tal experts convened by the United Nations.’

Tehran, moreover, has rebuffed U.S. efforts to
implement confidence- and security-building mea-
sures in the Persian Gulf, where the navies of both
countries operate in close proximity, believing that to
do so would further entrench an unfavorable status
quo.%® For this reason, Iran would probably reject or
violate confidence-building measures that would pre-
vent it from fully exploiting cybers’s game-changing
potential.

Nevertheless, such a set of norms may be useful as
a means of pressuring Iran and garnering international
support for efforts to sanction Iran’s bad behavior. At
any rate, if the international community does not cre-
ate a set of cyber norms, Iran will ensure that it shapes
the prevailing cyber “rules of the road” and that these
will serve the Islamic Republic’s interests.

The recent U.S. indictment of seven Iranian com-
puter specialists who carried out a number of the
aforementioned cyberspying operations against the
U.S. financial system on behalf of the IRGC was prob-
ably intended to deter future attacks by “naming and
shaming” the individuals involved. It will almost cer-
tainly have little more than symbolic value, however,
given that those individuals will likely remain beyond
America’s reach and the indictment will probably spur
I[ranian counterindictments against U.S. cyber warriors

in accordance with Tehran’s fit-for-tat approach.®’

CYBER ESCALATION. Because Iran is pursuing an
anti-status quo policy that by its very nature entails
the potential for conflict with regional and Great
Powers wedded to the regional status quo, manag-
ing risk and avoiding escalation looms large in its cal-
culations—as it does for the United States. Tehran's
modus operandi—its reliance on proxies, its emphasis
on ambiguity and standoff, preference for indirection
and reciprocity, and tendency to temporally string out
rather than bunch operations—may derive, at least in
part, from a desire to manage risk and prevent inad-
vertent escalation.

Nonetheless, the Islamic Republic has, from time
to time, acted erratically and recklessly, taking actions
that entailed a heightened possibility of sparking mili-

tary confrontation.”® Thus, it

B facilitated Hezbollah's bombing of the U.S. embassy
(April 1983) and the U.S. Marine and French para-
trooper barracks in Beirut (October 1983);

m facilitated Hezbollah’s bombing of the Israeli
embassy and a Jewish community center in Buenos

Aires (March 1992 and July 1994, respectively);

m assassinated Iranian Kurdish oppositionists in a Ber-
lin restaurant, leading to a rift with the European

Union (September 1992);

m oversaw Saudi Hezbollah's bombing of the U.S. mil-
itary barracks (Khobar Towers) in Dhahran, Saudi
Arabia (June 1996);

B seized fifteen British sailors and marines conduct-
ing maritime security operations in the Shatt al-Arab
waterway and held them for more than a week

(March 2007);

B plotted to assassinate the Saudi ambassador to the
United States in Washington DC (March-September
2011);

B acquiesced in, and perhaps encouraged, the occu-
pation of the British embassy in Tehran by a mob
(November 2011) despite near-universal condem-
nation of Iran’s occupation of the U.S. embassy
three decades prior; and
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m oftempted a series of attacks on Israeli targets in
February 2012, including one on its embassy in
New Delhi—even though India had steadfastly

resisted U.S. pressure to sanction Iran’s oil sector.

Because none of these actions prompted a direct mili-
tary riposte or serious retribution by any of the coun-
tries involved, Tehran may believe it can get away with
occasional bouts of reckless behavior that fly in the
face of international norms.

So, while the Islamic Republic’s leadership has
shown that it is “rational” and generally risk averse, it
is also occasionally prone to rash behavior and over-
reach—tendencies that its broad ambitions tend
to amplify. This explains, in part, why U.S. relations
with Iran have always been so fraught, complicated,
and unpredictable.

Cyber could reinforce the potential for miscalcula-
tion. Because cyber norms do not yet exist, the bound-
aries between what is acceptable and intolerable are
not yet clear. Targeted countries may decide where
to draw the line only in the wake of an attack, espe-
cially one that is particularly damaging. Moreover,
some countries may not be able to distinguish between
attacks initiated by independent hacktivists or official
entities, or may blame the wrong nonstate actor or
state for a cyberattack. Furthermore, in some circum-
stances, cyber conflicts could spill over into the physical
domain, especially if parties unable to respond in kind
to a truly consequential cyberattack are forced to resort
to traditional military means. Much will depend on the
extent of disruption or damage caused by an attack.

The existence of several coalitions—some with
overlapping membership—engaged in various covert
campaigns and shadow wars in several places in
the Middle East increases uncertainty and risk. The
involvement of so many actors—the United States,
Israel, Iran (and its allies), Saudi Arabia (and its allies),
Qatar, Turkey, and Egypt—operating covertly and
overtly, sometimes in concert and sometimes indepen-
dently, employing cyber, drone strikes, terrorism, irreg-
ular proxy warfare, and conventional means in Libya,

Syria, Yemen, and elsewhere, may create a heightened

potential for both misattribution and crossover from
the cyber to the physical domain, with the attendant
possibility of horizontal and vertical escalation.”!
Indeed, the 2011 plot to assassinate the Saudi
ambassador in Washington, the series of terrorist attacks
that Iran undertook against Israeli diplomatic missions
in February 2012, and Iran’s attempts to shoot down
U.S. drones in the Gulf in November 2012 and March
2013 are all examples of how conflicts can cross geo-
graphic arenas or warfighting domains. It remains to be
seen whether cyber operations increase or decrease the
likelihood of domain crossover; too few instances exist

to permit broader conclusions at this time.

Conclusion

The foregoing analysis has a number of implications
for how the United States deals with Iran’s growing
cyber capabilities. These conclusions, however, should
be considered somewhat tentative given the small
data set; after all, the Middle East is only a decade or
so info the cyberwarfare era.

The Islamic Republic sees cyber as a means of con-
trolling its population, defending against and waging
soft warfare, gathering intelligence, deterring attacks in
the cyber and physical domains, and striking enemies
in order to achieve psychological as well as physical
effects. The pervasive dependence of advanced econ-
omies on information and communication technolo-
gies ensures Iran will always have vulnerable targets to
aftack, in order to be a nuisance or impose costs. And
cyber may allow it to strike globally, instantaneously,
and on a sustained basis in ways not possible in the
physical domain.

The United States may not be able to deter all types
of Iranian cyber activities due to asymmetries in inter-
ests, vulnerabilities, and risk tolerance, although it may
be possible to deter attacks against certain targets or
target sets.”> More specifically, it may not be possible
to deter Iranian cyberspying—at least in part because
the United States itself engages in this practice—and
it may be difficult to deter nuisance and cost-impos-
ing attacks, such as DDoS attacks. For these, effective
cyber defenses may be the best solution.
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Iran’s cyber activities show that a third-tier cyber
power can carry out significant nuisance and cost-
imposing attacks, though it has not yet demonstrated
an ability to conduct strategic critical-infrastructure
attacks. Moreover, U.S. experience with Stuxnet dem-
onstrates that even advanced cyber powers may
face challenges achieving strategic effects, due to
the complexity of the system being targeted and the
law of unintended consequences.”® This assessment,
however, may not hold for all types of infrastructure
targets and could change as cyber reconnaissance
and attack tools become more sophisticated. Much
will depend on how the cyber offense/defense bal-
ance evolves.

Iran prefers to respond in kind to cyberattacks, and
if thwarted, it is not clear whether it would respond in
the physical domain. U.S. cyber vulnerabilities are so
ubiquitous, however, that Iran is likely to always find a
way of responding in-kind, even if symbolically.

One reason the Islamic Republic finds cyber so
appealing is that it seems to believe there is only a lim-
ited potential for spillover from the cyber to the physi-
cal domain. Conversely, the United States may be so
concerned about Iran’s cyber capabilities at least partly
because it perceives a significant potential for spillover
from the cyber to the physical domain. The likelihood
of the latter, however, may depend on the robustness
of U.S. cyber defenses, ability to respond in kind—but
more forcefully (i.e., its achievement of escalation
dominance)—and perceived willingness to employ
conventional military means in response to a major
cyberattack. Preventing such spillover may therefore
depend on America’s ability to convince Tehran that it
will respond to a truly consequential cyberattack with
conventional military strikes. Yet the perception that the
U.S. resorted to Stuxnet in order to obviate the need
for conventional strikes against Iran’s nuclear program
may thwart realization of this goal.

To create a credible conventional military deter-
rent against Iranian cyberattacks, the United States will
need to close the credibility gap that has precluded
effective deterrence in certain arenas in the physical
domain (e.g., Iran’s use of terrorism). This gap has

been neither acknowledged nor addressed by recent
U.S. administrations.”

Deterrence in cyberspace—as in physical space—
needs to be tailored to the Islamic Republic’s value
system and the history of U.S.-Iran relations: intuitive
or cookie-cutter approaches are apt to fail. Yet differ-
ences between deterrence in the cyber and physical
domains must also be recognized. Deterrence in the
cyber domain will likely prove more difficult, due to
the challenges involved in attributing responsibility for
cyberattacks on a timely basis, with a high degree of
confidence, and in a manner convincing to a skeptical
public and international community. Moreover, perva-
sive U.S. cyber vulnerabilities, deriving from the scope
and scale of America’s critical infrastructure, will sorely
tempt countries like Iran to achieve an easy “win”
against a Great Power. And while America’s impressive
conventional military capabilities may help deter truly
consequential cyberattacks on critical infrastructure,
much will depend on its ability to make military deter-
rent threats credible.

Given the difficulty of deterring Iranian terrorism
in the physical world, where well-established norms
proscribe such actions, cyber deterrence where such
norms do not yet exist will likely prove even more chal-
lenging. Such efforts will likely be further complicated
by the Middle East operational environment, with its
web of conflicts, competing power blocs. and blurred
boundaries, which may increase the potential for mis-
calculation, domain crossover, and escalation.

As in the physical domain, Tehran may sometimes
be less concemned in the cyber domain about achieving
decisive physical effects than in achieving psychological
and moral (i.e., propaganda) victories. For this reason,
the U.S. cyber defense strategy should have a major
strategic communication component that downplays
Iranian cyber achievements and emphasizes America’s
full-spectrum cyber capabilities and societal resilience.”

A major benefit Tehran hopes to derive from its
cyber capabilities is to burnish its image as a rising
technological power; accordingly, the United States
should not magnify or exaggerate Iran’s cyber capa-
bilities: it will only be doing Tehran’s work. It should
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instead strike a balance between downplaying these
capabilities in order to deny Tehran propaganda points
and emphasizing the Iranian cyber threat only as much
as is needed to support U.S. diplomacy to counter it.

Tehran’s way of thinking about cyber will influence
its targeting strategy; this should shape U.S. cyber
defense priorities. Thus, while critical infrastructure
seems to be a priority target, Iran will also focus on
targets perceived as enabling U.S. soft warfare: media
outlets, purveyors of popular culture, think tanks seen
as hostile to Iran, universities, and government agen-
cies believed by Tehran to be active in presumed U.S.
soft-warfare efforts.

When necessary, Washington should bolster deter-
rence against Tehran by spreading cyber rumors that
feed the fears and concerns of Iran’s leaders. And it
should use Tehran’s concerns about U.S. cyberspy-
ing capability to convince Iran’s leadership that if it
attempts a covert nuclear breakout, it will get caught
and pay a very high price.”®

Finally, the United States needs to continue efforts
to establish norms that proscribe cyberattacks on criti-
cal infrastructure and that ensure cyber will be used in
accordance with the law of armed conflict (e.g., guided
by the principles of discrimination, military necessity,
and proportionality). While Iran will almost certainly vio-
late any cyber code of conduct to which it agrees, just
as it has repeatedly violated its obligations under inter-
national law by attacking embassies, engaging in ter-
rorism, and breaking its nonproliferation commitments,
the existence of such norms will provide the United
States with leverage to push for sanctions if and when
Iran does so. This, along with more robust cyber and
military deterrence postures toward Iran, could at least
help constrain the Islamic Republic’s behavior in the
cyber domain, thereby diminishing the utility for Tehran
of this potentially game-changing capability.
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