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Sanctions against Iran:
A Promising Struggle

For most of 2007, concerns about Iran grew louder. This situation
changed dramatically in December, with the release of the National Intelli-
gence Estimate (NIE) on Iran’s nuclear intentions and capabilities.! The NIE,
which assessed that Iran had ceased its covert weapons program in 2003, was
widely interpreted to indicate that Iran was no longer a threat. As a result,
questions were raised whether U.S.-led efforts to ratchet up financial pressure
against Tehran, through both UN sanctions and unilateral measures, remained
either necessary or viable.

In reality, even if Iran no longer has an active covert nuclear weapons
program, there would still be plenty of reason to worry. As Iran has publicly
trumpeted, it continues to move forward on its uranium-enrichment ac-
tivities. The fissile material generated through enrichment could rapidly be
turned into a nuclear bomb should Iran choose to resume its weaponization
program. [ran’s enrichment activities also remain in defiance of UN Security
Council resolutions.

Although the U.S.-led campaign to increase the financial pressure has not
yet achieved its overarching goals, the NIE gives cause for optimism that Iran
might actually modify its behavior on its entire nuclear program in the face of
the right mix of carrots and sticks. As global financial institutions have scaled
back their Iranian business, there are indications that a debate is starting to
take place about the wisdom of the nuclear program within Iran. There are still
a number of steps that the United States and its partners could take that would
significantly raise the financial costs to Tehran of pursuing its nuclear ambitions.
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Success is far from guaranteed, but if the international community is truly deter-
mined to try to change Tehran’s decisionmaking on its nuclear program through
economic pressure, it must make far greater use of its available tools.

The Campaign Begins

In early 2006, the United States initiated a campaign to step up financial pres-
sure against Iran in an effort to dissuade Tehran from proceeding with the devel-
opment of its nuclear program. The U.S. goal was to demonstrate to the Iranian
regime that its “provocative and destabilizing policies will entail painful costs for
Iran” and that “another, more constructive course is available to it.”?

U.S. efforts faced a number of serious obstacles. The UN Security Council
route was the most obvious path, but it presented great challenges. The Unit-
ed States was the only permanent member of
the council in favor of sanctions; Russia and

The 1990s sanctions China were particularly opposed. In Febru-
against |raq are cited as ary 2006, Andrei Denisov, the Russian am-

an example of how they

bassador to the United Nations, warned that
sanctions would likely backfire, noting that

can fail or backfire. “Iran is one of the major [global] suppliers

of oil and gas, so it will be a very strong blow

on the international energy market.”® With
trade between the Security Council mem-
bers and Iran at $18 billion in 2005, it is easy to understand his reluctance.*

Persuading other countries to join the United States outside of the UN
framework also faced long odds. Iran’s key trading partners were resistant,
with consensus in the European Union a particularly difficult challenge. The
EU was Iran’s largest trading partner, with more than 40 percent of Iran’s
exports and 25 percent of its imports coming to and from the Europeans.® In
fact, a number of the European governments, including France, Germany, and
[taly, provided their companies with extensive export credit guarantees to en-
courage and facilitate trade with Iran.

More generally, broad-based trade sanctions regimes are not well regarded.
The sanctions against Iraq during the 1990s are often cited as a prime example
of how they can fail or even backfire, as Iragi children starved while Saddam
Hussein and his regime were unaffected.® These types of broad sanctions re-
gimes are also perceived by many as political statements based primarily on
distaste for certain countries’ policies.” Some also viewed U.S.-led sanctions
against Iran as the first step toward war. One European diplomat noted that
“people fear that once you are on the sanctions route there is no getting off

[of] it. They remember Iraq and think it’s déja vu.”®
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Finally, the United States seemed to have little ability to ramp up sanctions
on its own. It has had comprehensive trade sanctions in place against Iran
since 1995, largely prohibiting U.S. companies and persons from doing busi-
ness with Iran.® Tightening up U.S. unilateral sanctions was perceived likely
to have almost no economic impact on Iran given the small amount of trade

between the two countries.'”

TARGETED FINANCIAL MEASURES Targeted financial

To ratchet up the financial pressure on Teh- measures have a

ran effectively, the United States had to use number of advantages

the UN Security Council where possible but over traditional
also had to find a way to work outside of it. To
succeed at the latter, the United States had

to persuade not only foreign governments but

sanctions.

also non-American companies to join the ef-

fort. Bringing the private sector on board was

a particularly daunting challenge given the limits of U.S. jurisdiction over
foreign entities.

The strategy that the United States developed put the Department of the
Treasury in the lead in building pressure outside of the UN, with the Depart-
ment of State responsible for efforts at the Security Council. The Treasury De-
partment’s strategy focused specifically on Iran’s illicit conduct—its weapons of
mass destruction (WMD)-related activity, support for terrorism, and deceptive
financial practices—and its dangerous ramifications for the integrity of the
global financial system. The United States tried to make clear that the issue was
“not conduct that the United States doesn’t like politically, but conduct that’s
contrary to international law or international standards and norms.”*

The Treasury effort revolved around its use of targeted financial measures,
or “smart sanctions.” As opposed to traditional, broad-based trade sanctions,
smart sanctions focus on those entities and individuals engaged in danger-
ous or illicit activity instead of singling out an entire country. The focus of
the Treasury Department’s actions to date have been those involved in Iran’s
nuclear and ballistic missile programs, with more than 20 key Iranian entities
and individuals listed under Executive Order 13382, issued in June 2005.%2
Designated entities included Iran’s state-owned Bank Sepah, which was black-
listed for providing “extensive” financial services to Iranian entities involved
in WMD-related activities. Bank Sepah also engaged in “a range of deceptive
financial practices in an effort to avoid detection.”®® In October 2007, Iran’s
Bank Saderat was cut off from all access to the U.S. financial system for facili-
tating support for a variety of terrorist groups.'*
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To maximize the impact of these unilateral actions, the Treasury Depart-
ment engaged in extensive outreach to other governments and the inter-
national private sector. Senior officials met with government counterparts
from “tens of countries” and with more than 40 non-U.S. banks.!® In these
sessions, the department outlined the range of Iran’s deceptive financial activ-
ity, illustrated by the actions of those blacklisted Iranian entities.® It argued
that Iran’s business practices, including its use of front companies, make it
difficult to “know your customers.” Furthermore, Secretary of the Treasury
Henry Paulson cautioned that “it is increasingly likely that if you are doing
business with Iran, you are somehow doing business with the Iranian Revolu-
tion Guards Corps” (IRGC), a disturbing prospect given the important role
that this paramilitary organization plays in Iran’s terrorism and proliferation
activities.r” U.S. officials have also engaged with senior levels of a number of
energy companies doing business or considering doing business in the Iranian
oil and gas sector, emphasizing how they could undermine international efforts
to resolve the nuclear dispute and how they could run afoul of the potential
legal issues at stake.'®

THE NoRrTH KOREAN PRECEDENT

There was cause for optimism that targeted financial measures against Iran
might work at least in part because of the Treasury Department’s success in
North Korea. In September 2005, the department announced a proposed
rule against Macau-based Banco Delta Asia under Section 311 of the U.S.
PATRIOT Act. The bank was cited by the United States as a “primary money
laundering concern” for facilitating North Korea’s illicit activities for more
than 20 years.*®

The issuance of the proposed rule against Banco Delta Asia had an immedi-
ate impact, although at that point it still did not have any legal effect. Some
two dozen financial institutions reportedly reduced or cut their ties to North
Korea.?® Although the Macau government was not legally required to take ac-
tion, it placed the bank into receivership and froze approximately $24 million
in North Korean funds. Experts speculated that Macau was concerned that
the U.S. government might target their entire jurisdiction next.

Despite the relatively small amount of money at stake, the North Koreans
reacted strongly. Pyongyang refused to return to the six-party talks until the
issue was resolved. Pyongyang eventually resumed the talks once the money
was returned, clearing the way for a preliminary agreement to dismantle their
nuclear program. Treasury Department officials acknowledged that the im-
pact of the Banco Delta Asia action was “more powerful than many thought
possible.”? As David Aufhauser, global general counsel for UBS Investment
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Bank, explained, “[Y]ou have this exercise of Section 311 strangling literally
North Korea’s access to the financial marketplace.”? Some states, including
China, criticized the United States for taking this action, arguing that it only
impeded the difficult negotiations with the North Koreans. For the United
States, however, a clear lesson emerged that these financial tools could have
a considerable impact even in situations in which it appeared that the United
States had little leverage.

U.S. officials hoped that the Banco Delta
Asia case would send a strong message to Cause for optimism
Tehran. One senior Bush administration of-
ficial commented, “[Y]ou can be sure that .
other countries like Iran will be drawing les- because of success in
sons from North Korea. What Banco Delta North Korea.

Asia demonstrates is that once you find

against Iran exists partly

yourself in this tar pit, it'’s almost impossible
to extract yourself.”? John Bolton, then—
U.S. ambassador to the UN, was more blunt, warning the Iranians that if they
pursued nuclear weapons, “they will face the same kind of isolation and re-

strictions” as the North Koreans.?*

FiNANCIAL LEVERAGE

The Treasury Department’s role at the center of a major national security
initiative is part of a broader shift in the department’s post—September 11
mission. In the past, the department, like other finance ministries around the
world, focused largely on economic and financial issues and was often reluc-
tant to get involved in these types of matters.

Although there are several reasons for the Treasury Department’s relative
success, the most important factor relates to the United States’ status as the
world’s leading financial center. Paulson stated that the Treasury Department
“can effectively use these tools largely because the United States is the key
hub of the global financial system; we are the banker to the world.”?® Losing
access to the U.S. market is not a worthwhile risk for most banks for the sake
of maintaining business ties to designated terrorists or WMD proliferators.?®

As such, banks from around the world refer to the Treasury Department
designation list, which exists not only for Iran-related targets, but also for ter-
rorists, drug traffickers, and other rogue actors, and implement U.S. unilateral
sanctions voluntarily. As a result, according to the department, U.S. unilateral
sanctions are “anything but.”?’ Financial institutions are particularly eager to

avoid being the “next ABN AMRO,” the Dutch bank fined $80 million by the
United States in 2005 for having an inadequate program in place to ensure
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compliance with the U.S. sanctions against Iran and Libya. The Financial
Times noted that the fine sent “seismic waves through the international bank-
ing system” and that “reverberations are still being felt today.”?®

The specific warnings issued by Treasury Department leadership have great-
ly amplified the impact of U.S. unilateral measures. In a March 2007 speech,
Stuart Levey, undersecretary of the treasury for terrorism and financial intel-
ligence, stated that “those who are tempted to deal with targeted high-risk ac-
tors are put on notice: if they continue this relationship, they may be next.”?
Although the speech itself received little public

attention, it was duly noted by financial insti-

The United States tutions throughout the world.*® Recent reports

was well advised to
avoid relying solely

that two British banks, Lloyds TSB and Bar-
clays, are under investigation by the Depart-
ment of Justice and the Manhattan district

on the UN track. attorney’s office for possible violations of the

Iran sanctions regime should only heighten the

financial sector’s concern.®!

The fact that the oil market has tradition-
ally been priced in dollars gives the United States additional leverage against
Iran. To complete oil-related transactions, foreign banks convert assets into
dollars, generally through the U.S. system, thus exposing their institution
to potential U.S. sanctions. Stuart Eizenstat, former deputy secretary of the
treasury, explained that this is why “[s]anctions involving banks and financial
institutions are the most significant” aspect of the U.S. government’s overall
Iran strategy.*?

The financial institutions’ decisions have also been driven by reputational
risk considerations. Maintaining stellar reputations is one of a bank’s top pri-
orities. Avoiding the type of specific risk outlined by the Treasury Department
makes sense from a business perspective.®® Furthermore, as Paulson observed,
once some private-sector entities have taken action, it becomes “a greater
reputational risk for others not to follow, and so they often do.”**

Targeted financial measures themselves also have a number of advantages
over traditional, broad-based trade sanctions. First, targeted financial mea-
sures are designed to be regime hostile and people friendly, causing economic
harm to the entities designated but not to innocent civilians.®® Second, the
Treasury Department has employed these tools in a graduated manner, giving
Iran numerous opportunities to alter their behavior before further measures
are imposed. As a result, the department is able to demonstrate that the pur-
pose of such measures is not simply to punish the Iranian regime, but also to
encourage a change in behavior. This has facilitated U.S. efforts to build inter-

national support for these actions, which is key to their overall success.®
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THE INTERNATIONAL ORGANIZATIONS TRACK

The Treasury Department campaign has been complemented by some success
at the UN, where the Security Council has passed three Iran-related resolu-
tions. The first round of sanctions was adopted in December 2006, when the
council passed Resolution 1737, blacklisting 10 Iranian entities and 12 indi-
viduals with ties to Iran’s nuclear or ballistic missile programs.3” All countries
were obligated to freeze the assets of these designated entities. The resolution
also prohibited countries from providing any material, equipment, or technol-
ogy to Iran that could be used for their nuclear program. Furthermore, the
council called on countries to report travel into their territory by Iranian of-
ficials involved in these programs.

Resolution 1747, passed in March 2007, bans a number of additional en-
tities, including companies and officials from the IRGC. Perhaps most sig-
nificantly, the council designated Bank Sepah, which had previously been
blacklisted unilaterally by the Treasury Department. The resolution also put in
place a one-way arms embargo, prohibiting Iran from exporting arms but not
from importing them.*®

The Security Council passed the third round of sanctions on March 3,
2008, adopting Resolution 1803. Resolution 1803 builds on Resolutions 1737
and 1747 by expanding the blacklist of entities and individuals tied to Iran’s
nuclear program, banning the sale of dual-use components to Iran, calling on
member states to inspect cargo in their jurisdiction bound to or from Iran, and
urging countries to exercise vigilance in providing incentives and guarantees
for trade with Iran. Perhaps most importantly, the resolution calls for all states
to exercise vigilance over financial institutions in their jurisdiction regarding
their financial dealings with Iranian banks, particularly with Bank Saderat and
Bank Melli.*®

Achieving consensus on the third resolution was a slow, difficult process,
with negotiations lasting more than eight months. This helps illustrate why
the United States was well advised to avoid relying solely on the UN track.
In June 2007, for example, the International Atomic Energy Agency (IAEA)
and Iran agreed to a timeline under which Tehran would provide answers to
questions about its historical activity on its nuclear program. In response, Rus-
sia and China pushed the Security Council to wait until November 2007 to
consider imposing new sanctions, when the IAEA would be releasing its report
summarizing its investigation into these issues.*® The release of the NIE in
December 2007 then complicated efforts at the Security Council even more,
bolstering Russian and Chinese efforts to push back against strong sanctions
and further delaying agreement on a resolution.*

A lesser-known international organization, the Financial Action Task
Force (FATF), has also played a key role in ratcheting up financial pressure
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against Tehran. The FATE, launched by the Group of Seven (G-7) in 1989, is
a 34-member body based in Paris that seeks to set global standards on combat-
ing money laundering and terrorism financing. It has put out two warnings on
Iran, the first in October 2007 and the second in late February 2008, instruct-
ing its members to urge their financial institutions to use “enhanced due dili-
gence” when dealing with Iran. In the latest warning, the FATF president also
urged Iran to address the “shortcomings” in its anti-money laundering and
terrorist financing regimes immediately.*?

Overall Results of Financial Pressure

The U.S.-led effort has had considerable success in ramping up financial
pressure on Iran. Major global financial institutions, including three major
Japanese banks, Switzerland’s Credit Suisse, Germany’s Deutsche Bank and
Commerzbank, and the United Kingdom’s HSBC, have either terminated or
dramatically reduced business with Iran.*® Perhaps even more surprisingly, in
recent months it appears that banks in China and the United Arab Emirates
(UAE) are beginning to exercise greater caution in their business dealings with
Iran.** In fact, Levey stated, “All the banks we’ve talked to are reducing sig-
nificantly their exposure to Iranian business. It’s been a universal response.”*
Opverall, the number of foreign banks operating in Iran has sharply declined
since 2006, dropping from 46 to 20.%

Statements by the banks themselves confirm that the Treasury Department
message is getting through. A Credit Suisse spokesperson commented, for ex-
ample, that their decision was made “in the light of the increase in political,
financial, and reputational risk.”” As European financial institutions scale
down their business in Iran, overall trade between EU nations and the Irani-
ans has fallen as well, dropping fairly dramatically since early 2006. In 2005,
the 27 EU member states exported approximately $18 billion worth of goods
to Iran. This figure fell to about $13 billion in 2006 and is on pace for an even
larger decline in 2007.%

These U.S.-led efforts have certainly had an impact on Iran. As a result of
them and President Mahmoud Ahmadinejad’s damaging populist domestic
economic policies, inflation has risen to 25 percent. Iranian businesses are
now carrying cash to pay for transactions due to difficulty opening foreign cur-
rency accounts with non-Iranian banks.*® Iranian importers are now having
to pay in advance for commodities and are no longer able to receive revolving
lines of credit, and their costs have increased 20-30 percent.®® The Iranian
banking community has been hit particularly hard by the sanctions and U.S.
pressure. Bank Sepah is “on the brink of collapse,” and other Iranian banks are
struggling as well.>* Bank Saderat has seen its corresponding banking relation-
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ships, which are essential for a bank to operate effectively internationally, fall
from 29 in August 2006 to eight by early 2008.5? The impact on Bank Saderat
is especially revealing in demonstrating the impact of U.S. pressure, because
unlike Bank Sepah, Bank Saderat has only been designated unilaterally by the
United States and not at all by the UN.

Sanctions have also scared off many foreign investors. In December 2006,
then—oil minister Kazen Vaziri Hamaneh confirmed that the industry was
having difficulty financing its development projects because “overseas banks
and financiers have decreased their coop-
eration.”®® As a result, Iran’s oil production

is falling and likely to decrease further with- The third UN resolution

out significant foreign investment.>* This may be particularly

trend could be potentially devastating for . .
important for its

Iran, as some experts believe that, without
major foreign investment in Iran’s aging oil symbolic effect.

fields, the country’s oil exports could disap-

pear by 2015.%

Although informal U.S. sanctions have
had the greatest impact, UN sanctions have had an effect as well, although
primarily psychological. The Economist commented that although the first two
resolutions “do not amount to much ... their psychological impact on would-
be traders and investors is another matter. And combined with the financial
squeeze America is applying separately, the result is genuinely painful.”®®

The third resolution may be particularly important for its symbolic effect.
The international momentum to pressure Iran seemed to disappear with the
December release of the NIE. It was unclear whether additional rounds of
UN sanctions were even possible. The resolution’s near-unanimous passage,
with 14 of the 15 members voting for passage and only Indonesia abstaining,
sent a strong message to Tehran. Countries voting for it included China, Rus-
sia, and South Africa, all countries with long-standing economic ties to Iran.
Regardless, it is certainly preferable to the alternative: an obviously paralyzed
Security Council. It also indicates that this path is still alive and could yield
additional results down the line, a possibility about which Tehran should be
concerned.

Iran’s recent behavior also indicates that they are increasingly worried
about the FATF’s actions. Since the group’s October 2007 statement, Iran has
enacted legislation to combat money laundering, and Iranian government offi-
cials claim that a “supreme council” will be established to address these issues.
Even though Iran is not an FATF member, it sent a delegation to lobby the
FATF on its recent improvements. The FATF dismissed the Iranian claims,

however, calling the legislation “skimpy” with “big deficiencies.”®’
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In evaluating the significance of the FATF action, it is important to look at its
composition. China and Russia are members, as are a number of Iran’s other key
trading partners, including Germany, the Gulf Cooperation Council, Italy, and
Japan. As the FATF is an organization that works by consensus, the fact that
this recent statement, like the one in October 2007, was issued indicates that
none of the 34 members opposed. This is likely the reason for Iran’s concern.

The U.S. efforts have not achieved positive results across the board. As
trade between the Europeans and Iran has been dropping steadily, other coun-
tries are stepping in. For example, China’s trade with Iran is growing rapidly,
with exports to Iran increasing 70 percent from 2006 to 2007.% The UAE’s
commercial ties to Iran also continue to grow. As the business environment in
Iran deteriorates, many Iranian businesses have relocated to Dubai.>® By doing
s0, Iranian companies have improved their ties to European companies reluc-
tant to do business in Iran.?° In 2006, trade between UAE and Iran rose to $12
billion.®* Sheikha Lubna al Qasimi, the UAE’s minister of economy, explained
that there was a limit to what action his government would take to restrict
business ties to Iran: “At the end of the day, Iran is still a neighbor.”®?

Recent reports also indicate that as larger, more established banks have scaled
down their business with Iran, smaller, second-tier entities have stepped in. As
major European financial institutions cut off ties to Iran, for example, banks in
Pakistan and elsewhere are taking on this business. The difficulty for the United
States is that these types of banks are less likely to respond to the general warn-
ings issued by the UN or FATF and pay little attention to veiled U.S. threats.
They tend to be less concerned about reputational risk than the major players,
and the possibility of being cut off from the U.S. market is largely irrelevant from
their perspective, as they do not do business in the United States.

A similar trend may be taking place with other types of companies. Al-
though many major European companies may be reluctant to sign new con-
tracts with Iran in this current environment, Norsk Hydro ASA, a Norwegian
firm, won a $100 million deal to develop an oil field in Iran in September
2006. A company spokesperson noted that although the United States is “not
happy that we're there,” the deal was highly profitable.®®

IMPACT ON IRANIAN NUCLEAR BEHAVIOR

What is most problematic is that the sanctions have yet to persuade Iran to
cease activity on its nuclear program. Recent reports indicate that Iran has de-
veloped its own advanced centrifuge, which could accelerate the pace of enrich-
ment activities.% Several months earlier, Ahmadinejad bragged that Iran had
3,000 centrifuges running.®® Although the accuracy of the statement was ques-
tionable at the time, it illustrates Iran’s eagerness to proceed with its nuclear ef-
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forts.% Iranian leaders have also publicly claimed that sanctions and other forms
of international pressure will have no effect on their nuclear activities. In refer-
ence to the potential third round of UN sanctions, Ahmadinejad charged that
the UN would lose credibility if it took action against Tehran after the NIE.%’
Although Iran has not yet backed down, the U.S.-led campaign has played
a role in causing domestic political problems for Iranian hard-liners. In Sep-
tember 2007, former president Akbar Hashemi Rafsanjani, a moderate op-
posed to the regime’s confrontational approach, was elected as the speaker of
the Experts Assembly.®® Several days earlier, Supreme Leader Ali Khamenei
dismissed Yahya Rahim Safavi, the IRGC’s
commander since 1997, who was blacklisted
by the UN in March 2007. Safavi’s replace- Financia| pressure’s
ment, Muhammad Ali Jafari, confirmed that impact has been
Safavi was removed primarily “due to the
United States’ threats.”® Finally, Motjtaba
Hashemi Samarah, one of Ahmadinejad’s implementation.
close allies, was removed from his position

limited by inconsistent

as the deputy interior minister.”

Some observers believe that the political
and economic problems are starting to have an effect on the Iranian regime’s
thinking about the nuclear issue. Eizenstat noted, “I think it’s one of the rea-
sons there’s at least the beginning of a debate in Iran about whether it’s wise
to go forward with the nuclear program.”’* Iran expert Kenneth Katzman
argued that the political developments indicate that the U.S. strategy is work-
ing, adding, “[W]e do see signs of a strategic reassessment in Iran.”’?

In fact, the recently released NIE gives cause for optimism that Iran might
actually modify its behavior on its entire nuclear program in the face of the
right mix of carrots and sticks. The NIE noted that Iran’s nuclear-related deci-
sions are guided by a “cost-benefit approach rather than a rush to a weapon
irrespective of the political, economic and military costs.””® According to the
NIE, Iran’s decision to halt its covert nuclear weapons program in 2003 was in
response to “increasing international scrutiny,” suggesting that “Iran may be
more vulnerable to influence on the issue that we judged previously.”

LiMITATIONS OF THE SANCTIONS REGIME

Although the sanctions and financial pressure have clearly had an effect on
Iran’s economy, the impact has been limited by inconsistent implementa-
tion. For example, the EU has gone further than the UN required in terms of
the punitive measures it has put in place against Iran, but its member states’
implementation of the sanctions regime has been uneven for a number of
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reasons. First, the EU’s ability to monitor sanctions compliance is limited, as
it only has oversight jurisdiction over its member states and not individual
European companies. The EU also does not have the resources necessary to
conduct audits or to bring enforcement actions. As a result, the EU will gener-
ally only take action in this area when an obvious violation by a member state
is brought to their attention.”

Resource constraints and a lack of political will are also affecting indi-
vidual European countries’ efforts to crack down on illicit trade with Iran.
For example, Italy has less than 15 people working in its export control office,
and only eight of these are investigators.” Given
the country’s status as one of Iran’s most important

Momentum in European trading partners, this deficiency is glar-
Congress is also ing and one that could be easily remedied.

building for even

Although Germany devotes far more resources
to investigating these types of violations, one of its

tougher sanctions public prosecutors recently stated that they have
against Iran. only uncovered “the tip of the iceberg” of the black
76

market activity involving Iran’s nuclear program.

The Germans have also been critical of how others
have implemented sanctions. According to press
reports, Foreign Minister Frank-Walter Steinmeier of Germany charged that
French companies had not scaled down their Iranian business and that a num-
ber of U.S. companies illegally continued to do business with Iran as well.”’

Whether or not Steinmeier’s contention regarding U.S. business is accurate,
the U.S. ability to crack down on sanctions violators was limited until recently
by the severity of the penalties it could impose. Congress recently changed the
law in this area, dramatically increasing the possible fines for violations of U.S.
sanctions regulations. If the United States steps up its enforcement efforts in
response, it would be riskier for companies to treat the prospect of fines as the
cost of doing business.

One reason for the problems with implementation is that arrangements to
ensure compliance are extremely limited. Under the UN resolutions, countries
are called to report to the UN on the steps that they have taken in response to
the sanctions. The merits of such an approach can be questioned, as countries
are unlikely to be candid about their own failings.

Perhaps even more importantly, the UN has not yet put a team in place to
monitor compliance with its sanctions, a tool it has used effectively for many
of its other sanctions regimes, including those targeting al Qaeda, Liberia, So-
malia, Sudan, and the Taliban.”® These independent teams, comprised of con-
sultants hired for their expertise in the particular area at issue, operate with
considerable autonomy. They are generally based in the field, away from the
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UN bureaucracy in New York, and are only in existence for a limited period of
time with a clearly and narrowly defined mandate.

The Way Forward

The U.S.-led approach to date has been fairly effective in raising Tehran’s costs
for its nuclear-related activities. Yet, if the international community is truly
determined to try to change Tehran’s decisionmaking on its nuclear program
through economic pressure, far more must be done on this front. The United
States and its allies could dramatically increase the pressure on Iran by making
greater use of the available tools and more effectively utilizing a combination
of multilateral, bilateral, and unilateral actions.

Despite the difficulties, the United States should continue to pursue the UN
track aggressively. Although this path is likely to move slowly, it can still have
a significant symbolic and psychological impact. In the end, Iran is unlikely to
change its behavior with regard to its nuclear program unless it feels isolated
and that the international community is united against it. Sanctions by the UN
Security Council send a strong message that this is indeed the case.

Although additional punitive measures are important and necessary, bet-
ter enforcement of various sanctions regimes already in place could have an
equally significant impact. Devoting additional resources and attention to this
issue would be an important step forward. One particularly significant action
would be for the UN to establish a team to monitor compliance with its sanc-
tions against Iran, ideally one based either in Dubai or Beijing.” The EU and
its member states could do far more in this area as well. Although the EU has
taken an aggressive approach in interpreting the UN resolutions against Iran,
resource constraints and a lack of political will are impacting individual Euro-
pean countries’ efforts to crack down on illicit trade with Iran. As mentioned
previously, the United States could also do a better job of aggressively utilizing
the new powers granted by recent congressional legislation.

The United States could collaborate with its European partners to step up
pressure parallel to the UN process. The EU has already taken some strong
steps against Iran in conjunction with but separate from the sanctions or-
dered by the UN Security Council and could be pushed to go further. Whereas
France and the United Kingdom had been urging the EU to act for months,
Germany and others had been advocating restraint and awaiting a possible
third round of UN sanctions. Now that the UN has spoken, the EU should
be pressed to take aggressive follow-up action. Given the extensive economic
ties between various EU member states and Iran, bold action by the EU could
have a significant effect. An especially powerful step would be for the Euro-
peans to ban Iran-related export credits, a form of government insurance that
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has been a key underpinning of European-Iranian business ties. Given that the
resolution specifically calls on countries to exercise vigilance with this type of
assistance, the Europeans would have ample reason to do so.

The United States could work closely with individual EU member states to
raise the financial pressure against Tehran, particularly if the EU as a whole
proves unwilling or unable to take strong action. The British government
could play a critical role because of London’s status as one of the world’s two
leading financial capitals. Along with New York, London offers unmatched
access to capital, skilled personnel, state-of-the-art technology, and a reason-
able regulatory environment. Coordinated visits by top U.S. and British offi-
cials to major financial institutions could be a particularly effective approach.
Some companies might be willing to ignore the
U.S. government’s warnings about Iran, but

An approach that
incorporates financial
pressure remains the
most likely path to
success.

being cut off both from New York and London
financial markets might be a risk that few in-
stitutions are willing to take. Regional finan-
cial centers outside Europe such as Hong Kong
do not have the depth to replace London and
New York, and few companies would relocate

80

just for the sake of their Iranian business.

The United States should continue to en-
courage international organizations, such as
the FATE to play an important role in highlighting Iran’s deceptive financial
practices and the deficiencies in its anti-money laundering regime.®! It is es-
sential to have a multilateral body or international organization reinforcing
the U.S. message. The FATF and the United States should also be closely
tracking whether governments are following through on the organization’s re-
cent warnings and providing appropriate cautions to the financial institutions
and companies in their jurisdictions. Although the U.S. warnings carry enor-
mous weight, many companies and financial institutions do not do business in
the United States and are therefore less concerned about invoking U.S. wrath.
These banks and companies are only likely to reduce ties to Iran if their own
governments caution them; they will be far less inclined to ignore the procla-
mations of their supervisory regulatory agencies.

The United States should press its allies to bolster the national security
capabilities of their finance ministries. Although the Group of Twenty finance
ministers have all agreed in principle to take on this mission, in practice few
countries have built up the necessary capabilities. For example, no finance
ministry other than the U.S. Treasury Department has an in-house intelligence
office.B? As a result, the ministries generally do not receive all of their govern-
ment’s relevant intelligence on Iran and therefore are not in a position to as-
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sess the scope of Iran’s illicit financial activities. Frequently, only the finance
ministries have the necessary expertise to analyze the financial intelligence
and advise the policymakers on what action to take.8® The Treasury Depart-
ment’s intelligence arm, the Office of Intelligence and Analysis, has played a
significant role in enhancing the department’s national security capabilities
since its creation in 2004, demonstrating that transformation can be rapid.®*

The United States should push other governments to obtain domestic legal
authorities to target and freeze the assets of WMD proliferators. Many foreign
governments do not have these tools in spite of UN obligations. The Bank
Sepah case is a good example of how these deficiencies can affect efforts to
pressure Iran. The original U.S. plan was not to target the bank unilaterally
because U.S. officials hoped that another country might take the lead. This
did not occur because U.S. allies were constrained in part by their lack of
domestic legal authorities.®® The United States subsequently designated the
bank in January 2007, with the UN following several months later.

The United States should continue its unilateral measures to target key
Iranian actors involved in illicit activity and couple this with outreach to the
private sector. To maximize the effectiveness, it should closely monitor which
countries and private-sector entities are still doing business as usual with Iran
and focus its efforts there. Where possible, the United States should try to
avoid acting alone, both in its targeted designations and its outreach. The
United States may have to be creative in attracting partners. Given the wide
range of nefarious activity in which the Iranian regime is involved, from ter-
rorist support to developing WMD programs to playing a destabilizing influ-
ence in Afghanistan, Iraq, and Lebanon, the United States will have to gauge
on which basis it can best build international support.

Momentum in Congress is building for even tougher sanctions against Iran.
Congress is pressing the administration to sanction foreign companies for
investing in Iran’s energy sector.2® The administration is concerned that such
measures could have a backlash, undermining efforts to build a broad inter-
national coalition against Iran.®” Although the administration’s reluctance to
move forward is understandable, Washington can use potential congressional
action as leverage in discussions with key European and Asian allies whose
companies would most likely be affected by new sanctions. The administration
should argue that the best way to forestall congressional action is to demon-
strate that the current strategy is achieving significant results.

Stepping Up the Pressure

Finding ways to end Iran’s nuclear drive is clearly a top priority for the United
States and the international community. Success is far from guaranteed, but
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an approach that incorporates aggressive financial pressure remains the most
likely path to success. These financial tools are, as Levey observes, the “rare
tools short of military force that we can use to exert leverage when traditional
diplomatic options are exhausted. They allow the United States government
to bring concentrated pressure to bear on an otherwise unresponsive threat.”®
As the recent NIE suggests, Iran is susceptible to pressure on this front be-
cause it appears to make decisions on its nuclear program on a cost-benefit
basis.

For this approach to work against Iran and to change the regime’s decision-
making calculus, however, the pressure must be considerably stepped up. If the
international community is truly determined to try and change Tehran’s strate-
gy on its nuclear program through economic pressure, it must make far greater
use of all of its available tools. The message must be clear that doing busi-
ness with Iran is risky so long as Tehran persists in ignoring the UN Security
Council orders about its nuclear program and engaging in deceptive financial
practices to cover its tracks. Only if the Islamic republic sees that economic
pressure will increase steadily, so long as the nuclear impasse continues, will
the hand of those in Tehran arguing for accommodation be strengthened.
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