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:) eterring Iran from developing or acquiring

nuclear weapons will remain the core imper-

ative driving U.S. policy toward the Islamic Repub-
lic in the years to come.! This will be true whether
or not ongoing nuclear diplomacy with Tehran
leads to a long-term agreement to limit its nu-
clear program.

Public debate about what constitutes a “good”
long-term deal with Tehran has focused mainly
on ways to constrain Iran’s declared fissile-material
production capabilities, in order to keep the Islamic
Republic a year or more from a breakout (the time
it would take Iran to amass sufficient fissile mate-
rial for one nuclear device).? The United States
deems one year sufficient time to organize a diplo-
matic or military response.’

Monitoring Iran’s declared facilities is a vital
task because a number of proliferators, including
Pakistan, South Africa, and North Korea, have
used known sites to produce weapons-usable
fissile material. But a breakout using declared
facilities is probably no# the most likely scenario,
nor is it the scenario that will most severely test
International Atomic Energy Agency (IAEA)
monitoring capabilities, U.S. intelligence, or the
political resolve of the United States and the inter-
national community.
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Rather, it is an Iranian breakout using undeclared
facilities that poses the greatest threat and chal-
lenge: several other countries (including Iraq and
Syria) have taken this route, and Iran’s long record
of undeclared activities in violation of its IAEA,
and possibly Nuclear Nonproliferation Treaty
(NPT), obligations provides special reason for con-
cern.* For instance, Iran has

» engaged in the undeclared and illicit procure-
ment of sensitive nuclear-relevant technolo-
gies since the mid-1980s—activities that con-
tinue to this day;’

» conducted undeclared experiments related to
centrifuge and laser enrichment and the sepa-
ration of plutonium, and attempted to build
undeclared facilities capable of producing fis-
sile material at Natanz and Arak (revealed in

2002) and at Fordow (revealed in 2009);°

m engaged in weapons-related research-and-
development work prior to 2003 and perhaps
after, and refused to clarify concerns regard-
ing possible military dimensions of its nu-
clear program.’

Likewise, Iran has a record of noncompliance with
its own voluntary commitments, IAEA obligations,
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and UN Security Council resolutions.® For more
than a decade, it has denied the IAEA access to
personnel, documents, and sites or facilities needed
to resolve several outstanding issues—in particular,
those related to possible military dimensions of its
program—and it has rejected the legality of a half-
dozen Security Council resolutions passed since
2006 that, inter alia, required it to suspend enrich-
ment- and reprocessing-related activities.

It is therefore prudent to assume that Tehran
may well continue to engage in undeclared activi-
ties and to violate its commitments and obligations
if it believes it can do so without getting caught,
or without paying an unacceptable price—even if it
concludes a long-term nuclear deal with the P5+1,
as the five permanent Security Council members
and Germany are known.’

To deter Iran from building or acquiring a
nuclear device in violation of its NPT obligations,
Washington will need to convince Tehran that it
would not only get caught but also suffer unaccept-
able consequences: the United States would reim-
pose or ratchet-up sanctions, launch a destabilizing
soft-warfare campaign against the regime, or, even
use military force to destroy its nuclear program.

Deterring Iran from attempting a clandes-
tine breakout could, however, prove more difficult
than many experts believe:'* detecting a carefully
planned breakout attempt on a timely basis could
be very challenging, and Iran may believe that even
it it does get caught, the price it will pay will not be
“unacceptable.”

Yet, deterring a clandestine breakout may be
the best way to ensure Iranian nuclear restraint,
since a breakout using undeclared facilities might
not be discovered until well on--if at all--while an
attempted breakout using declared facilities would
be discovered almost immediately. Furthermore,
Tehran would probably block access to undeclared
facilities involved in an attempted breakout. This
would leave the international community uncertain
of how much progress Iran had made toward build-
ing a bomb and lend a heightened sense of urgency
to such a crisis as well as heightened potential for
escalation.

Detecting a Clandestine Breakout

Iran has two potential paths to a clandestine break-
out: (1) an indigenous clandestine weapons pro-
gram or (2) the surreptitious acquisition of fissile
material or nuclear weapons from a foreign sup-
plier such as North Korea.

An indigenous clandestine weapons program
might be organized around a small enrichment
facility or plutonium-production reactor and sepa-
ration facility that could be difficult to detect, given
possible constraints on inspections and the inher-
ent limitations of even the most sensitive monitor-
ing technologies and the most effective intelligence
services.!! However, unless Iran were to build an
entire clandestine fuel cycle—a major undertak-
ing that might be hard to hide—it would have to
rely on its declared program for the raw materials
needed for clandestine fissile-material production.
Major diversions from its declared program would
probably be detected."

Alternatively, Iran might try to circumvent con-
straints on and foreign scrutiny of its program by
purchasing fissile material or nuclear weapons from
a foreign supplier—most likely North Korea. In
such a scenario, it would probably prefer to pur-
chase fissile material that it would weaponize on
its own, rather than depend on a foreign weapon
design of unknown reliability. Alternatively, it
might build a fissile-material production facility
overseas, which it could operate unilaterally or in
conjunction with a foreign partner. In either sce-
nario, the transfer of fissile materials from abroad
would be very difficult to detect, and could enable
Iran to amass a small arsenal very quickly. The big
unknowns are whether North Korea (or another
proliferator) would be willing to transfer fissile
material to Iran, and whether another country
would allow Iran to establish a fissile-material pro-
duction facility on its soil.

That said, Iran’s preferred way forward is one of
slow, incremental progress rather than a rapid “dash”
to the bomb that would increase the risk of detec-
tion, and of a military response by its enemies. The
Islamic Republic’s nuclear program is not a crash
program: it has been ongoing for nearly thirty years,
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due in part to Tehran’s innate caution, and the
regime’s culture of strategic patience.” This is why
Tehran may be willing to settle for a deal with the
P5+1 that entails certain constraints but preserves
a breakout capability. At any rate, the major con-
straints spelled out in the U.S. fact sheet for the
framework agreement reached with Tehran are
expected to last ten to fifteen years—not an exceed-
ingly long period in the context of a program that
is now three decades old and a nation that is the
embodiment of a six-thousand-year-old civiliza-
tion. And Iran might find ways to circumvent these
constraints before then.

Iran’s near-term goal may be to hedge, by having
its status as a nuclear-threshold state confirmed and
legitimized through a long-term agreement, while
preserving a breakout capability. This would confer
on Tehran many of the benefits of being a nuclear
weapons state, without the potential risks and costs
the latter could entail. It would provide Iran with
a virtual nuclear deterrent, since the United States
and others would tread lightly whenever tensions
flared with Iran, for fear that it might use such ten-
sions as a pretext to abandon the long-term accord
or attempt a breakout. It is therefore quite possible
that Iran will accommodate itself to its status as a
nuclear threshold state for the indefinite future,
although the temptation to pursue a clandestine break-
out will be ever present and could be strengthened by
changes in the factional balance of power in Tehran,
the regional threat environment, or Iran’s assess-
ment of the risk of attempting a breakout.

Iran’s long-term aspirations to Great Power
status will almost certainly impel it to eventually
develop a nuclear arsenal of some sort. This is the
only plausible explanation for past and perhaps
ongoing weapons-design work." Should Iran go
ahead with its declared plans to create an indus-
trial-scale nuclear infrastructure, whether following
the failure of nuclear negotiations with the P5+1 or
after the principal constraints imposed by a long-
term accord expire ten to fifteen years hence, it will
become even more difficult to detect a clandestine
program against the background ‘noise’ created by
these expanded activities.

DETECTING CLANDESTINE FACILITIES. Irans ini-
tial attempts to create an undeclared fissile material
production capability centered on small, medium,
and large facilities. The enrichment facility at
Natanz was built to accommodate 50,000 cen-
trifuges capable of producing sufficient enriched
uranium for 25 to 30 weapons a year, while the
enrichment facility at Fordow was built to accom-
modate 3,000 centrifuges capable of producing 1
to 2 bombs a year (in each case, using first-gener-
ation centrifuges).” Both were built underground
to make them difficult to detect and bomb. The
small 40MW research reactor at Arak, which is
still under construction, was designed to produce
enough plutonium for 1 to 2 bombs a year.

By contrast, facilities associated with a future
clandestine program would likely be small and
inconspicuous, and the pace of operation slow and
deliberate, to limit telltale signatures. This would
increase the odds that if an undeclared facility were
discovered early on, Tehran could explain it away as
an innocuous civilian structure.

A long-term accord that permits Iran to con-
tinue centrifuge R&D work and to master more
efficient centrifuge designs could enable Iran to
build small clandestine enrichment facilities that
would be difficult to detect. For this reason, centri-
fuge R&D work must be highly circumscribed in
a long-term deal. This is a major drawback of the
current framework agreement, as described in the
official U.S. fact sheet.’ Moreover, if this provision
is allowed to stand as part of a long-term accord,
it is more likely to undermine confidence than to
build it, as Iranian centrifuge R&D successes will
stoke concerns regarding the latter’s ability to cre-
ate a clandestine enrichment program.

Compared to other types of enrichment plants,
centrifuge enrichment facilities are more difficult
to find because they are smaller and have relatively
modest electrical requirements. Accordingly, they
produce few visual, infrared, or other signatures,”
though spinning centrifuges may generate electro-
magnetic radiation or leak radioactive efluent into
the environment.!® Detection of these, however, is
possible only at short distances—from a few hun-
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dred meters to a few kilometers—and might be
even more difficult if efforts have been made to
shield and contain the facility.”

Iran might also eventually try to build unde-
clared laser enrichment facilities. It has previously
demonstrated an interest in laser enrichment and
has reportedly not answered all IAEA questions
about its past work in this area.’ The cost, size, and
power requirements of a laser enrichment plant
are potentially a fraction of those of a centrifuge
enrichment facility, and it would therefore be
harder to detect. Lasers would therefore be an ideal
choice for a proliferator like Iran, if it could master
the technical challenges involved. * For now, this
is considered a long-term concern, as Iran’s laser
enrichment program has focused on less-promising
techniques such as molecular laser isotope separa-
tion (MLIS) and atomic vapor laser isotope separa-
tion (AVLIS). But, in 2012, the U.S. Nuclear Regu-
latory Commission approved the construction in
the United States of the world’s first laser enrich-
ment plant using a highly classified proprietary
technique known as separation of isotopes by laser
excitation (SILEX), the only method considered
suitable for production-scale enrichment.?? The
knowledge that it can be done is likely to inspire
Iran to devote additional efforts to investigating
this enrichment path.?

Finally, Iran could, in extremis, use its nuclear
reactor at Bushehr as a source of plutonium for
weapons. Although Bushehr is not ideally suited
for the purpose, a single fuel-load could produce
enough plutonium for dozens of nuclear weap-
ons. And even as reactor-grade plutonium is not
ideal for bomb making—heat and radioactiv-
ity make it difficult and dangerous to work with,
while its isotopic composition makes for an inef-
ficient and unreliable weapon—the United States
demonstrated the military utility of reactor-grade
plutonium in a 1962 underground nuclear explo-
sive test.?'Thus, during a crisis or war, Iran could
divert spent fuel from the reactor’s cooling pond
to a clandestine processing facility where pluto-
nium would be separated and prepared for use in
a weapon.”

The U.S. intelligence community’s record in
tracking clandestine nuclear weapons programs
has been decidedly mixed. While it has been very
successful in detecting such programs, it has often
failed to correctly assess their status, identify prolif-
eration paths (especially when multiple or nontra-
ditional paths have been taken), locate key facilities,
or track the activities of proliferation supplier net-
works.? For instance:

» 'The United States had suspected for well over
a decade that North Korea had a uranium
enrichment program but did not learn about
its centrifuge plant at Yongbyon until the
plant was shown to a delegation of former U.S.

officials in 2010.%

m The United States did not learn about the
reactor that North Korea was building in Syria
until it was close to completion in 2007.%

m The U.S. intelligence community did not
become aware until nearly four years later that
Iran had apparently suspended its “structured”
weaponization program in 2003.%

» The United States did not learn about Iran’s
enrichment plants at Natanz and Fordow
until several years after work on each had
commenced—albeit several years before each

became operational.*

m  Prior to the 1991 Gulf War, the international
community was unaware of the full extent and
advanced status of Irag’s nuclear program, which
IAEA inspectors uncovered after the war.™

»  While South Africa had long been suspected
of having a weapons program, the 1993
announcement that it had produced a half-
dozen nuclear devices was the first confirma-
tion of this fact for the United States.®

» The A. Q. Khan network operated for more
than a decade and assisted Libya, North
Korea, Iran, and possibly others before initial

steps were taken to disrupt and dismantle the
network in 2001.%
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Moreover, a recent Defense Science Board study
of nuclear monitoring and verification technolo-
gies concluded that “the technologies and processes
designed for current treaty verification and inspec-
tions are inadequate to future monitoring reali-
ties” such as “identifying small or nascent [nuclear]

programs.”**

This seems to imply that creative
proliferators would enjoy an advantage in the cat
and mouse game they are playing with the United
States and the international community.

There are a number of things that the interna-
tional community can do, however, to level the
playing field with Iran and further reduce the
chances of its violating its NPT obligations with-

out getting caught:

POSSIBLE MILITARY DIMENSIONS. Resolving open
questions about the possible military dimensions
(PMD) of Iran’s nuclear program would likely ren-
der any monitoring regime in Iran more effective,
for three reasons: (1) If Iran believed it got away
with violating its NPT obligations once before
without having to acknowledge the fact, it might
try to do so again in the future. (2) Acquiring a
detailed understanding of Iran’s past weapons work
will help determine which personnel, facilities, and
sites need to be closely monitored, and how to best
structure an effective monitoring regime for Iran.
(3) An acknowledgment by Tehran of such past
activities—even in a way that allows it to save face—
will strengthen the P5+1's hand in negotiations
over intrusive monitoring arrangements by clearly
demonstrating the need for them. The ultimate
lifting of sanctions as part of a long-term nuclear
accord should be contingent on Iran’s answering
the JAEA’s questions about PMD, and providing
access to personnel, documents, and facilities nec-
essary for the agency to make an assessment about
the peaceful nature of Iran’s nuclear program.

MONITORING AND ENVIRONMENTAL SAMPLING.
'The inspection and monitoring regime underpin-
ning a long-term nuclear accord with Iran must be
the most intrusive of any in the world. It should

incorporate the IAEA Additional Protocol (AP)
while going beyond its provisions, as they proved

inadequate when Iran voluntarily adhered to them
between December 2003 and February 2006.% As
tormer CIA director General Michael Hayden
stated in testimony before Congress, “Absent an
invasive inspection regime, with freedom to visit
all sites on short notice, American intelligence can-
not provide adequate warning of Iranian nuclear
developments.™®

Iranian officials have long stated that they are
willing to build confidence through greater nuclear
“transparency.” Indeed, President Hassan Rou-
hani, in his acceptance speech after being elected
president, said, “Our nuclear programmes are com-
pletely transparent, but we are ready to show greater
transparency.” In practice, however, Tehran has
pushed back against enhanced monitoring arrange-
ments. It insists on seeing the Additional Protocol
as a voluntary option and has repeatedly rejected
efforts to establish it as an obligation, describing
such efforts as evidence of a discriminatory double
standard applied to Iran, and an abuse of authority
by the IAEA. Thus, in its fact sheet on the frame-
work agreement, Tehran stated that its implemen-
tation of the AP would be “voluntary” and “tem-
porary” (terms that in fact describe its approach to
just about all the provisions in the proposed accord).
Tehran’s refusal to accept these transparency mea-
sures on an indefinite, if not permanent, basis will
pose major challenges to any future efforts to deter
a clandestine breakout.

If the restrictions and monitoring arrangements
described in the U.S. fact sheet on the framework
agreement are eventually incorporated into a long-
term accord and implemented as intended, Iran
will have a very hard time creating clandestine fuel-
cycle-related facilities for as long as the arrange-
ments remain in effect (ten to fifteen years for
most), while any effort to use declared facilities for
a breakout would likely be detected within one to
two weeks. Inspectors will be able to monitor and
access the supply chain that supports Iran’s nuclear
program, regularly visit all fuel-cycle-related facili-
ties, and have what amounts to anytime, anyplace
authority to look for undeclared facilities. Facili-
ties capable of producing fissile material at Natanz,
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Fordow, and Arak will be restricted to limit their
ability to produce fissile material, while stocks of
enriched uranium and spent reactor fuel will be
shipped out of the country. The parameters include
most of the provisions called for by nuclear pro-
liferation specialists,* although some have high-
lighted areas for improvement.”

If this assessment sounds too good to be true, it
probably is. Iran has already stated that enriched
uranium will not be sent out of the country,* that
IAEA inspectors will not have access to military
facilities,” and that all sanctions should be lifted
immediately upon conclusion of the agreement.*
The stockpiling of enriched uranium—even in
dilute form—would vitiate much of the purpose
of the accord. Denial of access to military facili-
ties could create no-go zones in which Iran could
engage in undeclared activities and build clandes-
tine facilities. And the immediate lifting of sanc-
tions would instantly reduce the international
community’s leverage over Iran, greatly diminish-
ing its ability to ensure Iranian compliance with
its commitments. Finally, just as Iran continues to
hinder investigation of possible military dimen-
sions of its nuclear program by denying the IAEA
access to personnel, documents, and facilities, it
may, over time, try to further constrain the IAEA
in order to reduce the efficacy ofa possible long-
term agreement.

For this reason, the JAEA must be granted
broad authority in a long-term agreement to con-
duct wide-area environmental sampling to detect
possible clandestine facilities in Iran. Indeed, this is
one of the IAEA’s most powerful tools for detect-
ing undeclared activities. According to a former
IAEA official who served in its Department of
Safeguards and as an inspector in Iraq in the 1990s:

Nuclear forensics have achieved such extraordi-
nary sensitivities that it is virtually impossible to
sanitize radioactively contaminated surfaces or to
avoid the detection of leakages of radioactive air-
borne or liquid discharges. For example, analysis
of environmental samples—airborne particulate

matter, water, deposited or sedimented materials—

is capable of detecting the presence of uranium
down to a few millionth, billionth, billionth parts
of a gram. However, even with such sensitivities, it
has to be recognized that the concentration of any
environmental contamination reduces inversely
and nonlinearly with the distance from the point
of release. The actual reduction would be a func-
tion of terrain and the prevailing meteorological

conditions.®

'Thus, environmental sampling enabled the JAEA
to detect North Korean deception regarding repro-
cessing activities at its Yongbyon reactor (1992);*
to detect traces of high-enriched uranium on used
Pakistani centrifuges that Iran had obtained from
the A. Q. Khan procurement network (2004);%
and to detect traces of chemically processed natu-
ral uranium at the former site of Syria’s al-Kibar
reactor, which had been destroyed in an Israeli air-
strike, undermining Syria’s claims that the site had
no connection to a nuclear program (2008).* The
United States should advertise this record of suc-
cess to convince Tehran that it will be caught if it
attempts a breakout.

That said, the expense associated with environ-
mental sampling is likely to limit its use to loca-
tion-specific campaigns at sites of concern.” And
because the minute quantities of efluent that may
leak from a well-run fissile-material production
facility may travel only short distances after release
into the environment, wide-area environmental
sampling is not a panacea or a substitute for unfet-
tered on-site inspections, or other more traditional
monitoring techniques.

EXPLOITING CYBER FEARS. U.S. and friendly intel-
ligence services, probably with the help of disaf-
tected Iranians, have succeeded in uncovering past
undeclared nuclear activities in Iran. The realization
that its program has been repeatedly penetrated by
foreign intelligence services likely unnerved Tehran,
and induced it to act with greater caution.

To deter Iran from resuming large-scale unde-
clared activities, Washington should reinforce the
fear of again being caught cheating. To this end,
Washington should build on the shock created by
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Stuxnet to convince Tehran that America’s cyber
spying capabilities render Iran’s nuclear activities
transparent to the United States and its partners.
And Washington should selectively disclose to
the media details about a number of game-chang-
ing military programs now under way that could
enable the United States and its allies to penetrate
closed computer networks for intelligence purposes,
obviating the need for intelligence operatives to
physically introduce spyware into the networks.*

As Iran develops increasingly sophisticated cyber
defenses and cyber capabilities of its own, however,
it is possible that foreign cyber spying will eventu-
ally become less effective, and hence less of a con-
cern for Tehran. Accordingly, the deterrent value
of America’s cyber advantage is likely to wane—at
least until new foreign cyber surprises force Tehran
to once again readjust its risk calculus.”

DETECTING NUCLEAR TRANSFERS. An
greater monitoring challenge would be posed by

cven

the transfer to Iran of fissile material or a nuclear
weapon from a nuclear weapons state—the most
likely, and perhaps only current candidate being
North Korea. Detecting and tracking sensitive
technology and weapons transfers has proven
extremely challenging in the past, and is likely to be
even more so in the future. And while UN Security
Council Resolution 1874 provides the international
community with authorities to inspect North
Korean maritime traffic on the high seas or in
ports to check for proscribed cargo, political con-
siderations ensure that this is extremely unlikely to
happen unless reliable intelligence provides “proba-
ble cause.”™

The United States and its allies need to be
able to detect the transport of fissile material or a
nuclear device to Iranian ports. Given the relatively
short distances at which penetrating radiation from
a nuclear weapon may be detected (tens of meters
for gamma radiation, scores of meters for neutron
radiation emanating from an unshielded device or
weapon, and much less for a shielded weapon), the
detection of fissile material or a nuclear weapon by
technical means would pose severe challenges.” To

this end, the United States should consider, if it is
not already doing so, unconventional methods of
employing radiation monitors in the Persian Gulf
and the Pacific: aboard yachts or other civilian plea-
sure craft; on unattended floating sensors clandes-
tinely emplaced at the mouth of Iranian and North
Korean harbors; and on unattended ground sensors
emplaced at Iranian and North Korean airfields. In
addition, portal monitoring for radiation sources
should be carried out at official border-crossing
points and ports of entry in neighboring states.>

'The shielding of radioactive cargoes could defeat
such methods, however, and other intelligence
capabilities will be needed to provide early warn-
ing and to cue radiation monitors or maritime
boarding parties. The United States, however, will
need to be both very good and very lucky to suc-
ceed. Detecting the transfer of fissile material or
a nuclear device by air or sea will likely remain a
critical weakness of any monitoring effort in Iran.

Unacceptable Consequences?

From the outset, Iran has pursued a policy of
nuclear ambiguity to obfuscate its intentions
and thereby forestall a strong, unified interna-
tional response to its nuclear program. These
efforts ultimately failed, and Iran found itself
heavily sanctioned. And it has taken a cautious,
incremental approach with its nuclear program
to avoid provoking an Israeli or American mili-
tary response, an effort that, by contrast, has thus
far succeeded.”

Iran’s policy of nuclear ambiguity complicated
efforts to impose stiff UN Security Council and
multilateral sanctions against it. Absent unambig-
uous proof of a weapons program, many countries
were reluctant to cut oft business with a key oil
producer or to pass Security Council resolutions
that could potentially be used to justify the use
of force. Eventually, the United States succeeded
because of a focused, sustained effort to make its
case and use its economic weight to compel key
states to choose between trading with the United
States or Iran.
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This same dynamic would likely shape the inter-
national response to an Iranian violation of a long-
term nuclear accord or an attempt to break out
from the NPT. Barring a brazen, overt violation,
it will likely be difficult to mobilize international
support for the reimposition of sanctions that most
countries did not enthusiastically embrace in the
first place. Most countries would likely urge that a
compliance crisis be resolved without the cost and
inconvenience of reimposing sanctions.

Likewise, for more than thirty years, the United
States has sought to avoid conflict with Iran,
eschewing military responses to hostile acts that
Tehran facilitated or was involved in, such as the
1983 Marine barracks bombing in Beirut, the 1996
Khobar Towers bombing in Saudi Arabia, and the
2011 Iranian plot to assassinate the Saudi ambas-
sador to the United States. And in the past two
decades, Iran has crossed at least a half-dozen U.S.
and Israeli nuclear redlines of varying significance,
often without eliciting a meaningful response by
either.”* Israel and the United States will therefore
be no more enthusiastic about taking military action
against Iran in the future than they were in the past.

Thus, Tehran may reason that it has nothing to
lose by trying to “sneak out” or “creep out” of the
NPT. And given the widespread belief among
Iranian officials that Iran is a rising power that is
now calling the shots in four Arab capitals (Beirut,
Damascus, Baghdad, and Sana)® and that is laying
the foundations for a new Iranian empire,* Tehran
may be emboldened to try.

For this reason, Washington must convince
Tehran that if it attempts a nuclear breakout, the
United States will reimpose and/or ratchet up
sanctions,” launch a destabilizing ‘soft warfare’
campaign against the Islamic Republic and, if need
be, use military force to destroy its nuclear program.

SNAP-BACK SANCTIONS. Iran remains, for now,
under unprecedented unilateral and multilateral
sanctions, assembled through years of painstak-
ing diplomacy, which have finally brought it to the
negotiating table. Due to the leverage they provide,
it is vital that a nuclear accord preserve the option of

reimposing sanctions, should Iran violate the terms
of an agreement or attempt a nuclear breakout.

Sanctions should therefore be suspended rather
than lifted. Indeed, the U.S. fact sheet states that
the framework agreement provides for the suspen-
sion of sanctions once Iran fulfills its commitments,
although Iran’s Supreme Leader, Ali Khamenei,
has said that all sanctions must be lifted the day
an agreement is reached.” In the event of a vio-
lation, meanwhile, allies would likely have practi-
cal disagreements as to what degree of snap-back
would be merited by a given violation. A consen-
sus on this issue needs to be reached by the P5+1
and other key states ahead of time, although this
will be difficult. Russia, for instance, rejects the
idea of the automatic reimposition of sanctions in
the event of a violation, and believes that, in this
case, the Security Council should vote on the mat-
ter once again.” Moreover, as sanctions are lifted,
Iran may sign oil and other contracts with key
countries on concessionary terms in order to give
them an economic incentive to oppose the reimpo-
sition of sanctions.

Israeli threats against Iran’s nuclear program,
which were so instrumental in obtaining European
and international support for sanctions in the past,
may not be credible in the future. Israel is seen by
many as having repeatedly cried wolf, and its mili-
tary threats against Iran’s nuclear program have lost
their efficacy.

Sanctions were effective because swing oil pro-
ducers such as Saudi Arabia were able to compen-
sate for the loss of Iranian oil during a period of
soft international demand. Such conditions might
not exist in the future, however, and the reimposi-
tion of sanctions on Iran’s oil sector might entail
economic costs that the United States, or at least
some of its allies, might be unwilling to pay.

Finally, while many Iranians continue to suffer
the effects of sanctions, Iran has adjusted reason-
ably well on a macro level,®® and it is likely to do
whatever it can to further reduce its vulnerability
should sanctions be reimposed in the future. Thus,
it will probably continue with reforms that sanc-
tions made essential, but which remain desirable
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for other reasons. The reimposition of sanctions
may therefore not yield the benefits they did the
first time around.

For all these reasons, the threat of reimposing
sanctions might not have the deterrent value cur-
rently attributed to it. While snap-back sanctions
are an essential element of any effort to deter an
Iranian nuclear breakout, it would be prudent to not
rely on them too heavily. Other measures must be
considered when attempting to alter Tehran’s calcu-
lus regarding the risks and costs of a breakout.

SOFT WARFARE. If Washington is to deter an Ira-
nian nuclear breakout, it must understand the
worldview of the Islamic Republic’s leaders in
order to threaten what they value most. Because
the Supreme Leader and those around him came
to power through a revolution that has experienced
episodic bouts of domestic unrest, survival remains
their foremost concern, and counterrevolution their
greatest fear.

Thus, senior Iranian officials believe that for-
eign-inspired soft warfare—efforts to inculcate for-
eign ideas, values, and ideologies in order to under-
mine the strength, legitimacy, and social cohesion
of the Islamic Republic—is a greater threat to the
regime’s survival than a foreign military strike or
invasion.®" In a 2003 television address, Supreme
Leader Khamenei explained the reason for this fear,
echoing the frequent warnings of Ayatollah Ruhol-

lah Khomeini of a “cultural invasion”:

More than Iran’s enemies need artillery, guns and
so forth, they need to spread cultural values that
lead to moral corruption...If they arouse sexual
desires [and] spread unrestrained mixing of men
and women, and if they lead youth to behavior
to which they are naturally inclined by instincts,
there will no longer be any need for artillery and
guns against that nation.*

It is for this reason that Mohammad Ali Jafari,
commander-in-chief of Iran’s Islamic Revolution-
ary Guard Corps (IRGC), stated on several occa-
sions that the 2009 “sedition” against the coun-
try—that is, the popular protests spearheaded
by the Green Movement following that year’s

elections—“was much more dangerous than the
[eight-year] imposed war” with Iraq.®® The threat
from within is seen as much greater than the threat
from without.

'The reason for these fears is not hard to discern.
While Iran’s topography and geographic depth
pose significant obstacles to an invasion, its popu-
lation is unprotected against the foreign “cultural
invasion” that Ayatollahs Khomeini and Khamenei
railed against. Each and every citizen is susceptible
to subversive messages that enter the country via
the Internet, radio, and satellite television. This is
why the regime has tried to create strategic depth
in the information domain by erecting Internet
firewalls, jamming foreign news broadcasts, and
creating a national Internet, and why it devotes
so much effort to Islamizing the education system
and indoctrinating the general population. Foreign,
un-Islamic cultural and ideological influences are
Tehran’s worst nightmare.

'This is a vulnerability that Washington should
use to pressure Tehran. It faces several challenges,
however, in doing so. First, it is much easier to do
harm than good through crude or maladroit infor-
mation and influence activities, and depending
on the context against which a breakout attempt
occurs, there might be significant public support
within Iran, on nationalistic or national security
grounds, for such a move by the regime. In these
circumstances, U.S. messaging might not find a
receptive audience.®* Second, most of America’s
soft power resides in the private sector—its popular
and consumer culture, Hollywood, its information
technology sector, and its higher education sys-
tem—and cannot be effectively mobilized by the
U.S. government to serve as an instrument of U.S.
foreign policy.

Yet to the degree that the United States seeks to
promote its values and advance its interests by rou-
tinely seeking to expand contacts between peoples,
foster the free exchange of ideas and information,
and open markets to American cultural and com-
mercial products, it creates informal networks and
lines of communication that could be used for offi-
cial messaging during a nuclear crisis.
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To this end, the United States should more
actively encourage the private sector to build
bridges with Iranian civil society. In many cases,
private organizations already have missions that
would serve U.S. purposes: news outlets want to
get information out; universities want to encourage
contact, scholarly exchange, and debate; entertain-
ment companies want to provide types of music
and images that the people want but the regime
hates.® On this count, the U.S. government is
already encouraging the private sector to find ways
to help Iranians circumvent limits on their ability
to get news and to communicate with each other,
but it should do more. Such efforts could help
facilitate U.S. government communication with
the Iranian people in the event of a nuclear crisis
with Iran.5

Thus far, the Obama administration has avoided
playing on Tehran’s fears that outside powers
are exploiting domestic tensions to pressure the
regime. It has by and large avoided actions that
could be perceived as meddling in Iran’s internal
affairs, presumably because it believes such efforts
would undermine attempts to engage Tehran,
revive memories of the U.S. intervention in 1953
to remove Prime Minister Muhammad Moss-
adeq, and might be mistaken for efforts to achieve
regime change.

While such concerns may be understandable
in the current context, it is arguable whether such
restraint would be prudent should Iran attempt
a nuclear breakout, when the synergy created by
efforts to exploit domestic fissures, combined with
external economic and military pressures, could be
just what is needed to facilitate a diplomatic solu-
tion to the crisis that would almost certainly ensue.
In such an eventuality, the United States should be
prepared to wage a soft warfare campaign against
Tehran consisting of psychological operations and
covert action.” Elements of such a campaign might
consist of efforts to

» debunk the Islamic Republic’s nuclear nar-
rative by underscoring how Tehran’s viola-
tion of its NPT obligations demonstrated the

hollowness of the Supreme Leader’s fatwa
against the development, stockpiling, and use
of nuclear weapons, and jeopardized the secu-
rity and well-being of the Iranian people, in
order to advance the personal ambitions of an
autocratic clerical-military clique;

»  highlight the potential economic costs to the
Iranian people of the reimposition of sanc-
tions and the isolation of Iran;

m criticize the Islamic Republic’s human rights
record, especially violations of the rights of
political prisoners, women, and ethnic minori-
ties, while championing the cause of individu-
als detained by the regime;

» disseminate information regarding corruption
among well-connected clerics, politicians, and
IRGC officers and their children, and high-
light how much money the Islamic Republic
spends abroad to fuel conflicts in Syria, Leba-
non, Gaza, Iraq, and Yemen at the expense of
the needs of the Iranian people, the reputa-
tion of the Iranian nation, and Iran’s standing
among other Muslim communities and the
world’s democracies;

» discredit the Islamic Republic’s “democratic”
processes by exposing how it depends on elec-
toral manipulation, publicizing how it stacks
the deck in favor of its preferred candidates
and against those not deemed sufficiently
loyal to the system, and documenting the
regime’s transformation into an authoritarian

theocracy backed by the IRGC.

Finally, Washington should devote more resources
to helping the Iranian people counter regime cyber
surveillance and circumvent government firewalls
so that they can stay in contact with the Iranian
diaspora, and obtain factual news about develop-
ments in Iran from independent news sources—
thereby undermining the hegemony of official gov-
ernment news outlets.

THE MILITARY OPTION. Iran has been invaded and
occupied by ancient Macedonians, Arabs, Mongols,

10

RESEARCH NOTE 26



Deterring an Iranian Nuclear Breakout

and modern Europeans, and the fear of invasion
remains an important factor in explaining the poli-
cies of the Islamic Republic. After the U.S. invasion
of Afghanistan in 2001 and Iraq in 2003, Tehran
was sufficiently concerned that it was “next in line”
that it suspended its “structured” nuclear weapon

R&D effort, presumably to avoid giving its enemies

a reason to attack. But these fears eventually faded

once the United States became mired in long and

costly wars in Iraq and Afghanistan, and with the

election of a U.S. president (Barack Obama) com-
mitted to reducing America’s role in the Middle

East. And while Iran regularly conducts military
exercises that deal with potential invasion scenarios,
it does not actually appear greatly concerned about

such an eventuality at this time.

What of an Israeli or U.S. preventive strike
against Iran’s nuclear infrastructure? Tehran has
evinced less concern about the former because
Israel can do only limited damage to its nuclear
program or to conventional military targets—
although an Israeli attack might be useful for Ira-
nian politicians intent on reinvigorating the spirit
of the Islamic Revolution and riding a nationalist
backlash. For this reason, the threat of an Israeli
strike in itself has limited deterrent value vis-a-
vis Tehran. Having cried wolf for so long, Israeli
threats are no longer taken very seriously by Tehran,
which probably worries more about he possibil-
ity that an Israeli strike could eventually draw the
United States into a conflict with Iran.

A U.S. strike could do great damage to Iran’s
nuclear infrastructure as well as to numerous mili-
tary and leadership targets. But Tehran does not see
it as an existential threat to the Islamic Republic,
and Iran no longer seems to believe that the United
States would use force against it.®

Having eschewed, for three decades now, the
use of force in response to Iran-sponsored terror-
ism, the United States suffers from a credibility
deficit with respect to the Islamic Republic. Both
Democratic and Republican administrations have
contributed to this state of affairs, although senior
Obama administration defense officials have com-
pounded the problem by publicly dismissing the

efficacy of military action against Iran.®” The presi-
dent further complicated matters by reneging in
September 2013 on prior threats to strike at Syria
if it used chemical weapons, and by his tendency
to couch threats toward Iran in language that con-
veys more ambivalence than resolve, sending mixed
messages to both adversaries and allies. Thus, in
warning Iran against attempting a nuclear break-
out, he has stated that “I...don’t, as a matter of
sound policy, go around advertising exactly what
our intentions are. But I think both the Iranian
and the Israeli governments recognize that when
the United States says it is unacceptable for Iran

to have a nuclear weapon, we mean what we say.””

Likewise, statements by senior administration
officials that the alternative to a nuclear deal with
Iran is war may convey the impression that, if forced
to choose, the United States would ultimately rather
live with an Iranian bomb than take military action
to avert such an eventuality.” In this way, U.S. policy
may unintentionally tempt Iran to test President
Obama’s redline, and to render more likely the very
outcome it is trying to avert.

For these reasons, repeated claims by Presi-
dent Obama that “all options are on the table”
are now greeted with derision by senior Iranian
military officials.”? Tehran may no longer believe
that it would face unacceptable consequences if
it got caught attempting a nuclear breakout. To
be viable, however, a long-term agreement must
be backstopped with the credible threat of force.
And for that to occur, the U.S. must remedy its

credibility deficit.

REESTABLISHING U.S. CREDIBILITY. To sell an
Iranian deal at home and to ensure its viability once
concluded, President Obama needs to address this
credibility deficit—lest Tehran test the limits of
a deal by selective compliance or by attempting a
slow-motion breakout. Here, Tehran’s assessment
of the mettle and character of the president and the
mood of the American people are more important
that its perception of American military power.”
Accordingly, steps to enhance the flexibility and
responsiveness of forward-deployed U.S. forces will
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not do much to alter Tehran’s threat perception,
without a change in its perceptions of U.S. resolve.

As a first step, then, U.S. officials should com-
mit, going forward, to “do no harm.”’The president
should avoid statements that the alternative to a
nuclear deal is war with Iran; these raise questions
about America’s commitment to its nuclear redline.
Washington must also take steps to undo thirty
years of U.S. policy that has taught Tehran that it
can engage in proxy warfare against the United
States without risking a military response. To do
so, Washington must demonstrate through word
and deed that it will no longer tolerate actions by
Tehran that it tolerated in the past, and that while
continuing to engage Tehran, it will be increas-
ingly tolerant of risk in its dealings with the Islamic
Republic.”™ After all, Tehran has not shown much
concern that its regional activities and over-the-
top anti-American propaganda might undermine
nuclear negotiations with the United States. So
Wiashington should demonstrate that it will push
back against destabilizing Iranian actions that
harm U.S. interests in the region, even while striv-
ing for a long-term nuclear deal.

To this end, the United States should inter-
dict Iranian arms transfers to its proxies and allies,
which violate the arms-export ban contained in
UN Security Council Resolution 1747, in accor-
dance with authorities granted in Resolution 1929.
(In this regard, recent steps by the U.S. Navy to
interdict Iranian arms shipments to the Houthis in
Yemen, and to escort U.S.-flagged vessels through
the Strait of Hormuz after the MV Maersk Tigris
was diverted by Iranian naval vessels to an Iranian
port, are a good start.)” It should ensure that the
new Security Council resolution envisioned in
the U.S. parameters for a long-term accord retains
these authorities. And it should more systemati-
cally target the IRGC’s Qods Force with finan-
cial designations—including key facilitators, front
companies, and financial institutions that enable
its activities.”

Likewise, because Tehran has invested signifi-
cant resources and prestige in its efforts to ensure
the survival of Syria’s Bashar al-Assad regime—

whose policies are a driver of regional instability—
the United States should ensure that the regime
remains under pressure and uncertain of its grip
over areas it controls. The United States should
ramp up its support for what remains of the mod-
erate opposition in Syria in order to maintain pres-
sure on Assad, discourage more fighters from gravi-
tating to Jabhat al-Nusra and the Islamic State of
Iraq and al-Sham (ISIS), and win back former Free
Syrian Army fighters who had defected to better-
resourced extremist groups.

Furthermore, the president must tend to and
strengthen the nuclear redline he has drawn,
which states that the United States will use all
necessary means to prevent Iran from getting the
bomb.” He must frequently remind Tehran that
his nuclear redline still stands, and use absolutely
unambiguous language in discussing the conse-
quences of violating this redline. Strategic com-
munication, however, is 20 percent words and 80
percent action, and actions are needed to make
such a threat credible.”

Paradoxically, actions to bolster these threats will
generally be more effective if they are subtle and
calculated to play on Tehran’s paranoia,” although
there is a time and a place for both subtlety and
directness when communicating threats. Subtle
actions include shadowy activities to push back
against Iranian regional policies and roll back Ira-
nian influence, and unheralded military measures
that indicate Washington is preparing in earnest to
respond to an Iranian breakout, rather than high
profile overt activities that could cause Tehran
to dig in its heels in order to save face. Moreover,
high-profile threats could engender a backlash by
members of the Iranian public, and by Americans
and P5+1 members who believe the military instru-
ment has no role to play in diplomacy.

To this end, the United States should conduct
exercises that demonstrate the offensive potential
of U.S. forces in the region. Thus far, in its deal-
ings with Iran, the United States has emphasized
deterrence by denial. But it also needs to empha-
size its ability to deter through punishment, lest
Tehran conclude that it can effectively manage risk
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in its dealings with the United States.® Thus, while
missile-defense and mine-countermeasure exer-
cises are necessary elements of an effective deter-
rence policy toward Iran, they are not sufficient; it
is also necessary to conduct and advertise exercises
that simulate long-range strike operations and the
projection of power deep into hostile territory.®

The United States should also hold exer-
cises involving B-2 bombers, which can carry
the 30,000-pound Massive Ordnance Penetra-
tor (MOP), and should encourage media reports
that highlight ongoing military preparations.®
It should likewise continue to publicize major
milestones in the fielding and deployment of the
upgraded MOP, which was developed to deal with
Iran’s deep-underground uranium-enrichment
facility at Fordow.®

Further, Washington should signal that its
response to an attempted breakout would not nec-
essarily be predictable or symmetrical in nature.
Thus, it might not target just Iran’s nuclear infra-
structure but also entities essential to the regime’s
survival, further confounding Tehran’s ability to
manage risk, should it engage in nuclear brinkman-
ship. For instance, it could target the IRGC, which
is believed to play a key role in Iran’s nuclear pro-
gram, and which is also responsible for ensuring
the regime’s survival.

Finally, to bolster its nuclear redline with Iran,
Washington should seek to create a consensus
among the P5+1 and other allies regarding redlines
and the consequences for Iran of crossing them,
including

» failure to grant timely access to persons, docu-
ments, or facilities;

m failure to inform the IAEA of a decision
to build new nuclear facilities (as required

by the modified Code 3.1 of its Safeguards
Agreement);

» production of high-enriched uranium, sep-
aration of plutonium, or diversion of nu-
clear material;

m  weapons R&D; or

m  withdrawal from the NPT before the IAEA
has drawn conclusions about the exclusively
peaceful nature of its nuclear program.

'The P5+1 should have this consensus enshrined in
a UN Security Council resolution adopted under
Article 42 (which authorizes the use of force) of
Chapter VII of the UN charter. (The Iranian fact
sheet regarding the long-term accord calls for
a resolution adopted under Article 41, however,
which would authorize only diplomatic and eco-
nomic pressures in the event of a violation.*) Such
a preventive resolution would put the onus on Teh-

ran for the consequences of its actions.®

Conclusions

Deterring, detecting, and responding eftectively to
an attempted Iranian nuclear breakout would likely
prove more challenging than expected. The United
States has a poor record of stopping determined
proliferators who were not close allies and could
not be enticed to abandon their nuclear ambi-
tions through arms transfers and security guaran-
tees—states such as India, Pakistan, North Korea,
and now perhaps Iran. Moreover, the United States
has generally prioritized avoidance of war over
its nuclear nonproliferation commitments. This
was certainly the case regarding the Soviet Union,
China, and North Korea; it remains to be seen
whether this will be the case with Iran.

The U.S. invasion of Irag—justified in part by
concerns about nuclear proliferation—is the excep-
tion that proves the rule, as America’s post-invasion
hangover makes another preventive war over weap-
ons of mass destruction less likely, at least for the
foreseeable future. Moreover, President Obama’s
failure to enforce his redline against Syria’s use of
chemical weapons and his tepid language in con-
veying his nuclear redline vis-a-vis Iran may have
raised questions in the minds of both friends and
enemies regarding the Obama administration’s
willingness to use force to prevent the Islamic

Republic from getting the bomb.
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The Obama administration, and perhaps its suc-
cessors, may likewise prove averse to taking the
kinds of steps needed to make deterrence credible
in Tehran’s eyes, for fear these steps might spur
tension and conflict with Iran. This will be true
whether or not the P5+1 forges a long-term nuclear
deal with Iran. The United States needs to strike a
better balance, however, between efforts to achieve
a less fraught relationship with Tehran and efforts
to deter a nuclear breakout.

A “good” long-term nuclear accord with Iran—
however one defines that—is a necessary but not
sufficient condition for success when it comes
to preventing an Iranian breakout. Just as impor-
tant is the psychological environment and politi-
cal context in which it occurs. The most intrusive
monitoring arrangements, the most far-reaching
constraints, and the most skillfully crafted UN res-
olutions will not ensure the success of a long-term
agreement if Washington fails to convince Tehran
that if it attempts a breakout, it will be caught, and
will pay a very high price.

The foregoing assessment raises the possibil-
ity that Washington may be failing in this regard,
and that barring a sustained effort to alter Tehran’s
perceptions and expectations, Iran will be tempted
to test, and perhaps violate, a long-term nuclear
accord. The failure to ensure the credibility of
deterrent threats for fear of undermining a nuclear
deal and scuttling prospects for a rapprochement
could, ironically, jeopardize both; excessive restraint

may well ensure the very outcome that Washington
is trying to avoid.

Finally, while the decision to delink nuclear
negotiations from concerns over Iran’s regional
behavior might well facilitate the conclusion of a
long-term agreement, it is also likely to compli-
cate efforts to nurture and sustain an accord. Ten-
sions deriving from Iranian regional activities, and
inattention due to crises elsewhere, could stymie
implementation of a deal and jeopardize its long-
term viability—much as political neglect and ten-
sions between the United States and North Korea
in other areas ultimately undermined their 1994
nuclear accord and paved the way for a North
Korean bomb.*® Ensuring the successful imple-
mentation of a long-term deal over the span of
several decades will pose major challenges and
require ongoing engagement with Iran, tending to
the credibility of Washington’s nuclear redline, and
the management of tensions deriving from Ira-
nian regional activities. Should a long-term nuclear
deal not be reached, the challenges are likely to be
greater and to come sooner, as the domestic poli-
tics of both parties and Iran’s regional ambitions
will make it hard to avoid increased tensions and
escalation. In either scenario (deal, or no deal),
achieving core U.S. objectives vis-a-vis Iran will
require a credible deterrent to prevent an Iranian
nuclear breakout; getting this piece right will be
key to the success of U.S. policy toward Iran in the
coming years.
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